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1 Welcome to Softing dataFEED OPC Suite

Welcome to Softing dataFEED OPC Suite V4.49.

  Quickstart Softing dataFEED OPC Suite

Avoiding DCOM @ dataFEED OPC Suite OPC Tunnel.

Convert OPC Data @ dataFEED OPC Suite OPC Bridge.

Optimize OPC Communication Traffic @ dataFEED OPC Suite OPC Optimizer.

Consolidate  and  Harmonize  OPC  Name  Spaces  @  dataFEED  OPC  Suite  OPC
Concentrator.

Filter OPC Data @ dataFEED OPC Suite OPC Filter.

Exchange Data Between OPC Servers @ dataFEED OPC Suite OPC Server2Server.

Exchange Data Between OPC Clients @ dataFEED OPC Suite OPC Client2Client.
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Archive OPC Data @ dataFEED OPC Suite OPC2File.

Archive OPC Data @ dataFEED OPC Suite OPC2Database.

Protection Against Data Loss @ dataFEED OPC Suite OPC Store and Forward.

  Introduction Softing dataFEED OPC Suite

Avoiding DCOM @ dataFEED OPC Suite OPC Tunnel.

Converting OPC Data dataFEED OPC Suite OPC Bridge.

Optimize OPC Communication Traffic @ dataFEED OPC Suite OPC Optimizer.

Consolidate  and  Harmonize  OPC  Name  Spaces  @  dataFEED  OPC  Suite  OPC
Concentrator.

Filter OPC Data @ dataFEED OPC Suite OPC Filter.

Exchange Data Between OPC Servers @ dataFEED OPC Suite OPC Server2Server.

Exchange Data Between OPC Clients dataFEED OPC Suite OPC Client2Client.

Archive OPC Data dataFEED OPC Suite OPC OPC2File.

Archive OPC Data @ dataFEED OPC Suite OPC OPC2Database.

Protection Against Data Loss @ dataFEED OPC Suite OPC Store And Forward.

  Operation of Softing dataFEED OPC Suite

Install Softing dataFEED OPC Suite @ dataFEED OPC Suite Installation.

Install and manage licenses for Softing dataFEED  OPC  Suite  @ dataFEED  OPC  Suite
Licensing.

Operate Softing dataFEED OPC Suite @ dataFEED OPC Suite Operation.

  Configuration of Softing dataFEED OPC Suite

Learn  the  configuration  concept  of  Softing  dataFEED  OPC  Suite  @  dataFEED  OPC
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Suite Configuration Concepts.

Operate  the  Softing  dataFEED  OPC  Suite  configurator  @  dataFEED  OPC  Suite
Configurator.

Configure  local  dataFEED  OPC  Suite  applications  @  dataFEED  OPC  Suite
Configuration.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH
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2 dataFEED OPC Suite Quickstart

  Softing dataFEED OPC Suite Quickstart

Avoiding DCOM @ dataFEED OPC Suite OPC Tunnel.

Convert OPC data @ dataFEED OPC Suite OPC Bridge.

Optimize OPC communication traffic @ dataFEED OPC Suite OPC Optimizer.

Consolidate  and  harmonize  OPC  namespaces  @  dataFEED  OPC  Suite  OPC
Concentrator.

Filter OPC data @ dataFEED OPC Suite OPC Filter.

Exchange data between OPC servers @ dataFEED OPC Suite OPC Server2Server.

Exchange data between OPC clients @ dataFEED OPC Suite OPC Client2Client.

Archive OPC data to a file @ dataFEED OPC Suite OPC2File.
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Archive OPC data to a database @ dataFEED OPC Suite OPC2Database.

Protection against data loss @ dataFEED OPC Suite OPC Store And Forward.

Configuration of OPC UA @ dataFEED OPC Suite OPC UA Client configuration

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

2.1 OPC Tunnel

The Softing OPC Tunnel provides you with a secure and easy possibility of cross-network OPC
communication.  The  Softing  OPC  Tunnel  eliminates  the  configuration  problems  that  were
frequently encountered previously with the DCOM security settings!

You can find a more detailed description of  the OPC  Tunnel  functionality under  Introduction  -
OPC Tunnel.

To configure the OPC Tunnel Server, the following configuration steps should be executed:

Add  one  or  more  server  connections  to  the  corresponding  OPC  Server(s)  as  data
source(s) @ Configuration: Data Source - OPC Server.

Enable  and  configure  the  OPC  Tunnel  client  data  destination  @  Configuration:  Data
Destination - Tunnel Client.

To configure the OPC Tunnel Client, the following configuration steps should be executed:
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Add  a  single  server  connection  to  the  OPC  Tunnel  server  as  a  data  source  @
Configuration: Data Source - Tunnel Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

2.2 OPC UA Server

The  configuration  of  the  OPC  UA functionality  is  described  in  the  chapter  OPC  UA Client  -
Configuration.

The following structure is displayed in OPC UA Clients, connected with dataFEED OPC Suite .

The  namespace  is  displayed  as  a  tree  structure  in  the  OPC  UA  Client.  Under  "OPC  and
Tunnel", the items, which are imported in the data source, can be browsed. Under "Server", you
can find OPC UA specific diagnostic information.

The configuration of the OPC UA communication includes the following steps:

Add one or more server connections as data source(s) @ Configuration:  Data Source -
OPC Server.

Enable  and  configure  the  OPC  UA  client  data  destination  @  Configuration:  Data
Destination - OPC UA Client.
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2.3 OPC Bridge

The  Softing  OPC  Bridge  gives  one  or  more  OPC  Data  Access  and/or  OPC  XML-DA client
applications quick and easy access to any type of OPC data access server. Vice versa, it allows
any OPC data access server to be addressed by one or more data OPC access clients and/or
OPC XML-DA client applications.

A  more  detailed  description  about  the  Softing  OPC  Bridge  functionality  can  be  found  under
Introduction - OPC Bridge.

In order to configure the OPC Bridge, the following configuration steps should be executed:

Add  one  or  more  server  connections  to  the  corresponding  OPC  Server(s)  as  data
source(s) @ Configuration: Data Source - OPC Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.
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2.4 OPC Optimizer

The Softing OPC  Optimizer  allows  multiple  OPC  clients  to  access  an OPC  server  in  such a
way that  workload on the server  is  minimized.  According to  the  definition  and  functionality  of
Data Access, every OPC client communicating with the DA server creates groups and items in
the DA server. The management of many groups simultaneously as  well  as  the processing of
multiple read requests to the often identical OPC items leads to  a  high communication load in
the OPC server.

A  more  detailed  description  about  the  OPC  Optimizer  functionality  can  be  found  under
Introduction - OPC Optimizer.

In  order  to  configure  the  OPC  Optimizer,  the  following  configuration  steps  should  be
executed:

Add  a  server  connection  to  the  corresponding  OPC  Server  as  a  data  source  @
Configuration: Data Source - OPC Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.
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2.5 OPC Concentrator

The Softing  OPC  Concentrator  combines  multiple  OPC  servers  in  one  by  consolidating  the
namespaces  and  OPC  items  of  multiple  OPC  servers  in  one  OPC  server.  This  saves  the
project engineer valuable work and time when setting up client  applications  and facilitates  the
management of large systems. Multiple OPC clients can access multiple OPC servers via one
OPC Concentrator

A  more  detailed  description  about  the  OPC  Concentrator  functionality  can  be  found  under
Introduction - OPC Concentrator.

In  order  to  configure  the  OPC  Concentrator,  the  following  configuration  steps  should  be
executed:

Add  server  connections  to  the  corresponding  OPC  Servers  as  data  sources  @
Configuration: Data Source - OPC Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.
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2.6 OPC Filter

The Softing OPC  Filter  allows  customizing the items  that  are provided  by  an  OPC  server.  It
makes no difference whether communication with the OPC server is via DCOM, XML-DA or the
OPC Tunnel.

A  more  detailed  description  about  the  OPC  Concentrator  functionality  can  be  found  under
Introduction - OPC Filter.

In order to configure the OPC Filter, the following configuration steps should be executed:

Add a server  connection to  the  corresponding  OPC  or  OPC  Tunnel  server  as  a  data
source  @  Configuration:  Data  Source  -  OPC  Server  or  Configuration:  Data  Source  -
Tunnel Server.

Activate the OPC  Filter  in  the corresponding server  connection wizard @ OPC  Server
Wizard - Filter or OPC Tunnel Wizard - Filter.

Define the filtered data items and specify their properties @ OPC Server Wizard -  Filter
Items or OPC Tunnel Wizard - Filter Items.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.
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2.7 OPC Client2Client

Softing OPC  Client2Client  allows  an OPC  client  to  transmit  data  to  one  or  more  other  OPC
clients.  OPC  Client2Client  thereby  acts  as  an  intelligent  data  memory  which  can  receive
configurable OPC items from an OPC client and pass them on to another OPC client. The OPC
namespace  of  OPC  Client2Client  can  be  statically  defined  in  the  dataFEED  OPC  Suite
Configurator by defined corresponding Local Items or extended dynamically by the OPC clients
by creating items.

A  more  detailed  description  about  the  OPC  Client2Client  functionality  can  be  found  at
Introduction - OPC Client2Client.

In  order  to  configure  the  OPC  Client2Client,  the  following  configuration  steps  should  be
executed:

Define the corresponding static OPC Client2Client namespace by defining corresponding
local items as a data source @ Configuration: Data Source - Local Items.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.
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2.8 OPC Server2Server

dataFEED OPC Suite OPC Server2Server allows two OPC Servers to exchange data between
each  other.  Both  OPC  Servers  are  acting  as  a  data  source,  introducing  data  items  to  the
namespace of  the local  dataFEED  OPC  Suite  application.  The  Exchange  module  of  Softing
dataFEED OPC Suite is responsible for actually copying data between the corresponding data
items  from  one  OPC  server  to  the  other,  therefore  realizing  the  OPC  Server2Server
functionality.

A  more  detailed  description  about  the  OPC  Server2Server  functionality  can  be  found  at
Introduction - OPC Server2Server.

In  order  to  configure  OPC  Server2Server,  the  following  configuration  steps  should  be
executed:

Add a server connection to the first OPC server as a first data source @ Configuration:
Data Source - OPC Server.

Add  a  server  connection  to  the  second  OPC  server  as  a  second  data  source  @
Configuration: Data Source - OPC Server.

Enable the OPC Exchange functionality and define the corresponding Exchange actions
@ Configuration: Data Processing - Exchange.
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2.9 OPC2File

Softing  OPC2File  stores  data  from  any  OPC  Data  Access,   OPC  Tunnel  or  OPC  XML-DA
server  in  corresponding  text  files.  Different  types  of  text  files  like  *.txt,  *.xml  or  *.html  are
supported.  The data handled by Softing dataFEED  OPC  Suite  are written to  file  by executing
simple file text actions.

A  more  detailed  description  about  the  OPC2File  functionality  can  be  found  at  Introduction  -
OPC2File.

In order to configure the OPC2File, the following configuration steps should be executed:

Add one or more server connections to the corresponding OPC or OPC Tunnel server(s)
as  data source(s)  @ Configuration:  Data Source -  OPC  Server  or  Configuration:  Data
Source - Tunnel Server.

Enable the OPC2File functionality @ Configuration: Data Destination - File.

Add one or more output data files as data destinations @ File Definition Wizard

Define the file actions for actually writing the data to the data files @ File Action Wizard.
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2.10 OPC2Database

Softing OPC2Database stores data from any OPC Data Access,  OPC Tunnel or OPC XML-DA
server in SQL databases like Microsoft SQL Server, Oracle, MySQL, IBM DB2 and other ODBC-
enabled  databases.  The  data  handled  by  Softing  dataFEED  OPC  Suite  are  written  to  the
database by executing simple database SQL actions.

A more detailed description about the OPC2Database functionality can be found at Introduction -
OPC2Database.

In  order  to  configure  the  OPC2Database,  the  following  configuration  steps  should  be
executed:

Add one or more server connections to the corresponding OPC or OPC Tunnel server(s)
as  data source(s)  @ Configuration:  Data Source -  OPC  Server  or  Configuration:  Data
Source - Tunnel Server.

Enable the OPC2Database functionality @ Configuration: Data Destination - Database.

Add one or more databases resp. ODBC data source connections  as  data destinations
@ Database Definition Wizard

Define the database actions  for  actually writing the data to  the databases  @ Database
Action Wizard.
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2.11 OPC Store And Forward

 

dataFEED OPC Suite OPC Store And Forward provides  a configurable connection monitoring
for one connection to an OPC or OPC Tunnel client. If the local dataFEED OPC Suite detects a
connection interruption,  the corresponding data values  are stored in  a  local  data  storage  and
forwarded to the corresponding client when the connection has been reestablished.

A more detailed description of  the OPC  Store And  Forward  functionality  can  be  found  under
Introduction - OPC Store And Forward.

To  configure  the  OPC  Store  And  Forward,  the  following  configuration  steps  should  be
executed:

Add one or more server connections to the corresponding OPC or OPC Tunnel server(s)
as  data source(s)  @ Configuration:  Data Source -  OPC  Server  or  Configuration:  Data
Source - Tunnel Server.

Enable the  OPC  Store  And  Forward  functionality  @  Configuration:  Data  Processing  -
Store And Forward.

Configure the local data storage and the data forwarding @ Store And Forward Wizard
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Define the data items to be monitored and specify their properties @ Store And Forward
Wizard - Storage Items.
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3 dataFEED OPC Suite Introduction

  Softing dataFEED OPC Suite Introduction

Avoiding DCOM @ dataFEED OPC Suite OPC Tunnel.

Convert OPC data @ dataFEED OPC Suite OPC Bridge.

Optimize OPC communication traffic @ dataFEED OPC Suite OPC Optimizer.

Consolidate  and  harmonize  OPC  namespaces  @  dataFEED  OPC  Suite  OPC
Concentrator.

Filter OPC data @ dataFEED OPC Suite OPC Filter.

Exchange data between OPC servers @ dataFEED OPC Suite OPC Server2Server.

Exchange data between OPC clients @ dataFEED OPC Suite OPC Client2Client.

Archive OPC data to a file @ dataFEED OPC Suite OPC2File.
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Archive OPC data to a database @ dataFEED OPC Suite OPC2Database.

Protection against data loss @ dataFEED OPC Suite OPC Store And Forward.

OPC UA communication @ dataFEED OPC Suite OPC UA

3.1 OPC Tunnel

Avoiding DCOM

The Softing OPC Tunnel provides you with a secure and easy possibility of cross-network OPC
communication.  The  Softing  OPC  Tunnel  eliminates  the  configuration  problems  that  were
frequently encountered previously with the DCOM security settings!  You save yourself time and
unnecessary  questions  to  the  manufacturer.  The  Softing  OPC  Tunnel  takes  care  of  all  the
obstacles  you usually run into  when networking OPC  clients  and servers  that  are  located  on
different computer platforms, in different network domains, or in completely separate networks.
The high-performance data exchange is stable and reliable. 

Cross-platform OPC communication across firewall boundaries.

Commissioning of cross-network OPC communication in only a few minutes.

Fast detection of connection interruptions by monitoring to an accuracy of one second.

OPC  Tunnel  automatically  reestablishes  the  OPC  connections  after  an  interruption  of
communication.

Unlike OPC via DCOM, the computers do not  need to  be opened to  unauthorized access
from the outside.

Quick Commissioning with Softing OPC Tunnel 

Designed  as  a  “DCOM bypass,”  the  Softing  OPC  Tunnel  allows  reliable,  high-performance
communication  between  OPC  components  on  networked  computers.  For  this  purpose,  the
OPC Tunnel is installed on both the OPC client computer and the OPC  server  computer.  The
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OPC  Tunnel  installations  on  the  client  side  and  the  server  side  communicate  via  a  TCP/IP
connection that can optionally be encrypted. In this way,  the data that  are exchanged between
client and server applications are “tunneled” via TCP/IP; DCOM is avoided completely,  and the
time-consuming and nerve-racking configuration of  the  DCOM security  settings  is  eliminated
once and for all.

Configuring the OPC Tunnel

To configure an OPC Tunnel two independent Softing dataFEED OPC Suite configurations are
needed: One to represent the OPC Tunnel server and one to represent the OPC Tunnel client.
Typically these two configurations are executed on two different  computers  and communicate
over the network OPC Tunnel protocol.

Both the OPC Tunnel server and the associated OPC Tunnel client must be configured to use
the same TCP/IP port number. The port numbers can be configured within the data destination
OPC Tunnel client configuration page on the OPC Tunnel server, and within the corresponding
data source OPC Tunnel server connection wizard on the OPC Tunnel client.

Attention: Please make sure that the configured TCP/IP port number is not used by other local
dataFEED  OPC  Suite  applications  on the server  and client  computers  and that  your  network
infrastructure  (like  firewalls  or  switches)  is  prepared  to  forward  TCP/IP  packets  using  the
configured port number.

Note:  The  OPC  Tunnel  discovery  service  on  the  OPC  Tunnel  client  side  will  find  the
corresponding OPC Tunnel server only if the OPC Tunnel server is actually running.

To configure the OPC Tunnel Server, the following configuration steps should be executed:

Add  one  or  more  server  connections  to  the  corresponding  OPC  server(s)  as  data
source(s) @ Configuration: Data Source - OPC Server.

Enable  and  configure  the  OPC  Tunnel  client  data  destination  @  Configuration:  Data
Destination - Tunnel Client.

To configure the OPC Tunnel Client, the following configuration steps should be executed:

Add  a  single  server  connection  to  the  OPC  Tunnel  server  as  a  data  source  @
Configuration: Data Source - Tunnel Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

Enabling additional functionalities for the OPC Tunnel:
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Filter the data items provided by the corresponding data sources  @ Introduction -  OPC
Filter.

Protect against data loss @ Introduction - OPC Store And Forward.

3.2 OPC UA

Adding an OPC UA Client as data destination offers the possibility to build up a communication
between dataFEED OPC Suite and an OPC UA Client in a fast and easy way.

Thereby you can include OPC  UA Clients,  which are not  running on Windows  PCs,  into  your
communication network.

You can choose between different security mechanisms, like

exchange of certificates

authentication by username and password

encryption of data with different security algorithms.

The configuration is explained in detail under Data destination - OPC UA Client - Configuration
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3.3 OPC Bridge

The  Softing  OPC  Bridge  gives  one  or  more  OPC  Data  Access  and/or  OPC  XML-DA client
applications quick and easy access to any type of OPC data access server. Vice versa, it allows
any OPC Data Access server to be addressed by one or more OPC Data Access clients and/or
OPC XML-DA client applications.

Which OPC Data Access version (DA 1.0, DA 2.05 or DA 3) the OPC client or OPC server has
implemented  is  irrelevant.  The  OPC  Bridge  automatically  recognizes  the  implemented  OPC
specifications  and  converts  them  in  such  a  way  that  even  those  OPC  components  can
communicate which would not  be compatible  without  the OPC  Bridge.  The OPC  Bridge thus
acts as a software gateway, "bridging" the different implementations.

From  the  point  of  view  of  an  OPC  client  application,  access  to  the  configured  OPC  server
through the OPC  Bridge is  fully  transparent,  which means  that  the OPC  Bridge  provides  the
namespace of the configured OPC server to a client without any changes.

Bridge Between Data Access Implementations 

There  are  only  minor  differences  between  the  OPC  DA  1.0,  DA  2.05  and  DA  3  versions.
Nevertheless, the more recent versions contain extensions  that  are not  supported by previous
implementations.  As  no  compliance  test  tool  exists  for  the  OPC  DA  1.0  Specification,  no
compliance verification can be provided for OPC DA 1.0 servers. The OPC Bridge turns a non-
compliant OPC server into a compliant OPC server! 

Bridge Between DA and XML DA Implementations 

Substantial  differences  exist  between the  DCOM based  Data  Access  Specifications  and  the
web services and XML based XML DA Specification. XML DA servers  can run on all  operating
systems that support web services. The XML DA client and server  can communicate over  the
Internet across firewall boundaries.  The OPC  Bridge connects  the DCOM world  with  the web
services world. The OPC Bridge always needs to be installed in a PC supporting DCOM. 

Configuring the OPC Bridge

To configure the OPC Bridge you mainly need to configure the data source connections to your
corresponding OPC servers providing the OPC data you want to convert or bridge. For the OPC
Bridge an arbitrary amount of data sources and OPC servers, respectively, can be used. 
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As  a  second  configuration  step,  the  OPC  client  data  destination  functionality  of  Softing
dataFEED  OPC  Suite  needs  to  be  enabled  and  configured.  Any  necessary  data  or  OPC
specification  conversion  is  then  automatically  done  by  the  local  dataFEED  OPC  Suite
application during run time.

Note:  The  OPC  client  data  destination  functionality  is  enabled  and  already  completely
configured by default.

In order to configure the OPC Bridge, the following configuration steps should be executed:

Add  one  or  more  server  connections  to  the  corresponding  OPC  server(s)  as  data
source(s) @ Configuration: Data Source - OPC Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

 Additionally the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.

3.4 OPC Optimizer

The Softing OPC  Optimizer  allows  multiple  OPC  clients  to  access  an OPC  server  in  such a
way that  workload on the server  is  minimized.  According to  the  definition  and  functionality  of
Data Access,  every OPC  client  communicating with  the OPC  DA server  creates  groups  and
items  in  the  DA  server.  The  management  of  many  groups  simultaneously  as  well  as  the
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processing  of  multiple  read  requests  to  the  often  identical  OPC  items  leads  to  a  high
communication load in the OPC server. 

As the name indicates, the OPC Optimizer optimizes read and write access to the items of an
OPC server. Read access to identical OPC items with different update rates are combined and
data acquisition from the peripherals by the OPC server is bundled using intelligent algorithms. 

The  configuration  settings  offer  additional  possibilities  for  optimization.  You  can  specify,  for
example, 

that the OPC  server  should only read the data from  the device again after  the data have
reached a certain age; 

that the update cycles are determined independently of the OPC clients. 

Configuring the OPC Optimizer

To configure the OPC  Optimizer  you mainly need to  configure the data source connection to
your corresponding OPC server providing the OPC data you want to optimize. Generally, for the
OPC  Optimizer  an arbitrary amount  of  data sources  and  OPC  servers,  respectively,  can  be
used. 

As  a  second  configuration  step,  the  OPC  client  data  destination  functionality  of  Softing
dataFEED OPC Suite needs to be enabled and configured.

Note:  The  OPC  client  data  destination  functionality  is  enabled  and  already  completely
configured by default.

In  order  to  configure  the  OPC  Optimizer,  the  following  configuration  steps  should  be
executed:

Add  a  server  connection  to  the  corresponding  OPC  server  as  a  data  source  @
Configuration: Data Source - OPC Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

 Additionally the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.
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3.5 OPC Concentrator

The  dataFEED  OPC  Suite  OPC  Concentrator  combines  multiple  OPC  servers  in  one  by
consolidating the namespaces  and OPC  items  of  multiple  OPC  servers  in  one  OPC  server.
This saves the project engineer valuable work and time when setting up client applications and
facilitates the management of large systems. 

Multiple OPC clients can access multiple OPC servers via one OPC Concentrator. 

Harmonizing Data Access 

Using  the  OPC  Concentrator,  several  OPC  Clients  can  access  several  OPC  servers  with
different  namespaces.  Depending  on  the  implementation  of  the  vendor,  OPC  servers  can
provide  a  flat  or  a  hierarchical  namespace.  In  addition,  the  structure  of  an  OPC  server’s
namespace and the semantics to address variables  in  an OPC  server  significantly differ  from
vendor  to  vendor.  OPC  Concentrator  helps  to  unify and harmonize access  to  the  data  in  an
OPC server. 

Cascading of OPC Servers

Data of several  OPC  servers  is  bundled and concentrated into  one OPC  server  by using the
OPC  Concentrator.  Data of  several  OPC  Concentrators  DLLs  or  several  OPC  Concentrator
applications on several  computers  can be concentrated into  another  OPC  Concentrator.  That
way,  complex  systems  with  a  large  number  of  OPC  servers  can  be  optimally  structured.
Running the OPC Concentrators on different computers, which are interconnected via  DCOM,
can also improve the performance of the overall system. 
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Configuring the OPC Concentrator

To configure the OPC Concentrator you mainly need to configure the data source connections
to your  corresponding OPC  servers  providing  the  OPC  data  you  want  to  concentrate.  Each
server connection needs to be assigned a unique connection name in  order  to  distinguish the
different data items within the namespace of the local dataFEED OPC Suite application.

As  a  second  configuration  step,  the  OPC  client  data  destination  functionality  of  Softing
dataFEED OPC Suite needs to be enabled and configured.

Note:  The  OPC  client  data  destination  functionality  is  enabled  and  already  completely
configured by default.

In  order  to  configure  the  OPC  Concentrator,  the  following  configuration  steps  should  be
executed:

Add  server  connections  to  the  corresponding  OPC  servers  as  data  sources  @
Configuration: Data Source - OPC Server.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

 Additionally the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.

3.6 OPC Filter
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The Softing OPC Filter allows customizing the items that are provided by a specific  data source
–  a  corresponding  OPC  or  OPC  Tunnel  server.  With  the  Softing  OPC  Filter  the  following
functionalities can be implemented:

Hide data items.

Change the data type of data items.

Restrict the access rights for data items.

Change the item ID of a data item as desired.

It makes no difference whether the corresponding data source is an OPC server communicating
via OPC, OPC XML-DA or the OPC Tunnel protocol.

Limiting the Items 

With the OPC Filter you can limit the items provided by an OPC server to those you need, and
control  the  access  rights.  This  enhances  system  security  as  incorrect  access,  whether
accidental or intentional, is no longer possible. 

Standardizing the OPC Namespace 

You  can  use  the  OPC  Filter  to  standardize  the  structure  of  the  items  in  your  system,
independently of the OPC  servers  you are using.  In  this  way you can,  for  example,  replace a
server without any influence on the OPC clients.

Configuring the OPC Filter

To configure the OPC Filter you mainly need to configure the data source connections  to  your
corresponding OPC or OPC Tunnel servers providing the OPC data you want  to  filter.  For  the
OPC  Filter  an  arbitrary  amount  of  data  sources,  OPC  servers  and  OPC  Tunnel  servers,
respectively, can be used.

The OPC Filter functionality needs to be activated separately for each server connection within
the corresponding Server Connection Wizard. If the corresponding OPC or OPC Tunnel server
is running, the dataFEED OPC Suite Configurator reads the available data items  and presents
them for filter item selection in the last page of the Server  Connection Wizard.  By checking or
unchecking the corresponding items you can include /  exclude (filter)  the corresponding items
from the namespace of the local dataFEED OPC Suite application.

If  the corresponding OPC  or  OPC  Tunnel  server  is  not  running,  you  can  manually  add  data
items  to  the local  namespace using the buttons  on the right  side of  the wizard page and the
context sensitive menu in the namespace tree control. Additionally you can import a predefined
list of filter items from an external filter file.

As  a  second  configuration  step,  the  OPC  client  data  destination  functionality  of  Softing
dataFEED OPC Suite needs to be enabled and configured. 
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Note:  The  OPC  client  data  destination  functionality  is  enabled  and  already  completely
configured by default.

In order to configure the OPC Filter, the following configuration steps should be executed:

Add a server  connection to  the  corresponding  OPC  or  OPC  Tunnel  server  as  a  data
source  @  Configuration:  Data  Source  -  OPC  Server  or  Configuration:  Data  Source  -
Tunnel Server.

Activate the OPC  Filter  in  the corresponding server  connection wizard @ OPC  Server
Wizard - Filter or OPC Tunnel Wizard - Filter.

Define the filtered data items and specify their properties @ OPC Server Wizard -  Filter
Items or OPC Tunnel Wizard - Filter Items.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

3.7 OPC Client2Client

Softing OPC  Client2Client  allows  an OPC  client  to  transmit  data  to  one  or  more  other  OPC
clients.  OPC  Client2Client  thereby  acts  as  an  intelligent  data  memory  which  can  receive
configurable OPC items from an OPC client  and pass  them  on to  another  OPC  client.  In  this
way,  OPC  Client2Client  allows  supervisory  control  systems,  SCADA  systems  or  any
applications  that  do  not  have  an  OPC  server  interface  to  exchange  data  directly.  OPC
Client2Client is  also suitable for testing OPC clients by configuring the tool  as  an OPC  server
with any desired server name, namespace and OPC items. You can use any OPC  client,  e.g.
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the Softing OPC  Demo Client,  to  write  values  to  OPC  Client2Client,  either  manually or  script
controlled. This allows you to simulate real-world  conditions  and specific  fault  situations  in  the
test lab. 

OPC Client2Client as ”Gateway” Between OPC Client Applications 

OPC Client2Client can be started from any OPC client applications and is available to any OPC
client  applications  as  soon as  it  has  been started as  a service.  The first  time an  OPC  client
application  accesses  OPC  Client2Client,  the  default  namespace  of  OPC  Client2Client  is
provided, for example, Node1 with Tag1 and Tag2, Node2 with Tag1 and Tag2. 

The OPC  namespace of  OPC  Client2Client  can  be  statically  defined  in  the  dataFEED  OPC
Suite  Configurator  by defining the corresponding Local  Items,  or  extended dynamically by  the
OPC clients by creating items. The items of the namespace may be of any data type covered by
the OPC  Specifications.  Arrays  of  fixed and variable  length are also supported for  these data
types.  All  values  of  OPC  Client2Client  are shown to  be  of  ”bad”  quality  until  they  have  been
written to  by an OPC  client  for  the first  time.  The Local  Items  system  item  allows  monitoring
communication between OPC Client2Client and the OPC client(s). 

OPC Client2Client as OPC Server Simulation for Testing OPC Client Applications 

OPC Client2Client also allows one of the OPC clients to function logically as a server. For this
purpose,  OPC  Client2Client  can be configured with  a  defined  server  name,  Program  ID  and
Class ID, a defined namespace can be created and OPC Client2Client items can be written to,
e.g. under script control, by an OPC client application. OPC Client2Client also allows writing the
quality and timestamp of each item. This allows simulating real-world conditions for testing OPC
clients  without  devices  as  well  as  provoking  error  states,  conducting  load  tests,  and  much
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more. 

If the client acting as the server does not update the data any longer, the client  being tested is
informed of this fact. 

Configuring OPC Client2Client

To configure the OPC Client2Client you mainly need to create a corresponding data namespace
within the local dataFEED OPC Suite application. Data items from this namespace act as data
'gateway' items between the two OPC clients – each OPC client can read and write data using
the corresponding OPC mechanisms.

The OPC  Client2Client  namespace is  configured by defining so-called  Local  Items.  Because
these  local  items  extend  the  local  namespace,  the  corresponding  local  items  configuration
section can be found within the Data Source group of the dataFEED OPC Suite Configurator.

Local items can be manually added to the local namespace using the buttons on the right side of
the local items configuration page and the context sensitive menu in the namespace tree control
on the local items configuration page. Additionally you can import a predefined list of local items
from an external local items definition file.

As  a  second  configuration  step,  the  OPC  client  data  destination  functionality  of  Softing
dataFEED OPC Suite needs to be enabled and configured.

Note:  The  OPC  client  data  destination  functionality  is  enabled  and  already  completely
configured by default.

In  order  to  configure  the  OPC  Client2Client,  the  following  configuration  steps  should  be
executed:
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Define the corresponding static OPC Client2Client namespace by defining corresponding
local items as a data source @ Configuration: Data Source - Local Items.

Enable and configure the OPC client data destination @ Configuration: Data Destination -
OPC Client.

3.8 OPC Server2Server

dataFEED OPC Suite OPC Server2Server allows two OPC Servers to exchange data between
each other. Both OPC Servers act as a data source, introducing data items to the namespace
of the local dataFEED OPC Suite application. The Exchange module of Softing dataFEED OPC
Suite is responsible for actually copying data between the corresponding data items  from  one
OPC server to the other – thereby providing the OPC Server2Server functionality.

The data copy  mechanism  within  the  Exchange  module  of  Softing  dataFEED  OPC  Suite  is
internally organized using so-called Exchange actions.  Besides  the corresponding source and
destination  data  items,  the  following  parameters  needs  to  be  specified  for  each  Exchange
action:

An update rate with which the corresponding Exchange action should be executed.

An execution condition specifying under what conditions the corresponding Exchange action
should be executed.

The  different  data  item  values  which  should  be  transferred  from  the  source  to  the
destination data item. (Possible values to be transferred are: The data value itself, its  quality
or its time stamp.)
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Configuring OPC Server2Server

To configure the OPC Server2Server functionality you mainly need to configure the data source
connections to the corresponding OPC  servers.  Each OPC  server  adds  its  data items  to  the
namespace of the local dataFEED OPC Suite instance.

As a second configuration step, the corresponding Exchange actions  – which are responsible
for the actual data exchange between two data items – need to be created and configured. This
can either be done by using the corresponding buttons  and the context  sensitive menu on the
source and destination tree controls of the Exchange configuration page or by just dragging and
dropping the corresponding source and destination items from the tree controls to the Exchange
action list control.

Note: The dataFEED  OPC  Suite  Exchange functionality  is  not  necessarily  restricted  to  data
items provided by OPC servers – it can be applied to any data item from the namespace of the
corresponding local dataFEED OPC Suite application.

In  order  to  configure  OPC  Server2Server,  the  following  configuration  steps  should  be
executed:

Add a server connection to the first OPC server as a first data source @ Configuration:
Data Source - OPC Server.

Add  a  server  connection  to  the  second  OPC  server  as  a  second  data  source  @
Configuration: Data Source - OPC Server.

Enable the OPC Exchange functionality and define the corresponding Exchange actions
@ Configuration: Data Processing - Exchange.

 Additionally the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.
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3.9 OPC2File

Softing  OPC2File  stores  data  from  any  OPC  Data  Access,   OPC  Tunnel  or  OPC  XML-DA
server  in  the corresponding text  files.  Different  types  of  text  files  like *.txt,  *.xml  or  *.html  are
supported.  The data handled by Softing dataFEED  OPC  Suite  are written to  file  by executing
simple file text actions.

Archiving OPC or OPC Tunnel data in files.

Simple configuration by defining simple text actions.

Conditional execution of these file actions is possible.

No programming is necessary!

The data writing mechanism  within  the OPC2File  module  of  Softing  <%OEMPRODUCT%  is
internally organized using so-called file file actions. Each file action can write multiple data items
at once. These data items are defined by placeholders which are replaced by the corresponding
values  during  the  run  time  of  the  local  dataFEED  OPC  Suite  application.  Besides  the
placeholders, the following parameters need to be specified for each file action:

An update rate with which the corresponding file action should be executed.

An  execution  condition  specifying  under  what  conditions  the  corresponding  text  action
should be executed.

The corresponding data item  value which should actually be written  to  the  file.  (Possible
values  to  be  written  are:  the  data  value  itself,  the  quality  or  the  time  stamp  of  the
corresponding data item.)
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Configuring OPC2File

To  configure  the  OPC2File  functionality  you  mainly  need  to  configure  the  data  source
connections  to  the corresponding OPC  or  OPC  Tunnel  servers  providing the data  items  that
should be written to the file.

As a second configuration step, the corresponding file and file actions – which are responsible
for writing the data – need to be created and configured.

Note: The dataFEED  OPC  Suite  OPC2File  functionality  is  not  necessarily  restricted  to  data
items provided by OPC or OPC Tunnel  servers  – it  can be applied to  any data item  from  the
namespace of the corresponding local dataFEED OPC Suite application.

In order to configure the OPC2File, the following configuration steps should be executed:

Add one or more server connections to the corresponding OPC or OPC Tunnel server(s)
as  data source(s)  @ Configuration:  Data Source -  OPC  Server  or  Configuration:  Data
Source - Tunnel Server.

Enable the OPC2File functionality @ Configuration: Data Destination - File.

Add one or more output data files as data destinations @ File Wizard

Define the file actions for actually writing the data to the data files @ File Action Wizard.

 Additionally the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.
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3.10 OPC2Database

Softing OPC2DataBase stores data from any OPC Data Access,  OPC Tunnel or OPC XML-DA
server in SQL databases like Microsoft SQL Server, Oracle, MySQL, IBM DB2 and other ODBC-
enabled  databases.  The  data  handled  by  Softing  dataFEED  OPC  Suite  are  written  to  the
database by executing simple database SQL actions.

Archiving OPC or OPC Tunnel data in databases.

Simple configuration by defining simple SQL actions.

Conditional execution of these SQL actions is possible.

No programming is necessary!

The data writing mechanism within the OPC2DataBase module of Softing <%OEMPRODUCT%
is internally organized using so-called SQL database actions.  Each SQL database action can
write  multiple  data  items  at  once.  These  data  items  are  defined  by  placeholders  which  are
replaced  by  the  corresponding  values  during  the  runtime  of  the  local  dataFEED  OPC  Suite
application. Besides  the placeholders,  the following parameters  need to  be specified for  each
SQL database action:

An update rate with which the corresponding SQL database action should be executed.

An execution condition specifying under what  conditions  the corresponding SQL database
action should be executed.

The  corresponding  data  item  value  which  should  actually  be  written  to  the  database.
(Possible values to be written are: the data value itself, the quality or the time stamp of the
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corresponding data item.)

The following types of SQL statements are supported:

INSERT INTO SQL statements.

Stored Procedures.

General SQL statements.

Configuring OPC2Database

To configure  the  OPC2Database  functionality  you  mainly  need  to  configure  the  data  source
connections  to  the  corresponding  OPC  or  OPC  Tunnel  servers  providing  the  corresponding
data items which should be written into the database.

As a second configuration step, the corresponding databases and database actions – which are
responsible for writing the data – need to be created and configured.

Note: The dataFEED  OPC  Suite  OPC2Database functionality is  not  necessarily  restricted  to
data items provided by OPC or OPC Tunnel servers – it can be applied to  any data item  from
the namespace of the corresponding local dataFEED OPC Suite application.

In  order  to  configure  the  OPC2Database,  the  following  configuration  steps  should  be
executed:

Add one or more server connections to the corresponding OPC or OPC Tunnel server(s)
as  data source(s)  @ Configuration:  Data Source -  OPC  Server  or  Configuration:  Data
Source - Tunnel Server.

Enable the OPC2Database functionality @ Configuration: Data Destination - Database.

Add one or  more databases  /  ODBC  data source connections  as  data destinations  @
Database Definition Wizard

Define the database actions  for  actually writing the data to  the databases  @ Database
Action Wizard.

 Additionally the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.
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3.11 OPC Store And Forward

 

dataFEED OPC Suite OPC Store And Forward provides  a configurable connection monitoring
for one connection to an OPC or OPC Tunnel client. If the local dataFEED OPC Suite detects a
connection interruption,  the corresponding data values  are stored in  a  local  data  storage  and
forwarded to the corresponding client when the connection has been reestablished.

Attention: When activating OPC Store And Forward for a connection to an OPC or OPC Tunnel
client  some  restrictions  and  constraints  apply  to  this  monitoring  client  connection.  However,
these restrictions do not interfere with any other configured functionalities of  the corresponding
local  dataFEED OPC Suite application.

Each local  dataFEED  OPC  Suite  application  can  monitor  exactly  one  client  connection.  The
monitoring client  is  either  identified by the client  name or  it  is  the first  client  connected to  the
corresponding local dataFEED OPC Suite application.

If an OPC or OPC Tunnel client is  identified as the monitoring client, it can only use data items
which are defined as monitoring data items in the local dataFEED OPC Suite application. If the
monitoring client  tries  to  access  non-monitoring data items,  it  will  always  receive data values
with the OPC quality BAD - Configuration Error. Otherwise it would not be possible to keep the
timeline in  the forwarding phase both between monitoring data items  (historic  data)  and  non-
monitoring data items (actual data).

If Store And Forward is configured to identify the monitoring client as the first  connected client,
all  other  client  connections  will  be  blocked  from  the  local  dataFEED  OPC  Suite  application.
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Otherwise,  in  the  case  of  a  connection  interruption  to  the  real  monitoring  client,  any  other
connected client could become the monitoring client and receive the stored data.

Note: It is generally not recommended to configure Store And Forward to identify the monitoring
client as the first connected client, because if more than one client wants to connect to the local
dataFEED  OPC  Suite  application,  it  is  generally  not  predictable,  which  client  will  win  and
become the monitoring client. However, some OPC clients do not  support  the configuration of
the client  name,  so using the first  connected client  as  the monitoring client  could be the only
possibility to use Store And Forward.

If an OPC or OPC Tunnel client is  identified as  the monitoring client,  it  cannot  directly read or
write  data items  anymore -  the local  dataFEED  OPC  Suite  application  will  answer  any  such
attempt with an corresponding error message. Otherwise, it would not be possible  to  keep the
timeline between the different monitoring items during the forwarding phase.

Note:  After  an  interrupted  connection  to  the  monitoring  client  is  reestablished,  a  complete
snapshot  of  all  monitoring items  is  initially  send  to  the  monitoring  client.  However  this  could
result  in  some  duplicate  data  changes  (one  received  before  and  one  after  the  connection
interruption) within the monitoring client.

The  actual  data  storage  mechanism  for  a  connection  interruption  to  the  monitoring  client  is
organized  internally  using  so-called  Store  And  Forward  actions.  These  Store  And  Forward
actions  are  implicitly  defined  for  each  data  item  selected  as  a  monitoring  data  item.  The
following parameters need to be specified for each Store And Forward action:

An update rate with which the storage action should be executed.

An  execution  condition  specifying  under  what  conditions  the  storage  action  should  be
executed.

Attention: The update rate for the storage actions (the cycle time with which the data files  will
be written to the local data storage during a connection interruption) and the general update rate
used by the OPC client during normal operations can be configured to have different values for
some special situations. 

However, in most of  the use cases  you should ensure that  both update rates  have the same
value in order to obtain the same number of data changes both in  the normal  operation phase
and in the storage phase when the connection is interrupted.

Attention: The update rate for the forwarding phase can be additionally configured in the Store
And Forward Wizard.  If  this  forwarding  update  rate  is  not  smaller  (meaning  faster)  than  the
storage action update rate AND  the normal  update rate specified by the OPC  client,  the data
forwarding will  never  catch up with  the present  time.  (Even  worse,  the  stored  data  will  grow
forever (or until the maximum storage size is reached) because the data forwarding would then
be slower than the actual data acquisition.)

Configuring OPC Store And Forward

To configure the OPC  Store And Forward functionality you mainly need to  configure the  data
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source connections to the corresponding OPC or OPC Tunnel servers providing the data items
you want to monitor.

As a second configuration step, Store And Forward needs to be activated and configured in the
Store And Forward Wizard. 

In the last step, the data items to be monitored are specified. If the corresponding OPC or OPC
Tunnel server is running, the dataFEED OPC Suite Configurator reads the available data items
and  presents  them  for  selection  of  the  monitoring  items  on  the  last  page  of  the  Store  And
Forward Wizard or on the main configuration page of Store And Forward in the dataFEED OPC
Suite Configurator. By checking or unchecking the individual items you can include them  in,  or
exclude them from, the set of monitoring items for Store And Forward.

If  the corresponding OPC  or  OPC  Tunnel  server  is  not  running,  you  can  manually  add  data
items to the local namespace by using the buttons on the right  side of  the wizard page or  the
context sensitive menu in the namespace tree control. You can also import a predefined list  of
monitoring items from an external Store And Forward definition file.

Note:  The  dataFEED  OPC  Suite  OPC  Store  And  Forward  functionality  is  not  necessarily
restricted to data items provided by OPC or OPC Tunnel servers – it can be applied to any data
item from the namespace of the corresponding local dataFEED OPC Suite application.

To  configure  the  OPC  Store  And  Forward,  the  following  configuration  steps  should  be
executed:

Add one or more server connections to the corresponding OPC or OPC Tunnel server(s)
as  data source(s)  @ Configuration:  Data Source -  OPC  Server  or  Configuration:  Data
Source - Tunnel Server.

Enable the  OPC  Store  And  Forward  functionality  @  Configuration:  Data  Processing  -
Store And Forward.

Configure the local data storage and the data forwarding @ Store And Forward Wizard

Define  the  monitoring  data  items  and  specify  their  properties  @  Store  And  Forward
Wizard - Storage Items.

 In addition, the data items provided by the different data sources can also be filtered using the
OPC Filter as described in Introduction: OPC Filter.
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4 Installation

This  section  of  the  dataFEED  OPC  Suite  Online  Help  describes  procedures  and
configurations for installing dataFEED OPC Suite.

Supported operating systems @ Supported Operating Systems.

Parallel  installation  and  usage  of  previous  versions  and  configurations  @  Previous
Versions of Softing dataFEED OPC Suite.

Installation procedure of Softing dataFEED OPC Suite @ Installation of Softing dataFEED
OPC Suite.

Uninstallation  procedure  of  Softing  dataFEED  OPC  Suite  @  Uninstallation  of  Softing
dataFEED OPC Suite.

Configure DCOM in order  to  enable  OPC  communication  over  the  network  @  DCOM
Configuration.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

4.1 Operating Systems

Softing dataFEED OPC Suite supports the following Microsoft Windows operating systems:

Microsoft Windows XP

Microsoft Windows 7

Microsoft Windows 8.1

Windows Embedded 8.1 Industry

Windows 10

Microsoft Windows Server 2003 R2

Microsoft Windows Server 2008 R2

Microsoft Windows Server 2012 R2

Note:  It  is  strongly  recommended  to  install  the  latest  service  packs  and  security  updates
available  from  Microsoft  for  the  corresponding  operating  system  before  installing  Softing
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dataFEED OPC Suite.

4.2 Previous Versions

Version V2.x of  Softing  dataFEED  OPC  Suite  can  be  installed  and  executed  in  parallel  with
previous V1.x versions of Softing dataFEED OPC Suite on the same machine. 

The only restriction is that the OPC identity settings like Program ID, Class ID and TCP/IP port
numbers must still be unique for all V2.x and V1.x configurations running on the same PC.

Note: When  a  new  configuration  is  created  in  the  current  V2.x  Configurator,  unique  identity
settings are automatically selected for  the new  version.  However  this  uniqueness  validation is
only  performed  for  already  existing  V2.x  configurations  and  not  for  already  existing  V1.x
configurations.

The  dataFEED  OPC  Suite  Configurator  also  provides  a  configuration  converter  in  order  to
convert V1.x configuration to the actual  version.  A detailed description of  the project  converter
can be found under Converting Configurations.

4.3 Installation

The Softing dataFEED  OPC  Suite  installation is  done by  a  corresponding  installation  wizard.
The first step in the installation wizard is to select the corresponding installation language.  The
chosen language will  also be the  initial  language  for  the  dataFEED  OPC  Suite  Configurator,
however the language can be changed at any time within the Configurator user interface:

In  addition  to  the  dataFEED  OPC  Suite  application  the  installer  also  installs  the  following
additional applications:

Softing License Manager.

Softing OPC Demo Server

Softing OPC Demo Client

Softing OPC UA Demo Client

OPC UA Configuration Tool

OPC foundation LDS
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Note:  If you want to use the USB hardware license keys (dongles) you also need to install the
SafeNet  dongle  driver  separately.  This  can  be  done  either  directly  by  selecting  the  SafeNet
dongle driver in the dataFEED  OPC  Suite  setup or  by executing the corresponding link in  the
Softing  License  Manager  start  menu  -   Softing  /  License  Manager  /  SafeNet  Dongle  Driver
Installation.

4.4 Uninstallation

Uninstalling of Softing dataFEED  OPC  Suite  can be done from  Windows  Control  Panel  in  the
Programs and Functions folder.

Note: All existing configurations of Softing dataFEED OPC Suite and the associated data files
will just be unregistered but not deleted from your PC.  After  reinstalling dataFEED  OPC  Suite,
they will be registered and should be available again.

Note: The License Manager,  the OPC  Demo Client  and the  OPC  Demo  Server  will  only  be
uninstalled if no other Softing product using those tools is installed on the PC.

Note: Even if the License Manager is uninstalled, the corresponding licenses will remain on the
PC and will be available again when the License Manager is reinstalled.

4.5 DCOM Configuration

This  chapter  of  the  dataFEED  OPC  Suite  Online  Help  provides  a  short  overview  of  the
necessary DCOM settings to allow OPC communication between networked computers,  even
in different domains.

What is DCOM?

DCOM, the Distributed Component Object Model of Microsoft, is an object oriented RPC system
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that enables remote procedure calls. It was defined by Microsoft to enable the communication of
COM  based  applications  over  a  network.  OPC  uses  the  DCOM  protocol  for  computer-to-
computer communication.

Under  OPC  DA,  the  "dcomcnfg"  service  program  is  used  for  computer-to-computer
communication between OPC clients and OPC servers.

This service program will look and behave differently depending on the operating system  used
(XP / Vista / 7 / 2003 Server / 2008 Server). This document refers to Windows XP.

DCOM permits only authenticated access between computers. We recommend registering the
computers  in  the  same  domain  and  specifying  a  user  group  (e.g.,  "OPC  Users")  for  OPC
communication on all computers.

This chapter will provide recommendations for suitable DCOM settings.

Attention:  The  DCOM configuration  "dcomcnfg"  reaches  deep  into  the  Windows  operating
system. Therefore, any wrong adjustment can result in an unstable operating system. 

These DCOM settings require lowering the security of the system.  The security settings  to  be
selected in order to allow the communication between distributed computers via DCOM / OPC
(e.g.  authentication "None";  access  authorization "Everyone")  result  in  giving  all  users  on  the
network unlimited access to all data and services provided by the current computer. 

In particular the opening of port #135 creates a critical security hole – this allows applications to
interfere with  Windows  components  through "remote procedure calls"  via  the network without
any restrictions

Actually this results in an open gateway for many computer viruses!

By-passing of DCOM communication by using the Softing OPC Tunnel

In order to avoid these security issues you should use the Softing OPC Tunnel protocol instead
of  pure  OPC  communication.  By  using  the  OPC  Tunnel  you  will  benefit  from  the  following
features:

Data transfer without security holes in your system.

No time consuming trial-and-error approach to find the appropriate DCOM settings.

Data communication beyond firewalls.

Immediate detection of communication breaks (with DCOM this can take several minutes).

Increased performance due to dramatically reduced bandwidth requirements.
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The above graphs present the data volumes  (scale in  kB)  transferred between an OPC  client
and an OPC server  when using "standard OPC" via  DCOM (left)  and when using the Softing
OPC  Tunnel  (right).  When communicating  via  the  OPC  Tunnel  on  average  only  50%  of  the
bandwidth  is  required,  compared  to  the  DCOM-based  data  transfer.  (Source:  OPC  Training
Institute).

DCOM Settings

If  you  want  to  use  DCOM  /  OPC  communication,  the  following  sections  describe  the
necessary configuration steps:

DCOM Configuration: System Wide Security Parameters

DCOM Configuration: Application Specific Security Parameters

DCOM Configuration: Activating Guest Access

DCOM Configuration: Configuring the Windows Firewall

Note: In certain circumstances, "dcomcnfg" may issue DCOM configuration warnings. You will
be asked whether you want to automatically correct discrepancies  in  the DCOM configuration.
This is not necessary for the settings described here.

4.5.1 System Wide Security Parameters

The following preferences should be set on the client computer and the server computer. 

Start "dcomcnfg"

Log in with administrator rights 
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Open the Windows start menu 

Select "Run" 

Enter "dcomcnfg" 

Click "OK" 

Image 1: "Run" dialog in Microsoft Windows:

Image 2: "dcomcnfg" start page:

Open the "My Computer Properties" dialog

Select "Console Root / Component Services / Computers / My Computer" in the tree view 
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Open the context menu (right mouse button) -> Properties 

Image 3: "My Computer Properties" start page:

Set "Default Properties"

Select the "Default Properties" tab 

Enable Distributed COM on this computer 

Default Authentication Level: None 

Default Impersonation Level: Impersonate 

Image 4: "Default Properties" tab:
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Note: Default Authentication Level indicates when authentication should be carried out  (never,
when connecting, for every packet, etc.).

Note: Default Impersonation Level indicates whether applications can determine who is  calling
them and carry out operations using the client's identity.

Set "Default Protocols"

Select the "Default Protocols" tab 

Check that "Connection-oriented TCP/IP" is in the first position 

Image 5: "Default Protocols" tab:
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Note:  Windows  checks  the  protocols  in  the  order  in  which  they  are  displayed  here.  If
"Connection-oriented TCP/IP" is not in the first position, there will be delays. If the time it takes to
establish a connection is longer than the time allocated for the server, the server will not be able
to start. A high number of DCOM protocols will lead to unnecessary delays if the connection is
broken. Unnecessary entries should therefore be deleted.

Set "COM Security"

Select the "COM Security" tab 

Click the "Access Permission: Edit Limits" button 

Add "ANONYMOUS LOGON",  "Everyone",  "INTERACTIVE",  "NETWORK"  and  "SYSTEM"
as user names (see note) 

Allow "Local Access" and "Remote Access" for these user names 

Click "OK" 

Image 6 : Setting "Access Permission":
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If a desired group or user name does  not  appear  in  the selection window,  it  can be added as
follows:

Click "Add" 

Click "Advanced" 

Click "Find Now" 

Mark "Group or  user  names"  (multiple  selections  are possible  by holding  down  the  "Ctrl"
key) 

Click "OK" 

Note: The "Everyone"  user  group contains  all  users  (local  and domain).  You can also create
permissions for a group (e.g., "OPC Users") and add all  OPC  users  to  this  group.  This  group
must then exist  on the server  computer  and client  computer.  Windows  does  not  allow  empty
passwords for DCOM communication.

Launch and Activation Permissions: Click "Edit Limits" 

Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names 

Allow  "Local  Launch",  "Remote  Launch",  "Local  Activation"  and  "Remote  Activation"  for
these users and the administrator 

Click "OK" 

Image 7: Setting "Launch Permission":
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Access Permission: Click "Edit Default" 

Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names 

Allow "Local Access" and "Remote Access" for these users and the administrator 

Click "OK" 

Launch and Activation Permissions: Click "Edit Default" 

Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names 

Allow  "Local  Launch",  "Remote  Launch",  "Local  Activation"  and  "Remote  Activation"  for
these users and the administrator 

Click "OK" 

To finish, click "OK" in the "My Computer Properties" dialog to save all these changes.

4.5.2 Application Specific Security Parameters

Carry out the following steps for all configured  local dataFEED OPC Suite applications and for
OPC enumeration service OPCenum.exe on your local computer. 

Open  the  "Properties"  dialog  for  OPCEnum  and  for  the  corresponding  local
dataFEED OPC Suite application

Start "DCOM Config" (see section DCOM settings for system-wide security parameters) 

Select "Console Root / Component Services / Computers / My Computer / DCOM Config"
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in the tree view 

Select DCOM server (right side) 

Open context menu (right mouse button) -> Properties 

Image 8 : Application-specific start page for DCOM configuration:

Identity

Select the "Identity" tab

Image 9 : Setting the identity:
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Note: If a  local dataFEED OPC Suite application is running as a "service", the "interactive user"
and "launching user" lines will be grayed out. 

Note: If a local dataFEED OPC Suite application is  currently configured to  be executed as  an
application, it will be started with the SoftingOPCUser user account. You should not change this
setting manually. (If you change this user, make sure that it is within the Administrator group and
available both on the client and on the server side.)

Note: If a local dataFEED OPC Suite application need to be connected to a DCS server that's
running on a specific  user then you will need to select the "this user" option and to  specify the
"User" and "Password" for this specific DCS server otherwise the data subscription functionality
might fail.

Set security preferences

Select the "Security" tab 

Launch and Activation Permissions: Select "Use Default" 

Access Permissions: Select "Use Default" 

Configuration Permissions: Select "Customize" and click "Edit" 

Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names 

Allow "Full Control" and "Read" for these users and the administrator 

Click "OK" 

Note: In  order  to  enable the "dcomcnfg"  settings,  the corresponding  OPC  servers  and  OPC
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clients (resp.  local dataFEED OPC Suite applications) must be restarted.

4.5.3 Activating Guest Access

With the standard Windows XP installation users authenticate as guests on remote computers.
This means that a DCOM client will not be able to connect to  a  server  until  guest  access  has
been activated and the Guest user has sufficient permissions to access the server.

Note: This section is only relevant to the Microsoft Windows XP operating system.

This  section  is  only  relevant  to  Windows  XP.  With  the  standard  XP  installation,  users  are
authenticated on remote computers as guests. This means that a DCOM client will not be able
to  connect  to  a  server  until  guest  access  has  been  activated  and  the  guest  has  sufficient
permissions to access the server.

The following preferences should be set on the client computer and the server computer. 

Open the Windows start menu 

Select "Settings / Control Panel" 

Select "Administrative Tools" 

Select "Local Security Policy" 

Select "Local Policies / Security Options" in the tree view 

Double-click "Network access: Sharing and security model for local accounts" 

Select "Classic - local users authenticate as themselves" 

Double-click "Network access: Let Everyone permissions apply to anonymous users" 

Select "Enabled"

Image 10: Establishing "Local Security Settings":
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4.5.4 Configuring the Windows Firewall

This section refers to the firewall in Windows XP SP2. However, these settings generally apply
to all other firewalls as well. The configuration should be carried out on the client computer and
the server computer.

Start "Windows Firewall" configurator

Open the Windows start menu 

Select "Settings / Control Panel" 

Select "Windows Firewall" 

Image 11 : The Windows Firewall:



Softing dataFEED OPC Suite V4.49 - User Manual

62 © Softing Industrial Automation GmbH

Specify "Exceptions"

Select the "Exceptions" tab 

Click "Add Program" 

Add the following programs: 

o All OPC clients / OPC servers 

o Microsoft Management Console 

o "OPCEnum.exe" (Windows/System32) 

o Microsoft File and Printer sharing 

Note: Not all applications are shown in  the "Add a Program" dialog.  Other  applications  can be
found using the "Browse" button.

Note: Only *.exe files are included in the exceptions list. For an in-process server, please select
the application which calls the server.

Image 12 : Specifying exceptions:
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Open port

Select the "Exceptions" tab 

Click "Add Port" 

Set the following preferences: 

o Name: "DCOM" 

o Port number: "135" 

o Select "TCP" radio button 

Click "OK" 

Image 13 : Opening a port for DCOM:

Attention: Opening port 135 creates a critical security hole. This allows applications to carry out
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remote procedure calls over the network and thus influence Windows components. This creates
a gateway for  many computer  viruses.  Please ensure that  port  135 remains  closed  between
your company network and the Internet
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5 Licensing

This  section  of  the  dataFEED  OPC  Suite  Online  Help  describes  the  licensing  of  Softing
dataFEED OPC Suite.

Features  and  licenses  of  Softing  dataFEED  OPC  Suite  @  License  Model  of  Softing
dataFEED OPC Suite.

Installation and activation of licenses @ Softing License Manager.

Use and restrictions of the demonstration mode @ Demonstration Mode

5.1 License Model

Softing OPC products and their scalable features are licensed and managed following a uniform
concept. 

License Types

The following general types of licenses are available: 

Node locked licenses with a corresponding software key.

Portable licenses with a hardware dongle for the USB port.

Note:  If you want to use the USB hardware license keys (dongles) you also need to install the
SafeNet  dongle  driver  separately.  This  can  be  done  either  directly  by  selecting  the  SafeNet
dongle driver in the dataFEED  OPC  Suite  setup or  by executing the corresponding link in  the
Softing  License  Manager  start  menu  -   Softing  /  License  Manager  /  SafeNet  Dongle  Driver
Installation.

Softing dataFEED OPC Suite V4.49 enables/disables functionalities based on licensed features.
All supported features (available starting with version 4.00) are enabled by the following licenses:

dataFEED OPC Organizer Classic License, enables the following functionalities:

OPC Bridge.

OPC Server Concentrator

OPC Optimizer

Interface for the communication with  different  clients  -  OPC  DA (V1.00,  V2.05 and V3.00)
and XML-DA

Interface for the communication with different server -  OPC  DA (V1.00,  V2.05 and V3.00)
and XML-DA

OPC Filtering
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Store and Forward add-on

Note: The number of possible server connection based on DA/AE client interface is limited to 1
DA (DA, tunnel or XML-DA) and 1 AE sever connection – the first configured connection will be
establish and all others will be rejected at the initialization time.

dataFEED OPC Server Extension License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

Server  connections  (DA/AE,  XML-DA or  tunnel  –  this  required  also  as  OPC  Tunnel  as
additional license) to external OPC Servers as data source – the following number of server
connection  can  be  activated  as  option  into  license  (Please  note  that  the  corresponding
licensed server connections are counted for all  types  of  server  connections  together   and
not separately).

The following number of server connections should be available:

50 server connections

Attention: The overall  number  of  actually used licence items  is  computed at  runtime over  all
local dataFEED OPC Suite applications currently running on the corresponding computer.  The
configurator, however, shows only the license items used by the actual configuration.

dataFEED OPC Tunnel License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

OPC Tunnel DA server interfaces

OPC Tunnel DA client interfaces (the number of tunnel server connections is limited to 1 by
Base DA license or to a specific number by Server Extension license) 

dataFEED OPC Organizer UA License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

OPC UA Server interfaces

dataFEED OPC Data Handler License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

All features enabled by OPC Organizer UA license

OPC to File add-on

OPC to Database add-on

Server to Server add-on (Exchange)

Client to Client – Storage local items (internal address space)
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Note: The maximum number of items used for all running instances/configurations into add-ons
is limited to 10.000 collector item.

Note:  The  number  of  server  connections  is  limited  to  1  by  the  dataFEED  OPC  Organizer
Classic license, otherwise the dataFEED OPC Server Extension license is needed.

dataFEED OPC Server Siemens License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

Siemens family PLC connections (unlimited number of device connections)

dataFEED OPC Server Rockwell License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

Rockwell family PLC connections (unlimited number of device connections)

dataFEED OPC Server Mitsubishi License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

Mitsubishi family PLC connections (unlimited number of device connections)

dataFEED OPC Server Modbus License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

Modbus family PLC connections (unlimited number of device connections)

dataFEED OPC Server B&R License, enables the following functionalities:

All features enabled by OPC Organizer Classic license

B&R family PLC connections (unlimited number of device connections)

dataFEED OPC Suite  License  –  Enables  all  available  functionalities  from  Softing dataFEED
OPC Suite product.

Note: Maximum  number  of  server  connections  allowed by this  license is  50.  If  more then 50
server  connections  are needed a  Server  Extension  license  with  a  higher  number  of  allowed
server connections must to be activated.

Installation and Activation of Licenses
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All licenses can be installed and activated with the external Softing License Manager.

If there are no licenses  installed,  Softing dataFEED  OPC  Suite  is  executed in  a  time/function
limited Demonstration Mode.

Attention: If  the actual  licenses  are changed during the runtime of  the local  dataFEED  OPC
Suite application, the local dataFEED OPC Suite application will be stopped and the configurator
and  the  tray  application  will  show  the  yellow  'Demonstration  Mode  Expired'  icon  for  the
corresponding configuration. 

5.2 License Manager

The  Softing  License  Manager  can  be  used  for  installing  and  activating  the  licenses  for  the
different features of Softing dataFEED OPC Suite.

To start  the License Manager  select  Softing /  License Manager  /  License Manager  V4  in  the
Windows start menu:
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Note: If you want to use the USB hardware license keys (dongles) you may need to  install  the
SafeNet Dongle Driver separately.

A detailed description of  the licensing process  can be found in  the online help for  the Softing
License Manager, in the corresponding help section:
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5.3 Demonstration Mode

If no license is installed on the local computer Softing dataFEED OPC Suite runs for 72 hours in
a  limited  demonstration  mode.  All  dataFEED  OPC  Suite  features  are  enabled,  however  the
available license items are restricted to the following values:

10 server connections.

250 data items.

When the demonstration period ends after 72 hours, the local dataFEED OPC Suite application
stops all  functionalities.  The user  is  notified by a warning message from  the dataFEED  OPC
Suite tray application, and both the configurator and the tray application show the corresponding
yellow icon.
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Restarting the local dataFEED OPC Suite  application will  start  a  new  72-hours  demonstration
period.

Note: The demonstration mode is only available if no licenses are installed on the corresponding
computer. Installing at least one license key will disable the demonstration mode completely.
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6 Operation

This  section  of  the  dataFEED  OPC  Suite  Online  Help  describes  some  general  operating
procedures for Softing dataFEED OPC Suite.

Explain the different start menu entries of dataFEED OPC Suite @ Start Menu.

Show how to use the dataFEED OPC Suite Tray Application @ Tray Application.

Show how to use the different web pages of the integrated web server @ Web Pages.

Give an overview  of  the dataFEED  OPC  Suite  demonstration  mode  @  Demonstration
Mode.

Describe  how  to  convert  V1.x  configurations  to  the  current  version  @  Converting
Configurations.

List the different OPC and Tunnel default identity settings @ Identity Settings.

Explain the contents  of  the different  system  items  of  dataFEED  OPC  Suite  @ System
Items.

Show how OPC  Tunnel  clients  can find Tunnel  servers  in  the network @ OPC  Tunnel
Discovery Service.

6.1 Start Menu

After installing Softing dataFEED  OPC  Suite  the following entries  are created in  the Windows
start menu:
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Start Menu Shortcut Description

Softing OPC / dataFEED OPC Suite / dataFEED OPC Suite Configurator Starts  the
dataFEED
OPC  Suite
Configurator.

Softing OPC / dataFEED OPC Suite / dataFEED OPC Suite Online Help Opens  this
help file.

Softing OPC / dataFEED OPC Suite / dataFEED OPC Suite Tray Application Starts  the
dataFEED
OPC Suite  tray
application.

Softing OPC / Demo Client / Demo Client Starts  the
Softing  OPC
Demonstration
Client.

Softing OPC / Demo Client / Documentation Opens  the
online  help  for
the  Softing
OPC
Demonstration
Client.
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Softing OPC / Demo Server / Demo Server Starts  the
Softing  OPC
Demonstration
Server.

Softing OPC / Demo Server / Documentation Opens  the
online  help  for
the  Softing
OPC
Demonstration
Server.

Softing OPC / OPC Client / Softing OPC Client Starts  the
Softing  OPC
Demonstration
UA Client.

Softing / License Manager / License Manager V4 Starts  the
Softing License
Manager

Softing / License Manager / SafeNet Dongle Driver Installation  Installs  the
SafeNet  dongle
drivers

6.2 Tray Application

The dataFEED OPC Suite Tray Application gives you an easy way to start, stop and configure
the local dataFEED OPC Suite applications and their corresponding configurations.

dataFEED OPC Suite Tray Application

The menu of the dataFEED OPC  Suite  Tray Application is  shown when you right-click on the
icon of the tray application in the notification area of the Windows task bar.

The  color  of  the  icon  of  the  dataFEED  OPC  Suite  Tray  Application  represents  the  current
running state of the local dataFEED OPC Suite application:

Icon
Color

State Description

Red Stopped The local dataFEED OPC Suite application is not running.
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Gree
n

 

Running  (or
demonstration
mode)

The local dataFEED OPC Suite application is running with all the
required  licenses,  or  it  is  running  in  the  72  hours  limited
demonstration mode.

Note: The green icon can also mean that the corresponding local
dataFEED OPC Suite application is running in the demonstration
mode.

Yello
w

Stopped
(demonstration
mode  expired  or
licenses changed)

The  local  dataFEED  OPC  Suite  application  has  been  stopped
because the demo mode expired or because licenses have been
changed during the run time of  the  local  dataFEED  OPC  Suite
application.

Note:  The  yellow  icon  (demonstration  mode  expired)  is  also
shown if the current licenses have been changed during the run
time of the local dataFEED OPC Suite application.

Gree
n/

Yello
w

 

Running  (or
demonstration
mode)  &  initializing
UA  Server
functionality.  

The  local  dataFEED  OPC  Suite  application  is  initialing  the  UA
Server  functionality  (the  initialization  of  the  address  is  a  time
consuming task depending of the size of address space and the
speed  of  the  connection  to  the  devices/servers).  The  DA/AE
functionality is  ready and client  connections  are  allowed  at  this
time.

Note:  The  green/yellow  icon  can  also  mean  that  the
corresponding local dataFEED OPC Suite  application is  running
in the demonstration mode.

Gree
n/Red

 

Running  (or
demonstration
mode)  without  UA
Server functionality.

The local dataFEED OPC Suite application is running without UA
Server  functionality.  The  UA  Server  was  not  started  due  the
reason  that  it  can  not  be  initialized  (certificates  not  match,
access rights are not allowed or others). The DA/AE functionality
is ready and client connections are allowed at this time.

Note: The green/red icon can also mean that the corresponding
local  dataFEED  OPC  Suite  application  is  running  in  the
demonstration mode.

The organization of the dataFEED OPC Suite Tray Application menu depends on the number of
configured  local  dataFEED  OPC  Suite  applications.  If  only  one  configuration  is  present,  the
menu has the following format:
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Menu Entry Description

Open Softing dataFEED OPC Suite - <Configuration> Tray Opens  the  tray  application
dialog  for  the  local  dataFEED
OPC  Suite  application.  (See
Tray  Application  Dialog  for  a
detailed description.)

Start Configurator Starts  the  Softing  dataFEED
OPC  Suite  Configurator  for
the local dataFEED OPC Suite
application.

Start Starts  (or  restarts)  the  local
dataFEED  OPC  Suite
application.

Stop Stops  the  local  dataFEED
OPC Suite application.

Run Mode Opens  a  submenu  where  the
run  mode  of  the  local
dataFEED  OPC  Suite
application can be configured:

Run Mode / Application The  local  dataFEED  OPC
Suite  application  is  executed
as  normal  Windows
application.

Run Mode / Service The  local  dataFEED  OPC
Suite  application  is  registered
in  the  Windows  Service
Manager  and  executed  as  a
Windows service.
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Run Mode / Start on Windows Startup Automatically  starts  the  local
dataFEED  OPC  Suite
application  when  Windows
(resp.  the  corresponding
computer) is starting up.

Open Online Help Opens this help file.

Show Web Pages Shows  the  web  pages  of  the
local  dataFEED  OPC  Suite
application  in  the  default  web
browser.

Exit Tray Application Exits  the  tray  application
completely. It can be restarted
from the Windows  Start  menu
by  selecting  Softing  /
dataFEED  OPC  Suite  /
dataFEED  OPC  Suite  Tray
Application

Note: Starting, stopping and changing the Run Mode of a local dataFEED OPC Suite application
requires administrator rights. 

On Windows  XP  or  on Windows  Vista  and Windows  7 with  disabled Windows  User  Access
Control (UAC), the corresponding menu entries will not be enabled if the current user does  not
have administrator rights. 

On Windows Vista,  XP,  7  Server  2003,  Server  2008 and Windows  8 with  activated Windows
User Access Control, the corresponding Windows Elevation Dialog is shown asking the user for
administrator credentials or for an acknowledgment of the planned operation.

Note: The Run Mode can only be changed  if  the  corresponding  local  dataFEED  OPC  Suite
application is not running.

Note: The web pages  can  only  the  shown  if  the  corresponding  local  dataFEED  OPC  Suite
application is currently running.

If  there  is  more  than  one  configured  local  dataFEED  OPC  Suite  application  on  the  current
computer, the dataFEED OPC Suite Tray Application menu shows an entry for each configured
local dataFEED OPC Suite application.  The icons  again indicate the current  running states  of
the individual local dataFEED OPC Suite applications:

.

The different  functionalities  for  the corresponding local  dataFEED  OPC  Suite  applications  are
now provided in a submenu: 
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The color of the icon of the dataFEED OPC Suite Tray Application is now computed as follows:

Icon Color Description

Red

 

At least one of the currently configured local dataFEED OPC Suite applications
is not running.

Green

 

All  currently  configured  local  dataFEED  OPC  Suite  applications  are  running
with  all  the  required  licenses,  or  they  are  currently  running  in  the  limited
demonstration mode.

Yellow At least one of the currently configured local dataFEED OPC Suite applications
has been stopped because a demo mode expired or  because licenses  have
been  changed  during  the  run  time  of  the  associated  local  dataFEED  OPC
Suite application.

Green/Yellow At least one of the currently configured local dataFEED OPC Suite applications
is running and initializing its UA Server functionality.

Green/Red At least one of the currently configured local dataFEED OPC Suite applications
is running without its UA Server functionality..

Configuration Status

The dataFEED OPC Suite Tray Application will display a tool tip message containing the names
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and states of up to three configurations (first three configurations, sorted in alphabetical order):

dataFEED OPC Suite Tray Application Dialog

The dataFEED OPC Suite Tray Application Dialog displays the configuration name in the title bar
and contains information about the local dataFEED OPC Suite application:

Complete application version (to be used in support inquiries).

The current run mode and the OEM version.

The current state.

It  also  features  buttons  to  access  the  most  important  functions  described  above  in  the
dataFEED OPC Suite Tray Application section.

The Application Type button opens another dialog that allows selecting the run mode of the local
dataFEED  OPC  Suite  application.  Here,  you can also choose whether  the  application  should
start on Windows startup. The button is only available if the corresponding local dataFEED OPC
Suite application is not running.
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Note: Starting, stopping and changing the Run Mode of a local dataFEED OPC Suite application
requires administrator rights. 

On Windows  XP  or  on Windows  Vista  and Windows  7 with  disabled Windows  User  Access
Control (UAC), the corresponding menu entries will not be enabled if the current user does  not
have administrator rights. 

On  Windows  Vista  and  Windows  7  with  activated  Windows  User  Access  Control,  the
corresponding Windows Elevation Dialog is shown asking the user for administrator credentials
or for an acknowledgment of the planned operation.

Note: The Run Mode can only be changed  if  the  corresponding  local  dataFEED  OPC  Suite
application is not running.

Note: The web pages  can  only  the  shown  if  the  corresponding  local  dataFEED  OPC  Suite
application is currently running.

6.3 Web Pages

The web pages of the local dataFEED OPC Suite application provide run time information about
the actual licenses and license items, version information, diagnostics  information and contact
data for requesting technical support for Softing dataFEED OPC Suite. 

Attention: When the 72-hours  demonstration mode  expires,  the  local  dataFEED  OPC  Suite
application is generally stopped. As a result, the corresponding web pages will not be available
anymore, either.

The  available  web  pages  depend  on  the  provided  user  credentials.  The  following  default
passwords  are defined for  each local  dataFEED  OPC  Suite  application and can  be  changed
under Configuration: Settings - Web Server. 

User Password

Operator op

Administrator ad

The user can be changed either on the Login or Change User web page:
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Press the  button to apply the changes.

Depending on the provided user credentials, the following web pages are available:

User Available Web Pages

<none> Version and license information.

Contact data and login web page.

See Information Web Pages for details.

Operator Additionally:

Diagnostics  information  (process  values,  servers,  clients,
etc.).

Current configuration and trace outputs.

See Diagnostics Web Pages for details.

Administrator Additionally:

Possibility  to  change  the  operator  and  administrator
passwords.
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Possibility to change the trace output settings.

Note: If  the operator  or  administrator  password or  the trace
output  settings  are  changed  using  the  web  pages,  the
corresponding information in  the Configurator  is  not  updated
automatically.  In  order  to  avoid  inconsistencies,  the
corresponding configuration must be manually reloaded in the
Configurator.

See Configuration Web Pages for details.

6.3.1 Information

The  following  information  web  pages  are  available  also  without  providing  operator  or
administrator user credentials.

Contact Web Page

The  Contact  web  page  of  dataFEED  OPC  Suite  provides  general  contact  data  for  Softing
dataFEED OPC Suite.
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License Web Page

Information regarding the installed licenses  is  displayed on the License  page.  This  page  also
shows the license items currently used for all running local dataFEED OPC Suite applications.

Attention: License items are always counted for all the currently running local dataFEED OPC
Suite  applications.  However,  the  dataFEED  OPC  Suite  Configurator  only  shows  the  license
items used for the current configuration.

6.3.2 Diagnostics

The  following  diagnostics  web  pages  are  available  for  the  local  dataFEED  OPC  Suite
applications:

Read and write data item values @ Diagnostics Web Pages: Process Values.

Display the currently  connected  OPC  and  Tunnel  clients  @  Diagnostics  Web  Pages:
Clients.
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Review  the  current  configuration  for  the  local  dataFEED  OPC  Suite  application  @
Diagnostics Web Pages: Configuration.

Display the current  states  of  the  OPC  and  Tunnel  server  connections  @  Diagnostics
Web Pages: Servers.

Display the currently active cyclic requests @ Diagnostics Web Pages: Cyclic Requests.

Display the OPC UA Server Information @ OPC UA Server Information

Attention:  To  access  these  web  pages,  you  must  be  logged  in  either  as  operator  or  as
administrator.

6.3.2.1 Process Values

The web interface of Softing dataFEED OPC Suite allows reading and writing real time data item
values of the local dataFEED OPC Suite application.

Note: To access this web page, you must be logged in either as operator or as administrator.

Select  Diagnostics  |  Process  Values  to  open  the  start  up  page  for  monitoring  the  process
values - at the beginning the data item list is empty:
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To add an item to the monitoring list, enter the complete item path in the edit control at the end of

the list and press the  button. Repeat this step for all items you want to add to the item  list.

Items can be deleted by selecting the corresponding item  line in  the list  and pressing the 
button.

You can always  manually refresh (manually read the  values)  by  pressing  the   button.  By

pressing the  button you can advise the web browser to automatically update the data values

every five seconds. This automatic refresh can be stopped again by pressing the button.
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Data item values can also be written by clicking the  button which opens  the corresponding
write values page. To modify a data value, enter the new value in the corresponding edit control,

select the associated item line on the left and press the  button.
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6.3.2.2 Clients

This web page displays the OPC and Tunnel clients currently connected to the local dataFEED
OPC Suite application.

Note: To access this web page, you must be logged in either as operator or as administrator.

Select Diagnostics | Clients to open the page for displaying the currently connected clients.
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Each client  connection is  shown in  a  separate  line.  To  manually  refresh  the  displayed  data,

press  the  button.  By pressing the  you can advise your  web browser  to  automatically
update  the  client  data  every  five  seconds.  This  automatic  refresh  can  be  stopped  again  by

pressing the button.

The XML Subscriptions  line always contains the number of subscriptions  and items  for  all  the
OPC XML-DA clients that are currently connected to the local dataFEED OPC Suite application.
According to  the OPC  XML-DA Specification,  an active subscription cannot  be assigned  to  a
specific  client  connection.  Below  the  XML  Subscriptions  line,  any  active  XML-DA  client
connection would be displayed separately, together with its IP address and IP port number.

6.3.2.3 Configuration

The parameters  of  the local  dataFEED  OPC  Suite  application  can  be  displayed  on  this  web
page.

Note: To access this web page, you must be logged in either as operator or as administrator.

Select Diagnostics | Configuration to open the page for displaying the current configuration.
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6.3.2.4 Servers

On this web page the current OPC and Tunnel server connections of the local dataFEED OPC
Suite application are displayed.

Note: To access this web page, you must be logged in either as operator or as administrator.

Select  Diagnostics  |  OPC  and  Tunnel  |  Servers  to  open  the  page  for  displaying  information
about the current server connections.
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The first two columns indicate the current state of the connection and the desired target  state.
When the local  dataFEED  OPC  Suite  application receives  a shutdown request  from  an OPC
server,  it  sets  the  target  state  to  Not  connected.  Communication  with  the  server  can  be

reestablished by manually opening a connection to the corresponding server by pressing the 
 button.

Details on each server connection can be displayed by pressing the  button:
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To manually  refresh  the  displayed  data,  press  the   button.  By  pressing  the   you  can
advise  your  web  browser  to  automatically  update  the  server  data  every  five  seconds.  This

automatic refresh can be stopped again by pressing the button.

6.3.2.5 Cyclic Requests

On  this  web  page  the  currently  configured  cyclic  requests  and  some  associated  additional
information are displayed for the local dataFEED OPC Suite application.

Note: To access this web page, you must be logged in either as operator or as administrator.

Select  Diagnostics  |  OPC  and  Tunnel  |  Cyclic  Requests  to  open  the  page  for  displaying
information about the currently configured cyclic request.



Softing dataFEED OPC Suite V4.49 - User Manual

92 © Softing Industrial Automation GmbH

Each active item in an active group, which an OPC client creates in the OPC server of the local
dataFEED OPC Suite application, creates an entry in the Cyclic Requests page. Here you can
see the server items which are automatically monitored for value changes.

Details on each server connection can be displayed by pressing the  button:
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If objects are shown in red on these two pages, they could not be created in the OPC server.

To manually  refresh  the  displayed  data,  press  the   button.  By  pressing  the   you  can
advise  your  web  browser  to  automatically  update  the  server  data  every  five  seconds.  This

automatic refresh can be stopped again by pressing the button.

6.3.2.6 Device Connections

On this web page the currently configured device connections and some associated additional
information are displayed for the local dataFEED OPC Suite application.

Note: To access this web page, you must be logged in either as operator or as administrator.

In the left side navigator there are different menu entries,  corresponding to  the different  device
families the local dataFEED OPC Suite application can access:

Siemens

Rockwell

Modbus

B&R
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Mitsubishi

Select a device family for displaying information about the current configured device connections
of the corresponding type.

For  the  Siemens,  Rockwell,  Modbus  and  Mitsubishi  families  the  information  which  is
presented is quite similar.

You can always  manually refresh (manually read the  values)  by  pressing  the   button.  By

pressing the  button you can advise the web browser to automatically update the data values

every five seconds. This automatic refresh can be stopped again by pressing the button.

The  table  below  provides  a  short  description  of  the  individual  parameters  which  can  be
monitored for each device connection:

Attribute Description

Connection
Name

Name of the device connection./text>

Summary Short  summary  of  the  basic  configuration  options  for  the  current  device
connection.
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Status Overall operational status for the current device connection.

Read

Write

Event

SendNewV
alue

The number of values up to now that were written by the OPC client to the OPC
server.  If  write  optimization  is  set  to  “Zusammenhängende  Blöcke  immer
zusammenfassen” (always combine related blocks) and the write access speed
of the OPC client is  very fast, the OPC server optimizes and only writes the last
word written to the controller. This means that there may be a difference between
the number  of  items  sent  to  the server  by the client  and  the  values  that  were
passed on from the server to the hardware (PLC).  SendNewValue corresponds
to the logger entry “Gesendete Daten” (Show Send Values).

WriteItemC
ount

Specifies the number of values that were written up to now by the OPC server to
the  hardware  (PLC).  WriteItemCount  corresponds  to  the  logger  entry
“Senden” (Show Send). 

RecNewVal
ue

Specifies the number of  values  which were transmitted up to  now  by the OPC
server  to  the  OPC  client.  This  always  occurs  when  the  value  of  a  process
variable  changes.  The  messages  to  the  client  are  not  faster  than  the  “Group
Update Rate” provided by the client. When a value changes faster than specified
in  the  “Group  Update  Rate,”  the  client  is  not  informed  about  the  intermediate
value. RecNewValue corresponds to  the logger  entry “Empfange Daten”  (Show
Rec Values). 

RecMsg Specifies the number of frames which the OPC  server  has  received up to  now
from  the  hardware.  The  read  interval  specified  during  connection
parameterization  shows  how  frequently  the  OPC  server  reads  from  the
hardware.  If  the  optimized  protocol  (High  Performance  Protocol)  is  used,  the
number of actually transferred frames may differ since this protocol can combine
several  inquiries  in  one  frame.  “RecMsg”  corresponds  to  the  logger  entry
“Empfangen” (Show Receive). 

ServerCycl
e

The  number  of  passes  is  indicated  as  to  how  often  the  server  reads  the
registered frames of this connection from the PLC. After all frames are read and
the set read access interval has expired, this  number  increments  itself  upward.
The values can also be queried with the special item “ServerCycle” via the OPC
interface. 

Detailed information for each device connection can be displayed by pressing the  button. In
this mode, the web browser will update the displayed data every five seconds
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The individual data areas which are requested from the devices (PLC) are listed in one ore more
subsequent line, under the Connection details label.

Attribute Description

ID Specifies which area of the hardware (PLC)  the server  is  accessing (e.g.,  data
block, flag, input, output, timer, etc.).

DB The data block number is indicated.

Start Specifies the start address of the area starting at which the area is accessed. 

Length Specifies the length of the area which will be read with  this  inquiry.  The unity of
the area is considered. The actual length (in bytes) results from the orientation of
the data area. 

Elements Specifies how many items are registered for this access path and how many of
these are switched active and inactive.

PLC error Shows  the  error  number  and  the  error  text  which  the  PLC  sent  back  to  the
inquiry.
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6.3.2.7 OPC UA Server Information

Here you can find diagnostic information for each created OPC UA connection.

In the server overview you get information about:

server name

start time

state

Under "sessions" you get information about:

diagnostic values of the server

each running connection to an OPC UA Client

security settings of the single connections
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6.3.3 Configuration

The  following  configuration  web  pages  are  available  for  the  local  dataFEED  OPC  Suite
applications:

Configure the trace output configuration @ Configuration Web Pages: Trace.

Change  the  operator  and  administrator  passwords  @  Configuration  Web  Pages:
Password.

Attention: To access these web pages, you must be logged in as administrator.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH
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6.3.3.1 Trace

On this  web  page  the  currently  configured  trace  settings  of  the  local  dataFEED  OPC  Suite
application are displayed and can be modified.

Note: To access this web page, you must be logged in as administrator.

Select Configuration | Trace to open the page for displaying and modifying the trace settings of
the local  dataFEED OPC Suite application.

Press the  button to apply the changes. The different trace settings are described in detail in
Configuration: Settings - Diagnostics.

Attention:  If  the  trace  configuration  is  changed  using  the  web  pages,  the  corresponding
information loaded in  the dataFEED  OPC  Suite  Configurator  is  not  updated automatically.  To
avoid  inconsistencies,  the  corresponding  configuration  must  be  manually  reloaded  in  the
dataFEED OPC Suite Configurator.
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6.3.3.2 Password

On this web page you can change the passwords of the operator and administrator users for the
web access of the local dataFEED OPC Suite application.

Note: To access this web page, you must be logged in as administrator.

Select  Configuration  |  Set  Password  to  open  the  page  for  modifying  the  operator  and
administrator passwords of the local dataFEED OPC Suite application.

Press  the   button  to  apply  the  changes.   These  passwords  can  also  be  changed  in
dataFEED OPC Suite as described in detail in  Configuration: Settings - Web Server.

Attention: If the passwords are changed using the web pages,  the corresponding information
loaded  in  the  dataFEED  OPC  Suite  Configurator  is  not  updated  automatically.  To  avoid
inconsistencies, the corresponding configuration must  be manually reloaded in  the dataFEED
OPC Suite Configurator.
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6.4 Building Own Web Pages

Softing dataFEED  OPC  Suite  features  an integrated web server  which allows  you  to  provide
your own web pages for displaying and setting values. The architecture and performance of the
web server have been designed for small-scale visualizations. 

You  will  find  the  original  Softing  dataFEED  OPC  Suite  web  pages  in  the  directory
<WindowsProgramFolder>\Softing\dataFEED OPC Suite\www\Softing. Beyond the .\www\Softing
folder you can store your own web pages. The integrated web server will  first  browse the www
and then the www\Softing folder for the corresponding HTML files.

In  the  corresponding  www  folder  you  will  find  an  example  of  a  visualization  page
(sampleSite.html).  To  display  this  sample  visualization  page,  just  type  http://
localhost:<PortNumber>/sampleSite.html  into  the  address  field  of  your  web  browser  (where
<PortNumber> is the current TCP/IP port number for the corresponding configuration - typically
8091).

Note: The page uses ActiveX controls, which may only function properly if you have customized
the security settings of your web browser accordingly.

Displaying Item Values and Item Qualities

The web server allows you to integrate wildcard variables in the HTML code. These variables will
then be replaced by the current values when you refresh the HTML page.

The wildcards generally use the following syntax:

<%#wildcard#%>

The following wildcard types are supported:

Wildcard Actual Value

ITEMVALUE##ItemID The actual data value of the data item with the given item ID.

ITEMQUALITY##Item
ID

The actual quality of the data item with the given item ID as a string.

ITEMQUALITY##Item
ID##color

The actual quality of the data item with the given item  ID  as  a color
code.

A GOOD quality is shown in black, all other qualities in gray.

Example:  The  <%#ITEMVALUE##_System.General.Heartbeat#%>  wildcard  will  be
replaced by the value of the _System.General.Heartbeat item.

Writing Item Values

You can also use the web server to set the values of data items. This is done by transmitting the
data of an HTML form from the client to the server. 
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The form must contain an element representing the action to be executed. 

When writing individual values, you have to use the command CMD##WRITEITEM. The values
to be written are reported to the web server via input elements named ITEMVALUE##ItemID.

When  writing  multiple  values  on  one  page,  you  have  to  use  the  command
CMD##WRITEITEM##CHECK. Here, too, the values to be written are reported to the web server
via input elements named ITEMVALUE##ItemID. However, only those values will be written for
which a CHECK##ItemID has been set.

6.5 Demonstration Mode

If no license is installed on the local computer Softing dataFEED OPC Suite runs for 72 hours in
a  limited  demonstration  mode.  All  dataFEED  OPC  Suite  features  are  enabled,  however  the
available license items are restricted to the following values:

10 server connections.

250 data items.

When the demonstration period ends after 72 hours, the local dataFEED OPC Suite application
stops  all  functionalities.  The  user  is  notified  by  a  corresponding  warning  message  from  the
dataFEED OPC Suite Tray Application, and both the Configurator and the Tray Application show
the corresponding yellow icon.

Restarting the local dataFEED OPC Suite  application will  start  a  new  72-hours  demonstration
period.

Note: The demonstration mode is only available if no licenses are installed on the corresponding
computer. Installing at least one license key will disable the demonstration mode completely.
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6.6 Converting Configurations

This chapter of the dataFEED OPC Suite Online Help describes the conversion between V1.x
and V2.x configurations:

How to convert configurations from version V1.x to V2.x @ dataFEED OPC Suite Project
Converter.

Display the changes  between V1.x and V2.x configurations  @  Changes  Between  V1.x
and V2.x Configurations.

6.6.1 Project Converter

The dataFEED OPC Suite Project  Converter  can be used to  automatically convert  dataFEED
OPC Suite configurations from previous V1.x versions to the current V2.x configuration format.

Generally dataFEED OPC Suite V1.x and V2.x can be installed and operated in  parallel  on the
same computer. However if you want to  use an already existing configuration in  the new  V2.x
dataFEED OPC Suite version you need to convert the V1.x configuration first. 

With  the dataFEED  OPC  Suite  Project  Converter  you can choose if  you want  to  replace  the
existing V1.x configuration (then it will not be available anymore in the dataFEED OPC Suite V1.x
version) or create a new V2.x configuration based on the existing V1.x configuration. 

Note: When a new  V2.x configuration is  created based on an existing V1.x configuration,  the
dataFEED  OPC  Suite  Project  Converter  assigns  a  completely  new  set  of  OPC  and  Tunnel
identity settings  to  this  new  V2.x  configuration.  Therefore,  all  configurations  of  all  connected
OPC or Tunnel clients need to be changed as well.

You can start  the dataFEED  OPC  Suite  Project  Converter  by  selecting  Configuration  /  V1.x
Import in the dataFEED OPC Suite Configurator main menu: 
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V1.x Configurations

In  this  section  of  the  dataFEED  OPC  Suite  Project  Converter  you  need  to  select  the  V1.x
configuration you want to convert.

If the old V1.x dataFEED OPC Suite version is still installed on the local computer, the list control
in this configuration section shows the currently configured V1.x configurations. When the V1.x
configuration to  be converted is  selected in  the list,  the file  path for  this  V1.x  configuration  is
automatically entered in the V1.x Configuration edit control.

If the old V1.x dataFEED OPC Suite version is no longer installed on the local computer or if the
V1.x configuration you want to convert is  not shown in the list, you need to explicitly browse for
the configuration file in  the local  file  system  by pressing the  button.  The V1.x configuration
files are always named OCT.xml.

V2.x Configuration

In  this  section of  the dataFEED  OPC  Suite  Project  Converter  the V2.x target  configuration  is
defined.

Check the corresponding checkbox in this section if you want to want to replace the current V1.x
configuration.  After  the conversion the corresponding configuration will  not  be  available  in  the
V1.x dataFEED OPC Suite version anymore. However the V2.x configuration will use the same
OPC  and  Tunnel  identity  settings,  so  that  any  OPC  or  Tunnel  clients  connected  to  the
corresponding local  dataFEED  OPC  Suite  application should not  notice the application of  the
new dataFEED OPC Suite version.
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Note: The project conversion cannot be undone; however, the Project Converter always creates
a backup of the old V1.x configuration.

If  the  checkbox  is  not  checked,  the  dataFEED  OPC  Suite  Project  Converter  creates  a
completely new V2.x configuration, which also uses the given configuration name.  In  this  case
the dataFEED OPC Suite Project Converter assigns a completely new set of OPC and Tunnel
identity settings to this new V2.x configuration. Therefore all OPC or Tunnel clients connected to
the corresponding local dataFEED OPC Suite application need to be reconfigured as well.

Attention: If you want to replace an existing V1.x configuration,  please make sure that  the old
configuration is not currently being executed.

Conversion of Database Definitions and Actions

A special part of the conversion process is the handling of database definitions. In the previous
versions of dataFEED OPC Suite the connection to a database was done directly by specifying
the driver used to connect, the database location, the database name and credentials:

#DB<TAB>Database ID<TAB>Driver<TAB>Host<TAB>Port<TAB>Database name<TAB>User Name<TAB>Password<TAB>Comment
<TAB>DB<TAB>MyDB2<TAB>SQL Server Native Client 10.0<TAB>192.168.150.110<TAB>Osf_tests<TAB>sa<TAB>sa
<TAB>DB<TAB>MyDB3<TAB>Oracle in OraClient11g_home1<TAB>192.168.150.110<TAB><TAB>TESTADMIN<TAB>TESTADMIN

However, with the new version of dataFEED OPC Suite the Configurator  supports  only ODBC
database connections. The local dataFEED OPC Suite application still supports direct database
connections as well, so the converter actually lets the user choose if the database configuration
should be converted or not.

If Yes  is  selected the database definitions and actions  will  be converted and only one task file
and one subscription file will be created containing all the merged information from all old tasks
and subscriptions:

#DB<TAB>Database ID<TAB>DSN<TAB>IP Address or Host name<TAB>ODBC connection name<TAB>User name<TAB>Password<TAB>Comment
DB<TAB>MyDB1<TAB>DSN<TAB>localhost<TAB>ODBC_DSN_00<TAB>root<TAB>opc<TAB>
DB<TAB>MyDB2<TAB>DSN<TAB>localhost<TAB>ODBC_DSN_00<TAB>sa<TAB>sa<TAB>

The Comment section will contain the old Database definition:

DB<TAB>MyDB2<TAB>DSN<TAB>localhost<TAB>ODBC_DSN_00<TAB>sa<TAB>sa<TAB>
     # - Unconverted line: DB<TAB>MyDB2<TAB>SQL Server Native Client 10.0<TAB>192.168.150.110<TAB>Osf_tests<TAB>sa<TAB>sa<TAB>
DB<TAB>MyDB3<TAB>DSN<TAB>localhost<TAB>ODBC_DSN_00<TAB>TESTADMIN<TAB>TESTADMIN<TAB>
     # - Unconverted line: DB<TAB>MyDB3<TAB>Oracle in OraClient11g_home1<TAB>192.168.150.110<TAB><TAB>TESTADMIN<TAB>TESTADMIN

If  No  is  selected the old  database definition will  not  be  changed.  A  new  task  file  and  a  new
subscription file with IDs different from the default ones will be created in addition to the default
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task and subscription files. The two new files will contain  the unconverted database definitions
and actions.

Example of an unconverted task file. It will be saved as Tasks_Unconverted.txt under the Tasks
folder:

LOCALE<TAB>1031
#<TAB>Database Add-on - configuration
#
SQL_COMMANDSTORE<TAB>100
#
DB<TAB>MyDB1<TAB>MySQL ODBC 5.1 Driver<TAB>192.168.150.110<TAB>opc_test<TAB>root<TAB>opc<TAB>
INIT<TAB>MyDB1<TAB>USE opctablett
#
DB<TAB>MyDB2<TAB>SQL Server Native Client 10.0<TAB>192.168.150.110<TAB>Osf_tests<TAB>sa<TAB>sa<TAB>
INIT<TAB>MyDB2<TAB>USE Osf_tests
#
DB<TAB>MyDB3<TAB>Oracle in OraClient11g_home1<TAB>192.168.150.110<TAB><TAB>TESTADMIN<TAB>TESTADMIN<TAB>
INIT<TAB>MyDB3<TAB>USE Table_complex
#
DB<TAB>ODBC_DSN_00<TAB>MySQL ODBC 5.1 Driver<TAB>192.168.150.110<TAB>opc_test<TAB>root<TAB>opc<TAB>
#
DB<TAB>ODBC_DSN_01<TAB>SQL Server Native Client 10.0<TAB>192.168.150.110<TAB>Osf_tests<TAB>sa<TAB>sa<TAB>
#s
DB<TAB>ODBC_DSN_02<TAB>Oracle in OraClient11g_home1<TAB>192.168.150.110<TAB>Table_test<TAB>TESTADMIN<TAB>TESTADMIN<TAB>
#

Example of an unconverted subscription file. It will be saved as  Subscriptions_Unconverted.txt
under the Tasks folder:

#<TAB>Conditions
#
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality
CONDITION<TAB>Always<TAB>Always
CONDITION<TAB>OneBadQuality<TAB>OneBadQuality
#
#<TAB>Subscriptions
#
SUBSCRIPTION<TAB>Subscription_1000<TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>true<TAB>
SUBSCRIPTION<TAB>Subscription_2000<TAB>UPDATERATE<TAB>2000<TAB>ACTIVE<TAB>true<TAB>
SUBSCRIPTION<TAB>Subscription_300<TAB>UPDATERATE<TAB>300<TAB>ACTIVE<TAB>true<TAB>
#
#<TAB>Trigger Items
#
ITEM<TAB>Demo_static.increment.R8_Subscription_300<TAB><TAB>Demo_static.increment.R8<TAB>Subscription_300
ITEM<TAB>Demo_static.increment.I1_Subscription_1000<TAB><TAB>Demo_static.increment.I1<TAB>Subscription_1000
SQL<TAB>OneBadQuality<TAB>MyDB2<TAB>INSERT INTO opctablett ( ItemValue, ItemQualityString, ItemTimeStampMS) values 
( '#%-ItemValue%Demo_static.increment.I1_Subscription_300%Current-%#',
  '#%-ItemQuality%Demo_static.increment.I1_Subscription_300%Current-%#',
  '#%-ItemTimestampMS%Demo_static.increment.I1_Subscription_300%Current-%#')<TAB>Demo_static.increment.R8_Subscription_300
#
#<TAB>Trigger Timers
#
TIMER<TAB>Timer_0<TAB>INTERVAL<TAB>5000<TAB>
SQL<TAB>Always<TAB>MyDB3<TAB>INSERT INTO opctablett ( ItemValue, ItemQualityString, ItemTimeStampMS) values 
( '#%-ItemValue%Demo_static.increment.I1_Subscription_1000%Current-%#',
  '#%-ItemQuality%Demo_static.increment.I1_Subscription_1000%Current-%#',
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  '#%-ItemTimestampMS%Demo_static.increment.I1_Subscription_1000%Current-%#')<TAB>Timer_0

6.6.2 Changes Between V1.x and V2.x

This chapter of the dataFEED OPC Suite Online Help describes in detail the changes between
V1.x and V2.x configurations.

Note:  This  chapter  is  intended  especially  for  advanced  users  directly  manipulating  the
dataFEED OPC Suite configuration files without using the provided graphical configurator.

General Information

The  dataFEED  OPC  Suite  Configurator  can  now  also  load  ASCII  configuration  files.
However the corresponding files are always automatically converted to UTF-8 encoded files.

The dataFEED  OPC  Suite  Configurator  stores  all  tasks  and  subscriptions  in  two  single
configuration  files  with  the  IDs  TaskId_Default  and  SubscriptionId_Default,  respectively.
Only tasks and subscriptions from these two files will be displayed in the Configurator. 

You still  have the possibility  to  manually add  additional  task  and  subscription  files  to  the
configuration,  however  the  corresponding  tasks  and  subscriptions  are  not  displayed  (or
altered) in the dataFEED OPC Suite Configurator.

In V2.x configuration files, file paths are always relative to the path of the main configuration
file OSF_RunTime.xml.

Changes in the Main XML Configuration File

Attribute V1.x  Value V2.x Value

Name OCT.xml OSF_Runtime.xml

Format ASCII UTF-8

Main DOM element <OCT
xmlns="http://
www.softing.com/OCT/V1.44" 
xmlns:xsi="http://
www.w3.org/2001/XMLSchema-
instance" 
xsi:schemaLocation="http://
www.softing.com/OCT/V1.44 
OCT.xsd">

<OSF
xmlns="http://www.softing.com/
OSF/V2.0" 
xmlns:xsi="http://
www.w3.org/2001/XMLSchema-
instance"
xsi:schemaLocation="http://
www.softing.com/OSF/V2.0 
OSF_Runtime.xsd">

Configuration
element

Not present. <Configuration 
  Version="V9.00.00.5701">
  <Identity Name="Big"/>
  <Events
    RunningEvent="OSF_Softing_
Big_RunEvent"
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    DemoEvent="OSF_Softing_Big
_DemoEvent"
  />
  <RunAs 
    User=”SoftingOPCUser”
    Password=”pwd”/>
</Configuration>

RunAs  is  optional  and  needs  to  be
added manually if needed.

Trace element <Trace 
  Error="ALLES" 
  Warning="ALLES" 
  Info="ALL" 
  Debug="NOTHING">
  <TraceFile 
    Enable="true"
    Name1="C:\OCT
\Trace1.txt" 
    Name2="C:\OCT
\Trace2.txt" 
    MaxSize="10000000"/>
</Trace>

Just two trace files and the trace
levels  are  accepted  in  English
and in German.

<Trace 
  Error="All" 
  Warning="Nothing"
  Info="All"
  Debug="Nothing">
  <TraceFile
    Enable="true"
    MaxBackups="10" 
    Name="OSF_Runtime.log"
    MaxSize="10485760"/>
</Trace>

One  trace  file  name  (actually,  2
files  are  generated  with  the
“Current_A”  and  “Current_B”
suffixes at run time).

All trace levels are in English.

New MaxBackups attribute added.

Only the file  name can be set  (the
path is the path of the instance)

Settings element Default values  are hard coded in
the  local  dataFEED  OPC  Suite
application and not  written to  the
XML configuration file.

Default values are now always written
to the XML configuration file.

New  attributes  added  under  Identity
element:

  <ActiveOPC="true">
  <TunnelSyncTimeout="500">
  <ActiveTunnel="true">
  <ActiveXML="true">
  <Providedyscovery=”true”>
  <NotifyAllChanges="true"> 
  <EnableOPCBuffering="true>"

New  attributes  added  under  Web
element:

  <ActiveWWW="true">
  RootDirectory="C:\Programme
\Softing\data FEED OPC Suite\"
  AdministratorPassword="YWQ="
  OperatorPassword="b3A="
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Servers element Contains global filter file element:

<FilterFile Path="C:
\GlobalFilter.txt"/>

Default values are not written.

Global  filter  file  is  not  supported
anymore.

Default  values  are written to  the  xml
configuration file.

New  attributes  added under  “Server”
element:

  <ActiveSyncOperations="false
" >
  <DoInitialRead="false">
  <BrowseProperties="false">

Tasks element Support for multiple task files.

Support  for  multiple  subscription
files for each task.

Folder and file  names  for  add-on
DLLs can be arbitrarily defined.

Multiple  task  files  are  not  supported
by the Configurator.  They will  not  be
loaded or altered by the Configurator,
but they are still supported by the run
time.

Multiple  subscription  files  for  each
task  are  not  supported  by  the
Configurator. They will  not  be loaded
or  altered  by  the  Configurator,  but
they  are  still  supported  by  the  run
time.

Folder  and  file  names  for  add-on
DLLs are fixed.

Storage element Configuration file  name and  path
for  storage  items  can  be
arbitrarily defined:

Path="C:\Program Files
\Softing\OCT\Storage.txt" 

Storage  renamed  to  Local  Items,
configuration file  name  and  path  are
always  relative  to  the  main
configuration file.

Path=".\LocalItems
\LocalItems.txt"

Local Items

Attribute V1.x  Value V2.x Value

Name Configuration file name and path for
storage  items  can  be  arbitrarily
defined:

Storage  renamed  to  Local  Items,
configuration file name and path are
always  relative  to  the  main
configuration file.
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Path="C:\Program Files
\Softing\OCT\Storage.txt" 

Path=".\LocalItems
\LocalItems.txt"

Format ANSI UTF-8

Line format #<TAB>Storage Item ID<TAB>
Data type<TAB>
Comment

#<TAB>Local item ID<TAB>
Data type<TAB>
Comment

Example Storage.Node1.Tag1<tab>UI2 Storage.Node1.Tag1<tab>UI2

Task Files

Attribute V1.x  Value V2.x Value

Format ANSI UTF-8

Name Task configuration file name and path
can be arbitrarily defined:

Path="C:\Program Files\Softing
\OCT\MyTask.txt" 

Task  file  name  and  path  are
always  relative  to  the  main
configuration file.

Path=".\Tasks\Tasks.txt"

Multiple tasks Support for multiple task files. Multiple  task  files  are  not
supported  by  the  Configurator.
They will not be loaded or altered
by the Configurator,  but  they  are
still supported by the run time.

LOCALE ID English,  German  and  Swedish
locales are supported.

English,  German,  Swedish,
French,  Italian,  Chinese  and
Japanese locales are supported.

Database add-on Supported databases:

Native:  MySQL,  MS  SQL  Server,
ORACLE,  IBM  DB2  and
POSTGRES.

ODBC connections.

The  Configurator  supports  only
ODBC connections.

However,  the  local  dataFEED
OPC  Suite  application  still
supports  the  same  (native)
databases.

File add-on Header  and  Footer  with  ANSI
encoding.

Header  and  Footer  with  UTF-8
encoding.

Subscription Files

Attribute V1.x  Value V2.x Value
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Format ANSI UTF-8

Name Subscription configuration file name
and path can be arbitrarily defined:

Path="C:\Program Files
\Softing\OCT
\MySubscription.txt" 

Subscription file name and path are
always  relative  to  the  main
configuration file.

Path=".\Tasks
\Subscriptions.txt"

Multiple
subscriptions

Not present.  Only one subscription
per  subscription  file  is  supported.
Example:

SUBSCRIPTION<TAB>UPDATERATE<
TAB>1000<TAB>ACTIVE<TAB>true

Supports  multiple  subscription  file
definitions.

Multiple  subscriptions  per  file  are
supported:

SUBSCRIPTION<TAB>S1<TAB>UPDA
TERATE<TAB>1000<TAB>ACTIVE<T
AB>true
SUBSCRIPTION<TAB>S2<TAB>UPDA
TERATE<TAB>2000<TAB>ACTIVE<T
AB>true

Multiple  subscription  files  for  each
task  are  not  supported  by  the
Configurator.  They  will  not  be
loaded  or  altered  by  the
Configurator,  but  they  are  still
supported by the run time.

Subscription ID Subscription ID not present in ITEM
line definition:

ITEM<TAB>increment_I1<TAB>in
crement.I1

Required in the ITEM line definition:

ITEM<TAB>increment_I1<TAB>in
crement.I1<TAB>S1

Trigger ID Not  mandatory  for  timer  trigger
definitions:

TIMER<TAB>INTERVAL<TAB>5000

Not present in action line:

SQL<TAB>COND002<TAB>MyDB<TAB
>INSERT INTO 
Test_Table values
('#%-ItemValue%sin%Current-%
#',
'#%-ItemQuality%sin%Current-
%#')

Mandatory  for  timer  trigger
definitions:

TIMER<TAB>timeId_0<TAB>INTER
VAL<TAB>5000

Present in the action line:

SQL<TAB>COND002<TAB>MyDB<TAB
>INSERT INTO 
Test_Table values
('#%-ItemValue%sin%Current-%
#',
'#%-ItemQuality%sin%Current-
%#') timeId_0

Condition ID Defined by user. Generated  based  on  the  condition
value. Example:  
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CONDITION<TAB>AllGoodQuality
<TAB>AllGoodQuality

Default  condition  ID  is  <empty>:
Example: 

CONDITION<TAB><TAB>Always

Item ID Defined by user. Generated  automatically  based  on
the item ID:

ITEM<TAB>Demo.increment.R8_S
ubscription_2000<TAB>
Demo.increment.R8<TAB>Subscr
iption_2000

TEXT  and  SQL
lines

Present. Format is not changed. 

The  database  and  file  IDs  have
been changed.

STORE and COPY
lines

Not present. New functionalities in version V2.x: 

Store And Forward and Exchange

Filter files

Attribute V1.x  Value V2.x Value

Name Filter  configuration  file  name  and
path can be arbitrarily defined:

Path="C:\Program Files
\Softing\OCT\Filter.txt" 

Filter file name and path are always
relative  to  the  main  configuration
file.

Path=".\Filters
\Connection_2.txt"

The server connection name will be
used as the name for the filter file. 

Format ANSI UTF-8

Line format #OCT Server ID<TAB>
OCT Item ID<TAB>
Server Item ID<TAB>
Server Item Path<TAB>
Server Browse Path<TAB>
Datatype<TAB>
Access Rights<TAB>
Object Type<TAB>
Comment

#<TAB>Softing dataFEED OPC
Suite server ID<TAB>
Softing dataFEED OPC Suite
item ID<TAB>
Server item ID<TAB>
Server item path<TAB>
Server browse path<TAB>
Data type<TAB>
Access Rights<TAB>
ObjectType<TAB>
Comment
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Server ID Present Removed

Example: <tab>
Demo<tab>
IOP.dynamic.I4<tab>
IOP.dynamic.I4<tab>
<tab>
I4<Tab>
rw<tab>
Tag<tab>
Comment

<tab>
<tab>
IOP.dynamic.I4<tab>
IOP.dynamic.I4<tab>
IOP#dynamic#I4<tab>
<tab>
I4<tab>
rw<tab>
Tag<tab>
Comment

In this case the Filter  file  name will
be Demo.txt

General filter file Present Has been removed.

Items from this file are introduced in
the corresponding server filter files.

6.7 Importing Multiprotocol OPC Server Configurations

dataFEED OPC Suite provides an easy way to import already configured PLC connections from
the Softing Multiprotocol OPC Server.

The import will have as a result the automatically addition to the current  dataFEED  OPC  Suite
configuration  of  the  selected  PLC  connections  identified  in  the  specified  Multiprotocol  OPC
Server  configuration,  together  with  the  connections  settings  and  the  available  symbols,  if
specified so.

Note: The import  will  NOT create a new  configuration,  but  merge the  items  selected  for  the
import into the currently opened dataFEED OPC Suite configuration.

Note: The configuration may need additional user adjustments for the PLC specific settings.

You can start the dataFEED OPC Suite Import Multiprotocol OPC  Server  Configuration wizard
by selecting Configuration /  Import  Multiprotocol  OPC  Server  Configuration  in  the  dataFEED
OPC Suite Configurator main menu.

Attention: If no PLC families are selected for usage in the Feature Selection Dialog, the Import
Multiprotocol OPC Server Configuration will not be present in the Configuration menu.

This  chapter  of  the  dataFEED  OPC  Suite  Online  Help  describes  the  usage  of  the
Multiprotocol OPC Server Configuration Import Wizard:

Select  the  file  to  be  imported  @  Import  Multiprotocol  OPC  Server  Configuration  -
Configuration File Selection
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Select the PLC connections to import @ Import Multiprotocol OPC Server Configuration -
PLC Connections Selection

Select the PLC connections to import symbols from @ Import Multiprotocol OPC Server
Configuration - PLC Symbols Selection

Examine the import results @ Import Multiprotocol OPC Server Configuration - Results

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

6.7.1 Import - Configuration File Selection

The  first  page  of  the  Multiprotocol  OPC  Server  Import  wizard  allows  you  to  choose  a
Multiprotocol  OPC  Server  configuration  to  be  imported.  The  configuration  is  chosen  by
specifying its main file, usually named TCPIPH1.NET.

The file  can be selected by manually typing its  name  in  the  File  input  box  or  by  clicking  the
browse button located to the right of the input box (a standard file selection dialog will open).
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The file path and name should be valid (they should point to an existing file).

When you press the Next button, the file path and name are verified. If the file  identified by the
specified file path and name does not exist, an error message is displayed.

Multiprotocol OPC Server Configuration Import Wizard - PLC Connections Selection >>>

6.7.2 Import - PLC Connections Selection

The second page in the Multiprotocol OPC Server Import wizard allows you to choose one ore
more  PLC  connections  to  be  imported,  from  the  list  with  the  connections  identified  in  the
specified Multiprotocol OPC Server configuration.

A  list  with  all  available  PLC  connections  is  presented  and  you  must  select  the  desired
connections within it.

For user comfort, a select/unselect all check-box is offered in the header of the list.
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Note: The current configuration may already have defined connections with the names selected
for the import from the Multiprotocol OPC Server configuration. In this case, the user is notified
with a dialog box and asked for confirmation of some adjustments to the connection names  to
be imported. In  order  to  ensure the uniqueness  of  the connection names,  the newly imported
connections names which already exist will be added with the _imported suffix (and a numeric
ID, if necessary).

Note: At least one PLC connection must be selected in order to continue the wizard.

Some of the connections might not be selectable, as shown in the screenshot below:
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A listed PLC connection can be non-selectable and also marked in grayed-out text for one of the
following reasons:

1. The protocol is no longer supported in the current version of the dataFEED OPC Suite. Such
a connection can be easily identified by the unknown text displayed in Type column.

2. The family to which the protocol of the PLC connection belongs to is currently disabled in the
Feature Selection Dialog.

<<< Multiprotocol OPC Server Configuration Import Wizard - Configuration Selection
Multiprotocol OPC Server Configuration Import Wizard - PLC Symbols Selection >>>

6.7.3 Import - PLC Symbols Selection

The third page in the Multiprotocol OPC Server Import wizard allows you to choose whether the
symbols are to be also imported for the selected PLC connections in the previous page.

A list is shown. It contains those PLC connections selected for import which also have symbols
defined. You can select one ore more connections within this list.
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Note: The PLC connections which were selected in  the previous  page but  don't  have defined
symbols are displayed as grayed-out and non-selectable.

Note: The wizard can be continued even  with  nothing  selected  in  this  page.  In  this  case,  a
notification message box will be displayed.

<<< Multiprotocol OPC Server Configuration Import Wizard - PLC Connections Selection
Multiprotocol OPC Server Configuration Import Wizard -Results >>>

6.7.4 Import - Results

The fourth page of the Multiprotocol OPC Server Import wizard displays relevant information for
examining the import result.
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This page is the final page of the Multiprotocol OPC Server Import wizard. A back button is not
provided as  the import  action cannot  be undone.  The import  can be successful  or  it  can  fail
(totally or partially).

The information presented in the import results covers the following:

The list of the PLC connections selected for import.

The  list  of  the  successfully  imported  PLC  connections,  preserving  also  the  original
connection name.

The  list  of  the  PLC  connections  imported  under  an  adjusted  name  for  ensuring  unique
names for the connections.

The number of items imported for each PLC connection, for which this option was selected.

Error found while parsing the symbol file.

After a successful import, the import wizard is closed. The new PLC connections are merged
with their imported items into the existing address space of the current configuration.

<<< Multiprotocol OPC Server Configuration Import Wizard - PLC Symbols Selection
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6.8 Identity Settings

This chapter of the dataFEED OPC Suite Online Help describes the following topics:

Display the default identity settings for dataFEED OPC Suite V4.49 @ Identity Settings in
Softing dataFEED OPC Suite V4.49.

Display the differences between V2.x/3.x and V4.x identity settings @ Changes Between
V2.x/3.x and V4.x Configurations.

Display the differences between V1.x and V2.x identity settings @ Changes Between V1.x
and V2.x Configurations.

6.8.1 dataFEED OPC Suite V4.49

Softing dataFEED  OPC  Suite  V4.49 uses  the following default  identity settings.  When  a  new
configuration is  created,  the dataFEED  OPC  Suite  Configurator  always  creates  a new  set  of
unique identity values.

Attention: All of the following identity values must be unique over  all  configurations  running on
one  computer.  If  they  are  manually  changed,  the  corresponding  uniqueness  must  also  be
ensured manually.

Data Destination - OPC Client

OPC Data Access Clients

The identity settings for OPC Data Access (DA) clients can be modified in the dataFEED OPC
Suite Configurator as described in detail under Configuration: Data Destination - OPC Client.

Attribute Default Value

OPC DA server name Softing dataFEED OPC Suite - <ConfigurationName>

OPC DA server class ID {DA771DCC-3C2C-4687-81F2-FF79C0355D20}

OPC DA server program ID Softing.OPC.DF.<ConfigurationName>.DA

The <ConfigurationName> attribute is replaced with the real name of the configuration.

OPC Alarms and Events Clients

The identity settings for OPC Alarms and Events (AE) clients can be modified in the dataFEED
OPC  Suite  Configurator  as  described  in  detail  under  Configuration:  Data  Destination  -  OPC
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Client.

Attribute Default Value

OPC AE server name Softing dataFEED OPC Suite - <ConfigurationName>

OPC AE server class ID {A6455EB9-4719-4D6C-BD1D-D9577053E170}

OPC AE server program ID Softing.OPC.DF.<ConfigurationName>.AE

The <ConfigurationName> attribute is replaced with the real name of the configuration.

OPC XML Data Access Clients

The  identity  settings  for  OPC  XML  Data  Access  (XML-DA)  clients  can  be  modified  in  the
dataFEED OPC Suite Configurator as described in detail under Configuration: Data Destination
- OPC Client.

Attribute Default Value

TCP/IP port number 8091

Note: The default XML-DA port number is incremented by one for each new configuration.

Note: This TCP/IP port number is also used as the port number for the integrated web server.

Data Destination - Tunnel Client

The  identity  settings  for  OPC  Tunnel  clients  can  be  modified  in  the  dataFEED  OPC  Suite
Configurator as described in detail under Configuration: Data Destination - Tunnel Client.

Attribute Default Value

TCP/IP port number 56766

Note: The default Tunnel port number is incremented by one for each new configuration.

Data Destination - OPC UA Client

The  identity  settings  for  OPC  UA  Clients  can  be  modified  in  the  dataFEED  OPC  Suite
Configurator. Find more information on Configuration - Data Destination - OPC UA Client
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Attribute Default Value

Server Name Softing  dataFEED  OPC  Suite  OPC  UA  Server
<ConfigurationName>

Server Endpoint Acceptable formats for Server Endpoints are:

opc.tcp://<HostName>:<Port>/<Suffix>  or  opc.tcp://<IP
Address>:<Port>/<Suffix>

Note:  The default  OPC  UA port  number  is  incremented  by  one  for  each  new  configuration,
starting with port number 4980.

Windows Service

If the local dataFEED OPC Suite application is configured to be executed as a Windows service,
the following settings  are used to  register  the  corresponding  server  in  the  Windows  Service
Manager.  The identity settings  can be modified  in  the  dataFEED  OPC  Suite  Configurator  as
described in detail under Configuration: Settings - Advanced.

Attribute OEM specific values

Windows service name SofDF<ConfigurationName>

Windows class name SofDF<ConfigurationName>

NT service description Softing dataFEED OPC Suite - <ConfigurationName>

The <ConfigurationName> attribute is replaced with the real name of the configuration.

Add here some information about the UA Server identities...

6.8.2 Changes Between V2.x/V3x and V4.x

This chapter of the Softing dataFEED OPC Suite Online Help describes  the differences  in  the
default  identity  settings  between  V2.x/V3.x  configurations  and  V4.x  dataFEED  OPC  Suite
configurations.

Note: All the different default identity settings have been changed with version V4.x.

Data Destination - OPC Client
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OPC Data Access Clients

The identity settings for OPC Data Access (DA) clients can be modified in the dataFEED OPC
Suite Configurator as described in detail under Configuration: Data Destination - OPC Client.

Attribute Default Value V2.x/V3.x Default Value V4.x

OPC  DA
server name

Softing  Easy  Connect  -
<ConfigurationName>

Softing dataFEED OPC Suite -
<ConfigurationName>

OPC  DA
server  class
ID

{A76F65FF-A34F-43dd-9595-
C3351B490F37}

{DA771DCC-3C2C-4687-81F2-
FF79C0355D20}

OPC  DA
server
program ID

Softing.OPC.EC.<ConfigurationName
>.DA

Softing.OPC.DF.<ConfigurationName
>.DA

The <ConfigurationName> attribute is replaced with the real name of the configuration. 

OPC Alarms and Events Clients

The identity settings for OPC Alarms and Events (AE) clients can be modified in the dataFEED
OPC  Suite  Configurator  as  described  in  detail  under  Configuration:  Data  Destination  -  OPC
Client.

Attribute Default Value V2.x/V3.x Default Value V4.x

OPC  AE
server name

Softing  Easy  Connect
<ConfigurationName>

Softing dataFEED OPC Suite -
<ConfigurationName>

OPC  AE
server  class
ID

{26BBB9F2-4792-4475-B268-
BB0F9BA86C5E}

{A6455EB9-4719-4D6C-BD1D-
D9577053E170}

OPC  AE
server  
program ID

Softing.OPC.EC.<ConfigurationName
>.AE

Softing.OPC.DF.<ConfigurationName
>.AE

The <ConfigurationName> attribute is replaced with the real name of the configuration.

Data Destination - OPC UA Client

The  identity  settings  for  OPC  UA  clients  can  be  modified  in  the  dataFEED  OPC  Suite
Configurator as described in detail under Configuration: Data Destination - OPC UA Client.
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Attribute Default Value V2.x/V3.x Default Value V4.x

OPC  UA
Server Name

Softing  Easy  Connect  OPC  UA
Server <ConfigurationName>

Softing dataFEED OPC Suite UA
Server <ConfigurationName>

OPC  UA
Server URL

urn:<HostName>/Softing/OpcUA/
<ConfigurationName>

urn: <HostName>/Softing/
dataFEEDOPCSuite/OpcUA/
<ConfigurationName>

The <ConfigurationName> attribute is replaced with the real name of the configuration.

Windows Service

If the local dataFEED OPC Suite application is configured to be executed as a Windows service,
the following settings  are used to  register  the  corresponding  server  in  the  Windows  Service
Manager.  The identity settings  can be modified  in  the  dataFEED  OPC  Suite  Configurator  as
described in detail under Configuration: Settings - Advanced.

Attribute Default Value V2.x/V3.x Default Value V4.x

Windows
service name

Softing  dataFEED  OPC  Suite
<Configuration Name>

SofDF<ConfigurationName>

Windows
class name

OCTsvc <Configuration Name> SofDF<ConfigurationName>

Windows
service
description

OCTsvc <Configuration Name> Softing  dataFEED  OPC  Suite  -
<ConfigurationName>

The <ConfigurationName> attribute is replaced with the real name of the configuration.

6.8.3 Changes Between V1.x and V2.x

This chapter of the Softing dataFEED OPC Suite Online Help describes  the differences  in  the
default  identity  settings  between  V1.x  configurations  and  V2.x  dataFEED  OPC  Suite
configurations.

Note: All the different default identity settings have been changed with  version V2.x in  order  to
enable  a  parallel  installation  and  operation  of  V1.x  and  V2.x  local  dataFEED  OPC  Suite
applications on a single computer.

Data Destination - OPC Client
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OPC Data Access Clients

The identity settings for OPC Data Access (DA) clients can be modified in the dataFEED OPC
Suite Configurator as described in detail under Configuration: Data Destination - OPC Client.

Attribute Default Value V1.x Default Value V2.x

OPC DA server name Softing  OPC  Easy  Connect
<ConfigurationName>

Softing  Easy  Connect  -
<ConfigurationName>

OPC DA server class ID {25E75754-471C-480B-A947-
14565E6E425E}

{A76F65FF-A34F-43dd-9595-
C3351B490F37}

OPC DA server program ID Softing.OPC.OCT.<Configura
tionName>.DA

Softing.OPC.EC.<Configurati
onName>.DA

The <ConfigurationName> attribute is replaced with the real name of the configuration. 

Note: In the V1.x versions of dataFEED OPC Suite the <ConfigurationName> attribute was not
used  for  the  first  configuration  on  a  specific  computer;  version  V2.x  always  uses  the
corresponding configuration name within the different identity settings.

OPC Alarms and Events Clients

The identity settings for OPC Alarms and Events (AE) clients can be modified in the dataFEED
OPC  Suite  Configurator  as  described  in  detail  under  Configuration:  Data  Destination  -  OPC
Client.

Attribute Default Value V1.x Default Value V2.x

OPC AE server name Softing  OPC  Easy  Connect
<ConfigurationName>

Softing  Easy  Connect  -
<ConfigurationName>

OPC AE server class ID {26BBB9F2-4792-4475-B268-
BB0F9BA86C5E}

{6F5586DA-DF04-4db0-
AC13-B720749F9846}

OPC AE server  program ID Softing.OPC.OCT.<Configura
tionName>.AE

Softing.OPC.EC.<Configurati
onName>.AE

The <ConfigurationName> attribute is replaced with the real name of the configuration.

OPC XML Data Access Clients

The  identity  settings  for  OPC  XML  Data  Access  (XML-DA)  clients  can  be  modified  in  the
dataFEED OPC Suite Configurator as described in detail under Configuration: Data Destination
- OPC Client.
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Attribute Default Value V1.x Default Value V2.x

TCP/IP port number 8090 8091

Note: The default XML-DA port number is incremented by one for each new configuration.

Note: This TCP/IP port number is also used as the port number for the integrated web server.

Data Destination - Tunnel Client

The  identity  settings  for  OPC  Tunnel  clients  can  be  modified  in  the  dataFEED  OPC  Suite
Configurator as described in detail under Configuration: Data Destination - Tunnel Client.

Attribute Default Value V1.x Default Value V2.x

TCP/IP port number 56765 56766

Note: The default Tunnel  port  number  is  incremented by one for  each new  configuration.  For
each newly defined configuration the Configurator  automatically  suggests  new  values  for  the
Tunnel IP Port and the XML-DA IP Port. You can either use the suggested values or specify user
defined values.

Attention: Be sure that there are no two running configurations which have the same values for
Tunnel IP Port and XML-DA IP Port because, in that case, only the first one will have the Tunnel
or XML-DA functionality enabled.

Windows Service

If the local dataFEED OPC Suite application is configured to be executed as a Windows service,
the following settings  are used to  register  the  corresponding  server  in  the  Windows  Service
Manager.  The identity settings  can be modified  in  the  dataFEED  OPC  Suite  Configurator  as
described in detail under Configuration: Settings - Advanced.

Attribute Default Value V1.x Default Value V2.x

Windows service name Softing dataFEED  OPC  Suite
<Configuration Name>

SofEC<ConfigurationName>

Windows class name OCTsvc  <Configuration
Name>

SofEC<ConfigurationName>

Windows service description OCTsvc  <Configuration
Name>

Softing  Easy  Connect  -
<ConfigurationName>
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The <ConfigurationName> attribute is replaced with the real name of the configuration.

6.9 System Items

The local dataFEED OPC Suite application provides a set of system items providing information
about the internal states of some dataFEED OPC Suite functionalities. 

The provision of the different system items can be enabled or  disabled in  the dataFEED  OPC
Suite Configurator and is described in detail in Configuration: Settings - Advanced.

General System Items

Item ID Data
Type

Access
Rights

Description

_System.General
.Heartbeat

UI4 read With  this  item,  a  client  can  determine  via  the  OPC
notification mechanism whether the corresponding local
dataFEED OPC Suite application is still running. 

The value of this item is incremented by one after  each
read  access.  It  is  initialized  with  0  when  the  local
dataFEED OPC Suite application is started.

_System.General
.SessionID

UI4 read From  this  value,  a  client  can  determine  that  the  local
dataFEED OPC Suite application has been restarted. 

When  the  local  dataFEED  OPC  Suite  application  is
started,  the bytes  6,5,4 and 3 of  the current  FILETIME
are assigned to this value once (counting is from 0 to  7
with  7  as  the  most  significant  byte.  This  value  is  thus
incremented by one every 1.7 seconds).

_System.General
.LocalTime

DATE read This item provides the local  current  date-time using the
operating system time.

Data Sources System Items

For  each defined data-source connection a  set  of  special  items  is  predefined  in  the  internal
address  space.  Based on data-source type a  specific  group  of  system  items  is  created.  All
connections are grouped under a node-based on its data-source types.

Siemens, Rockwell, Modbus or Mitsubishi data-source type:

Item ID Data
Type

Access
Rights

Description
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_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.Connect
ed

BOOL read The  item  specifies  the  connection  establishment
between dataFEED  OPC  Suite  and  the  corresponding
configured PLC.

Note:  The  connection  is  established  only  when  a
connected  OPC  Client  is  requesting  its  first  read/
subscribe  operation  on  the  corresponding  connection.
Without  performing  read/subscribe  operations  no
connection to the PLC is initialized.

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.Status

UI4 read The  item  returns  the  connection  status  between
dataFEED  OPC  Suite  and  corresponding  configured
PLC.

The following values are allowed to be returned:

Connecti
on
Status

Description

0 Connection successfully  established.

1 Bad connection parameters.

2 Maximum number of connections reached.

3 Connection does not exist.

4 Function not implemented.

5 Invalid connection handle.

6 No data available yet.

7 Waiting for acknowledge for last sent data. 

8 Internal error.

9 Polling a non-existing job.

10 Driver not opened or invalid driver.

11 Network destination station overloaded.

12 Successfully received blocked data.

13 Invalid adapter or adapter does not exist.

14 Connection job already running.

15 Function is not supported by corresponding
PLC.
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16 Temporary  not  enough  resources.  Try
again later. 

17 No memory available.

18 Industrial  Ethernet  Signature  not  received
or invalid.

19 Data error.

20 Logical protocol error.

21 Timeout.

22 Connection refused by PLC.

23 Remote station or  gateway  sent  a  device
specific error.

24 Connection closed forever. It will not be re-
established automatically,

25 Forbidden IP Port.

26 Connection broken peer station.

27 Connection established after timeout.

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.ServerC
ycle

UI4 read The  special  item  ServerCycle  shows  the  number  of
complete passes of the server for a connection.

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.MaxInter
val

I4 read The  special  item  MaxInterval  is  used  to  access  the
measured Maximum Update Interval (in  milliseconds)  of
all  items  of  a  corresponding  connection.  This  value
refers to the last complete polling cycle.

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.ItemCou
nt

UI4 read The  special  ItemCount  item  is  used  to  access  the
number of active items of the corresponding connection.
This value is  also indicated in  the status  window  under
the heading “Items.”

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.ErrorCou
nt

UI4 read The  special  ErrorCount  item  is  used  to  access  the
number  of  all  active,  erroneous  items  of  the  applicable
Access  Path.  If  the  connection  is  in  a  “bad”  state,  all
items have errors (i.e., the ItemCount item  corresponds
to the ErrorCount item). 

_System.Data_S STRIN read The special item IpAddress is used to access the target
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ource.<DataSour
ce>.<Connection
Name>.IpAddres
s

G IP address of the applicable Access Path.

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.PollingInt
erval

UI4 read The  special  item  Poll  Interval  is  used  to  access  the
current poll interval. The current poll interval is  indicated
in  milliseconds.  A  negative  value  indicates  that  polling
was disabled. In this case, the last entered positive value
remains on the display.

Note: This  system  item  is  not  applicable  for  Siemens
Send/Receive connections. 

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.PLCStat
us

UI4 read The  special  Item  PLCStatus  is  used  to  indicate  the
status  of  an  S7  CPU.  With  S7  connections  and  HPP
switched on, it can be registered. 

The  item  is  read  every  5  seconds  from  the  PLC.  If
something is written to this item, it is read immediately. 

Note: This is available on for Siemens S7 connections.

The following values are allowed to be returned:

PLC
Status

Description

0 PLC does not provide this information or it
can not be read.

8 Running.

all others Stopped.

_System.Data_S
ource.<DataSour
ce>.<Connection
Name>.Browsing
Ready

BOOL read The  special  Item  BrowsingReady  is  used  to  indicate
when the browse operations  are available  of  dataFEED
OPC Suite. Basically this is done after the initialization of
all Rockwell defined connections.

Note:  This  is  available  for  Rockwell  CompactLogix  /
ControlLogix connections.

B&R data-source type:

Item ID Data Type Access Rights Description
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_System.Data_Source.<DataSource>
.<ConnectionName>.Connected

BOOL read The  item
specifies  the
connection
establishment
between
dataFEED  OPC
Suite  and
corresponding
configured  B&R
device.

_System.Data_Source.<DataSource>
.<ConnectionName>.DeviceIPAddres
s

STRING read The  item
specifies  the  IP
address  of  the
target  station  (IP
address  of  the
PLC) or the DNS
name  of  the
target  station  is
entered. 

_System.Data_Source.<DataSource>
.<ConnectionName>.PVIIPAddress

STRING read The  item
specifies  the  IP
address  of
configured  PVI
Manager.

_System.Data_Source.<DataSource>
.<ConnectionName>.ItemCount

UI4 read The  special
ItemCount  item
is  used  to
access  the
number  of  active
items  of  the
corresponding
connection.  This
value  is  also
indicated  in  the
status  window
under  the
heading “Items.”

_System.Data_Source.<DataSource>
.<ConnectionName>.ErrorCount

UI4 read The  special
ErrorCount  item
is  used  to
access  the
number  of  all
active, erroneous
items  of  the
applicable
Access  Path.  If
the connection is
in  a  “bad”  state,
all  items  have
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errors  (i.e.,  the
ItemCount  item
corresponds  to
the  ErrorCount
item). 

OPCServer or Tunnel Server data-source type:

Item ID Data Type Access Rights Description

_System.Data_Source.<DataSource>
.<ConnectionName>.Connected 

BOOL read The  Boolean
value  of  this
system  item
shows  if  there  is
currently  a
connection to the
corresponding
server or not.

_System.Data_Source.<DataSource>
.<ConnectionName>.ProvideItems 

BOOL read This item  returns
the Provide Items
attribute  of  the
corresponding
server
connection  as  a
string.

_System.Data_Source.<DataSource>
.<ConnectionName>.URL 

STRING read This item  returns
the  associated
connection  URL
of  the
corresponding
server
connection.

_System.Data_Source.<DataSource>
.<ConnectionName>..ItemPrefix 

STRING read This item  returns
the  configured
item  prefix  (i.e.
connection
name)  of  the
corresponding
server
connection.  This
item  is  only
provided  if  an
item  prefix  /
connection name
has  been
configured. 
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Local Items data-source type:

Item ID Data Type Access Rights Description

_System.Data_Source.<DataSource>
.<ConnectionName>.LocalItemsWatc
hdog 

UI4 read and write A client  that  acts
logically  as  the
OPC  server  has
to cyclically write
to  the
LocalItemsWatc
hdog. 

Within  the  time
interval  specified
in  the
configuration
under  Local
Items - Advanced
Settings,  the  
local  dataFEED
OPC  Suite
application
checks  whether
the  watchdog
has  been  written
to.  If  it  has  not
been  written  to,
the qualities of all
items  are  set  to
BAD
(Communication
Failure).

Watchdog
monitoring  can
be  enabled  in
the Local  Items  -
Advanced
Settings  with  the
Activate  Local
Items  Watchdog
configuration
attribute.  Without
having  this
configuration
attribute  set,  the
watchdog  is
disabled. 

Store and Forward System Items
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Item ID Data Type Access Rights Description

_System.Data_Processing.StoreAndF
orward.FileLoadPercentage

R8 read An  OPC  or
Tunnel client  can
use  this  value  in
order  to
determine  how
many of  the  pre-
configured
storable  data
changes  have
already  been
stored  in  the
local  data
storage. 

It  represents  the
percentage of the
stored  data
changes  with  a
value range from
0 to 100.

_System.Data_Processing.StoreAndF
orward.OverWritingStarted

BOOL read An  OPC  or
Tunnel client  can
use this  value  to
determine  if  the
maximum
number of stored
transactions  has
been  reached
and  if  the
overwriting  of
older  values  has
been started.

_System.Data_Processing.StoreAndF
orward.Stored Transactions

I4 read An  OPC  client
can  use  this
value  in  order  to
determine  how
many
transactions  are
currently  stored
in  the  local
storage file.

_System.Data_Processing.StoreAndF
orward.ExceededMaxSize

BOOL read Returns  true
when  the  Max.
size specified for
the  local  storage
file  has  been
exceeded  (but
the  Max.  data
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changes  limit
has  not  been
reached).  The
warning  is
generated but the
Store  And
Forward  plug-in
continues  to
write  data values
to  the  file  while
the  Max.  data
changes  limit  is
not reached.

The Store And Forward system items are only enabled if the Store And Forward functionality is
enabled for the corresponding local  dataFEED OPC Suite application.

6.10 OPC Tunnel Discovery Service

The  OPC  Tunnel  Discovery  Service  is  part  of  the  Softing  dataFEED  OPC  Suite  suite.  The
purpose of this service is to keep track of all local dataFEED OPC  Suite  applications  currently
running  on  the  computer  and  to  provide  this  information  to  all  dataFEED  OPC  Suite
Configurators in the network for configuring a corresponding OPC Tunnel server connection.

The communication between the Configurator and the discovery service is done over TCP/UDP.
The  Discovery  Service  reports  all  running  local  dataFEED  OPC  Suite  applications  to  the
computer  the request  originally came from.  No response is  sent  if  there are no running  local
dataFEED OPC Suite applications.

Note: For configurations running on the local machine the IP address 127.0.0.1 is reported.

Attention: Please make sure that no other application interferes with  TCP/UDP port  53842  on
the machine where the OPC Tunnel Discovery Service is running or the service may not receive
the corresponding discovery requests.

Attention: Please make sure that no other application interferes with  TCP/UDP port  53843  on
the machine where the dataFEED OPC Suite  Configurator  is  running or  the Configurator  may
not receive the corresponding discovery responses.

6.11 OPC UA Local Discovery Service

The OPC UA Local  Discovery Service is  part  of  the Softing dataFEED  OPC  Suite  Suite.  The
purpose of this service is to keep track of all local dataFEED OPC  Suite  applications  currently
running on the computer and to provide this information to all OPC UA Clients in the network for
the configuration of an OPC UA communication.

Each dataFEED OPC Suite configuration, which communicates via OPC UA, has to register at
the Local Discovery Service. OPC UA Clients can get access to the corresponding dataFEED
OPC  Suite  configuration via  the Local  Discovery Service.  Therefore the previously configured
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security settings have to be considered.
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7 Configuration

Within  this  chapter  of  the online help the configuration of  Softing  dataFEED  OPC  Suite  is
described:

Learn about the general configuration concept of Softing dataFEED OPC Suite @ Softing
Configuration Concepts.

See the general  handling of  the dataFEED  OPC  Suite  configurator  @ dataFEED  OPC
Suite Configurator.

Find descriptions about the settings of the different function groups of Softing dataFEED
OPC Suite @ dataFEED OPC Suite Configuration.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH
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7.1 Configuration Concept

The configuration concept of Softing dataFEED  OPC  Suite  is  mainly based on so called data
sources and data destinations. 

The different data source functionalities are responsible for building up the local  namespace of
the corresponding local dataFEED OPC Suite applications. This local namespace is organized
in the form of an item tree with nodes, tags and properties as elements.

The  different  data  destination  functionalities  use  already  existing  data  items  from  the  local
namespace – they do not introduce any data items to the local namespace.

Note: Data Source and Data Destination do not define a data flow direction. These terms only
serve to indicate who is responsible for defining data items and who uses these already defined
data items. In fact, the actual data flow is normally bidirectional, i.e.  an OPC  client  would be a
typical data destination using data items from the local namespace – however  it  generally can
read from and write to these data items.

Data source entities are typically external entities like OPC or OPC  Tunnel  servers  or  external
hardware devices. However, internal modules of the local dataFEED OPC Suite application, like
Local Items, can also act as a data source entity. See dataFEED OPC Suite Data Sources for
details.

Data destination entities  are typically external  entities  like  OPC  or  OPC  Tunnel  clients,  SQL
databases or data files. See dataFEED OPC Suite Data Destinations for details.

In  addition,  there  are  so  called  data  processing  functionalities  which  –  like  data  destination
functionalities  – just  use already defined data items  from  the local  namespace  and  do  some
computations with the corresponding data values. Data processing entities are typically internal
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modules  of  the local  dataFEED  OPC  Suite  application  like  Exchange  or  Store  And  Forward.
See dataFEED OPC Suite Data Processing for details.

Version  V4.49  of  Softing  dataFEED  OPC  Suite  supports  the  following  data  sources,  data
processing and data destination units:

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH
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7.1.1 Data Sources

The different data source functionalities are responsible for building up the local  namespace of
the corresponding local dataFEED OPC Suite applications. This local namespace is organized
in the form of an item tree with nodes, tags and properties as elements.

Note: Data Source and Data Destination do not define a data flow direction. These terms only
serve to indicate who is responsible for defining data items and who uses these already defined
data items. In fact, the actual data flow is normally bidirectional, i.e.  an OPC  client  would be a
typical data destination using data items from the local namespace – however  it  generally can
read from and write to these data items.

Data source entities are typically external entities like OPC or OPC  Tunnel  servers  or  external
hardware devices. However, internal modules of the local dataFEED OPC Suite application, like
Local Items, can also act as a data source entity.
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  Softing dataFEED OPC Suite - Data Sources

Add connections  to  external  OPC  Tunnel  servers  @
Configuration: Data Source - Tunnel Server

Add  connections  to  external  OPC  servers  @
Configuration: Data Source - OPC Server

Exchange data between OPC clients @ Configuration:
Data Source - Local Items
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7.1.2 Data Processing

Additionally  there  are  so  called  data  processing  functionalities  which  –  like  data  destination
functionalities  – just  use already defined data items  from  the local  namespace  and  do  some
computations with the corresponding data values. Data processing entities are typically internal
modules of the local dataFEED OPC Suite application like Exchange or Store And Forward.
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Softing dataFEED OPC Suite - Data Processing

Protection  against  data  loss  @  Configuration:  Data
Processing - Store And Forward

Exchange data between OPC  servers  @ Configuration:
Data Processing - Exchange
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7.1.3 Data Destinations

The  different  data  destination  functionalities  use  already  existing  data  items  from  the  local
namespace – they do not introduce any data items to the local namespace.

Note: Data Source and Data Destination do not define a data flow direction. These terms only
serve to indicate who is responsible for defining data items and who uses these already defined
data items. In fact, the actual data flow is normally bidirectional, i.e.  an OPC  client  would be a
typical data destination using data items from the local namespace – however  it  generally can
read from and write to these data items.

Data destination entities  are typically external  entities  like  OPC  or  OPC  Tunnel  clients,  SQL
databases or data files.
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Softing dataFEED OPC Suite - Data Destinations

Access  of  external  OPC  Tunnel  clients  to  the  local
namespace @ Configuration:  Data Destination -  Tunnel
Client

Access of external OPC clients to  the local  namespace
@ Configuration: Data Destination - OPC Client

Archive  data  to  a  database  @  Configuration:  Data
Destination - Database

Archive data to a file @ Configuration: Data Destination -
File

7.2 dataFEED OPC Suite Configurator

This section of the dataFEED OPC Suite Online Help describes the general  handling of  the
dataFEED OPC Suite Configurator.

How to use the Softing dataFEED OPC Suite Configurator @ Configurator - General.

Manage dataFEED OPC Suite configurations @ Configuration Handling.

Backup and restore configurations @ Backup & Restore.

Convert  configurations  from  previous  versions  of  dataFEED  OPC  Suite  @  V1.x
Configuration Convertor.

Start and stop the local dataFEED OPC Suite application @ Local Application Access.
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Manage data items within the tree controls of the dataFEED  OPC  Suite  Configurator  @
Tree Handling.

7.2.1 General

The Softing dataFEED OPC Suite Configurator consists of following elements:

Main Window

Menu Bar

Navigator

Configuration Section

Status Bar

Main Window

The title bar of the dataFEED OPC Suite Configurator shows the Softing dataFEED OPC Suite
icon.

This  icon  can  have  four  different  colors,  reflecting  the  current  local  dataFEED  OPC  Suite
application running state:

 Icon Neutral : No configuration loaded.

 Icon Red: The local dataFEED OPC Suite application for the loaded configuration is not
running.

 Icon Green: The local dataFEED OPC Suite application for the loaded configuration is
running.

 Icon  Green/Red:  The  local  dataFEED  OPC  Suite  application  for  the  loaded
configuration is running without UA Server functionality .

 Icon  Green/Yellow:  The  local  dataFEED  OPC  Suite  application  for  the  loaded
configuration is running but the UA Server is in "initializing" state .

 Icon Yellow: The local  dataFEED  OPC  Suite  application demonstration period for  the
loaded configuration has expired.

The main window icon is also used in the Windows taskbar to indicate the state of the currently
loaded configuration.

The following text is be displayed in the  dataFEED OPC Suite Configurator title bar:

 <ConfigurationName> - Softing dataFEED OPC Suite - <OnlineState>

If no configuration is loaded then the text displayed in the title bar is:
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Softing dataFEED OPC Suite

Online State Description

Stopped The  local  dataFEED  OPC  Suite  application  for  the  loaded
configuration is not running.

Running The  local  dataFEED  OPC  Suite  application  for  the  loaded
configuration is running.

Demo Mode Expired The local  dataFEED  OPC  Suite  application demonstration period
for the loaded configuration has expired.

These states correspond to the respective application icon states described above.

If  the currently loaded  configuration  has  been  modified  and  not  yet  saved,  an  asterisk  (*)  is
added at the end of its name in the title bar text.

Menu Bar

The dataFEED  OPC  Suite  Configurator  main window  shows  a  menu  bar.  The  menu  entries
displayed  in  the  menu  bar  and  the  corresponding  submenus  depend  on  whether  the
Configurator is configured to handle multiple or single dataFEED OPC Suite configurations.

For some menu entries, specific  icons – typically used within common Windows applications –
are displayed next to the corresponding menu entries (actions).

Also,  for  the  menu  entries  corresponding  to  common  Windows  actions,  straightforward
shortcuts are displayed and supported (e.g. New, Save, Copy, Paste etc).

All  the  menu  entries  (main  menu  bar,  menu  actions)  display  and  implement  unambiguous
accelerators. The corresponding shortcut letters are highlighted when pressing the ALT modifier
key.

The main menu contains the following entries:

Configuration

View

Local Application

Help

The following section provides a short description of each of the above menu entries.

Configuration

The Configuration menu entry contains actions for managing the configurations.

The Configuration Handling page offers a detailed description of this menu.
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View

The View menu entry allows quick-configuring the following:

have the dataFEED OPC Suite Configurator show the present Online Help at startup.

select the display language for the entire dataFEED OPC Suite Configurator user interface.

An additional  submenu appears  when  the  Language  menu  entry  is  selected.  There  you  can
choose one of the currently supported languages (e.g. English, German, etc). A check mark is
displayed next to the active language. 

At the very first start of the  dataFEED OPC Suite Configurator the display language is the same
as the one used during the installation process.

Note: The chosen language is applied immediately without the need to restart the application.

Local Application

The  Local  Application  menu  entry  contains  actions  which  can  be  performed  on  the  local
dataFEED OPC Suite application instance for the current configuration.

The Local Application Access page offers a detailed description of the available actions.

Help

The Help menu entry allows quick access to this help file, which can also be accessed at  any
time by pressing the F1 key (the F1 key usually opens the help page associated with the active
page).  In  addition,  this  menu  also  contains  useful  links  to  the  Softing  dataFEED  OPC  Suite
website.

The corresponding menu actions are presented below:

Action Description

dataFEED  OPC Opens this help file.
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Suite Help

<ConfigurationSectio
n> Help    F1

Opens  this  help  file  at  the current  <ConfigurationSection>  page.  This
entry  is  only  available  if  a  configuration  is  currently  open  in  the
Configurator.

Softing Online Opens the Softing web page in the default web browser.

dataFEED  OPC
Suite Online

Opens a web page with  useful  information related to  dataFEED  OPC
Suite.

About  dataFEED
OPC Suite

Shows the About dialog where the current  application version number
can be found.

Note: The <ConfigurationSection>  Help  submenu  entry  is  only  available  if  a  configuration  is
currently open. The F1 quick-access key is associated with this entry. If this  submenu entry is
not provided, the quick-access key will open the dataFEED OPC Suite Help instead.

Navigator

The navigator  control  on the  left  side  of  the  Configurator  main  window  displays  the  different
configuration groups  for  the currently loaded Softing dataFEED  OPC  Suite  configuration.  The
navigator can have up to four sections providing group related configuration options.

The Configuration Concepts chapter comprises more details on all the configuration groups.

Configuration Section

The main part of the main window represents the configuration page for the selected navigator
add-on.  This  section  is  the  most  used  one  when  configuring  various  settings  for  different
configurations.

Status Bar

The main window includes a status bar where relevant information is displayed. The status bar
is  divided into  two sections,  one for  each part  of  the main window:  the navigator  section (left
side)  and the configuration section (center  and right  side).  The  navigator  status  bar  provides
information related to the currently selected configuration section.  The configuration status  bar
offers  different  information depending on the selected controls  and  items  in  the  configuration
section.
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7.2.2 Feature Selection

Feature selection dialog allows a user to enable or disable plugins from the Configurator.

This dialog is automatically shown only when starting the Configurator for the first time. At a later
point of time you can access this dialog from main menu/Local Application/Feature selection.

Note: Please note that your  modifications  will  take effect  only after  restarting the Configurator
application.

The first  entry "dataFEED  OPC  Organizer  Classic"  refers  to  OPC  classic  Client  and  Server
plugins. This entry and some other core functionalities can not be disabled.  These options  are
read-only and thus always enabled.

"dataFEED OPC Tunnel" includes both client and server tunnel interfaces.

"dataFEED OPC Organizer UA" is part of the "dataFEED OPC Data Handler" feature so it can
not be disabled unless "dataFEED OPC Data Handler" is disabled first.

"dataFEED OPC  Data Handler",  besides  OPC  UA interface includes  add-on's  like:  exchange,
store and forward, to file, to database.
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Remind the following important aspects regarding the functionality:

Attention:  The  licensed  features  will  still  be  shown  in  Configurator  even  when  they  are
unselected.

Attention:  By  unselecting  some  plugins  the  user  can  lose  some  information  from  the  old
configurations that are loaded. E.g. "dataFEED OPC Data Handler" is  unselected so that all the
add-on's are disabled.  Then a configuration containing store and forward is  loaded and finally
saved. After that, all the information regarding store and forward is deleted from the configuration
files.

Attention: Having  a  feature  selected  does  not  mean  that  it  is  automatically  enabled.  E.g.  If
"dataFEED OPC Organizer UA" is unchecked first and then the user selects this feature to  be
shown, the plugin  will  be visible  when the configurator  is  restarted but  the UA interface is  not
enabled in newly created configurations.

7.2.3 Configuration Handling

The Configuration main menu entry provides actions for handling Softing dataFEED OPC Suite
configurations.

Through this main menu the following actions can be accomplished: creating, opening,  closing
or  saving  configurations,  renaming  or  deleting  configurations,  backing  up  and  restoring
configurations, importing older configurations or exiting the application.

Various entries in the Configuration main menu may also be disabled depending on whether  a
configuration is  loaded in  the dataFEED  OPC  Suite  Configurator.  An example of  both  menus
can be found below (left-side: no configuration is loaded; right-side: configuration loaded):

The following section describes each of the above menu entries.
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New

The New menu entry allows creating new configurations.  When this  entry is  selected the New
dataFEED OPC Suite Configuration dialog is displayed:

  

The window provides a list of already existing configurations and allows overwriting one of them.
In  this  case  a  confirmation  dialog  will  appear  asking  whether  to  overwrite  the  selected
configuration or not. The configuration name can be typed (or modified) manually in the input box
provided  under  Selected  Configuration.  A  configuration  name  which  is  not  already  in  use  is
suggested by default.

Attention: The configuration name must not contain the following characters: blank characters
(e.g. the space character), slash / (also known as solidus), backslash \ (also known as reverse
solidus),  colon  :,  asterisk  *,  quotation  marks  '  and  "  (first  sign  also  known  as  apostrophe),
angular  brackets  <  and >  (also known as  less-than-sign and greater-than-sign),  vertical  line  |
(also known as binary or sign).

Open

The Open  menu entry allows  loading existing configurations.  When this  entry is  selected,  the
Open dataFEED OPC Suite Configuration dialog is displayed:
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The  name  of  the  configuration  to  be  opened  can  either  be  selected  from  the  list  in  the
Configurations area or typed in the Configuration input box under Selected Configuration.

Recent

The  Recent  menu  entry  allows  quick  access  to  the  last  used  configurations.  A  maximum
number of 10 configurations is displayed in this list. These configurations are sorted by the time
the configuration was loaded, with the most recently loaded configuration at the top.

This menu entry can be used as a convenient way to open a recently used configuration by just
clicking the corresponding entry in  the list,  without  the need to  browse through all  the existing
configurations.

Close

The Close menu entry closes the currently loaded configuration. If the loaded configuration has
been modified and not saved, a message box will appear asking whether to save the changes.

Rename

The Rename menu entry allows changing the name of the currently loaded configuration. When
this entry is selected, the Rename dataFEED OPC Suite Configuration dialog is displayed:
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The dialog provides a list of already existing configurations, but does not allow overwriting any of
them. The current configuration name is automatically populated in  the Configuration input  box
under Selected Configuration and can be manually modified.

Attention: The configuration name must not contain the following characters: blank characters
(e.g. the space character), slash / (also known as solidus), backslash \ (also known as reverse
solidus),  colon  :,  asterisk  *,  quotation  marks  '  and  "  (first  sign  also  known  as  apostrophe),
angular  brackets  <  and >  (also known as  less-than-sign and greater-than-sign),  vertical  line  |
(also known as binary or sign).

Delete

The Delete menu entry allows deleting the currently loaded configuration.

Attention: The delete operation will fail if the local dataFEED OPC Suite  application is  running
for the currently loaded configuration. An error message will be displayed informing you that the
delete operation failed.

Attention:  The  Delete  action  always  has  to  be  confirmed  by  the  user.  Once  deleted  a
configuration cannot be recovered any longer (it will not be disabled / unloaded / archived / etc.,
but physically deleted from the disk).

Save

The Save menu entry allows saving all the changes made to the currently loaded configuration.
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Attention: If the local dataFEED OPC Suite application for the current  configuration is  running
during the save operation, it must be restarted in order to apply the recent changes.

Backup

The  Backup  menu  entry  allows  performing  a  complete  export  of  the  currently  loaded
configuration into a single backup file.

The Backup & Restore page offers a detailed description of this feature.

Restore

The Restore menu entry allows importing a previously exported configuration from a backup file.

The Backup & Restore chapter provides more details about this feature.

Import Multiprotocol OPC Server Configuration

The Import Multiprotocol OPC Server Configuration menu entry allows importing configurations
created with Softing Multiprotocol OPC Server.

The  OSF_CFG_Import_Multiprotocol_OPC_Server  page  offers  a  detailed  description  of  this
feature.

V1.x Import

The V1.x Import menu entry allows converting older configurations  created in  dataFEED  OPC
Suite version 1.x.

The V1.x Configuration Convertor page offers a detailed description of this feature.

Exit

The Exit menu entry allows quitting the Softing dataFEED OPC Suite Configurator. Should there
be any unsaved changes in the currently loaded configuration,  a  dialog box will  appear  asking
whether to commit the changes.

7.2.4 Backup & Restore

The Backup and Restore features allow exporting and importing different configurations in order
to migrate the server and all of its settings from one machine to another.
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Backup 

The Backup menu functionality performs a complete export of the currently loaded configuration
into a single backup file.

The backup process  can be started by clicking the corresponding  entry  on  the  Configuration
main menu. The action is only available if a configuration is currently loaded.  The procedure is
very simple as  the  path  where  to  save  the  file  and  the  file  name  are  the  only  details  to  be
provided in a user-friendly file save dialog:

The resulting backup file will be a binary file containing all the data relevant to the configuration.

Restore

The Restore feature allows importing a previously exported configuration from a backup file.

The restore process  can be started by clicking the  corresponding  entry  on  the  Configuration
main menu. A file open dialog appears where you can select the backup file:
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If  the  selected  file  is  a  valid  backup  file,  the  restore  procedure  will  start  and  the  resulting
configuration will be opened on completion.

7.2.5 Import Multiprotocol OPC Server Configuration

The Import Multiprotocol OPC Server Configuration menu item from the Configuration main
menu allows importing configurations created with Softing Multiprotocol OPC Server into the
current configuration.

See  the  Import  Multiprotocol  OPC  Server  Configuration  chapter  for  more  details  about  this
feature.

7.2.6 V1.x Configuration Convertor

The V1.x Import menu item from the Configuration main menu allows converting and importing
old V1.x configurations into the current format.

See the Project Convertor chapter for more details about this feature.

7.2.7 Local Application Access

The  dataFEED  OPC  Suite  Configurator  interacts  with  the  local  dataFEED  OPC  Suite
application  for  monitoring  the  running  state  of  the  local  dataFEED  OPC  Suite  application
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corresponding to the current configuration and for performing basic control operations on it.

 The  Configurator  always  displays  the  running  state  of  the  local  dataFEED  OPC  Suite
application corresponding to the current configuration. This is done by updating the following:

Configurator application title bar icon

Configurator application title bar text

A  detailed  description  of  the  running  states  and  associated  icons  can  be  found  in  the  Main
Window section of the General page.

The Local Application main menu entry provides various actions to access the local dataFEED
OPC Suite application corresponding to the currently loaded configuration. The available entries
on  the  Local  Application  menu  differ  depending  on  whether  the  local  dataFEED  OPC  Suite
application is running (right side) or not (left side):

The available actions are described below:

Action Description

Start Starts/restarts the local  dataFEED  OPC  Suite  application for  the currently
loaded configuration.

Stop Stops  the local  dataFEED  OPC  Suite  application  for  the  currently  loaded
configuration.

Show  Web
Pages

Opens the web pages of the currently loaded and running configuration. For
more details about the Web Pages functionality see the Web Pages chapter
in the Operations section of this help file.

Run Mode Allows configuring how the local  dataFEED  OPC  Suite  application will  run
and whether it should start with Windows or not.

Run Mode menu item allows changing the run mode settings for the local dataFEED OPC Suite
application. When the local dataFEED OPC Suite application is  running all  the following menu
items are disabled. A description of each Run Mode menu item is provided in the table below:
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Action Description

Application If selected the local dataFEED OPC Suite application is registered to run
as an application for the currently loaded configuration.

Service If selected the local dataFEED OPC Suite application is registered to run
as a Windows service for the currently loaded configuration.

Start  on  Windows
Startup

If  selected  the  local  dataFEED  OPC  Suite  application  will  be  started
automatically  on  Windows  startup.  If  the  local  dataFEED  OPC  Suite
application run mode is set to Application and Start on Windows Startup
is  enabled,  the application will  not  start  until  a  user  logs  on.  If  the  run
mode is set to Service it may start before a user logs on.

Note: Application and Service run modes are mutually exclusive; only one of the entries can be
selected at a time.

The local dataFEED OPC Suite application can also be accessed through the Tray Application
menu as described under Tray Application in the Operations section of this help file.

7.2.8 Tree Handling

This chapter covers the tree handling through the entire  dataFEED  OPC  Suite  Configurator
application:

Obtain  general  information  about  the  namespace  tree  structure  @  Tree  Handling  -
General

Access  a  detailed  description  of  the  namespace  tree  @  Tree  Handling  -  Local
Namespace

Observe how the node state and icon change @ Tree Handling - Tree Node States  and
Icons

Read about the tree view when the server connections are established @ Tree Handling -
Online Mode

Inspect the tree view when the server  connections  are down @ Tree Handling -  Offline
Mode
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Get details on where the tree items can be checked or  unchecked inside the Store And
Forward or filter pages @ Tree Handling - Checked States

7.2.8.1 General

The  dataFEED  OPC  Suite  tree  refers  to  the  OPC  namespace  tree  structure  visible  from
multiple  pages  of  the  Configurator:  Filter  Items,  Configuration:  Data  Processing  -  Exchange,
Configuration:  Data Processing -  Store And  Forward,  the  Data  Item  page  of  the  Data  Value
Placeholder Wizard and others. A similar tree is also provided by the local dataFEED OPC Suite
application for the clients connected to it. The tree is referred to as "similar" because there are
some exceptions  in  the  local  dataFEED  OPC  Suite  application  regarding  the  items  under  a
specific  server  having  the  Item  Prefix  value  set  to:  EmptyDA,  EmptyAE  or  EmptyLI.  These
exceptions will be further discussed.

Namespace Structure

The namespace structure from the local dataFEED OPC Suite application is  the same as  the
one on the Configurator page. It is structured as follows:

The  root  element  is  named  Local  Namespace  -  <ConfigurationName>  where
<ConfigurationName>  represents  the name of  the dataFEED  OPC  Suite  configuration.  It
has an associated tool tip containing Local Namespace Softing dataFEED OPC Suite.

The next level in the tree is composed of the _System  node, the Local Items  root node and
the  server  connection's  Data  Source  Name  node  for  each  server  defined  on  the  OPC
Server and Tunnel Server pages. All of them have tool tips providing information about  the
associated connections.

The next  levels  are specific  to  each type of  parent  tree node.  For  example  the  _System
node has the following children: the General node (containing system tags related to  OPC
Server  functionality:Heartbeat,  SessionID  and  LocalTime),  the  Data_Source  node
(containing  further  information  about  the  PLC  connections,  OPC  and  Tunnel  Server
statuses),  the  Data_Processing  node  (containing  indicators  for  the  Store  And  Forward
status). The Data_Source node is only displayed if the Activate connection items  checkbox
is  enabled  in  the  Global  Application  Settings  group  box  on  the  Configuration:  Settings  -
Advanced page. Likewise the Data_Processing node is only displayed if the Activate Store
And Forward checkbox is enabled on the Data Processing - Store And Forward page. When
the Local Items  root node is expanded the entire  namespace of  Local  Items  is  displayed.
This  node  is  always  shown  and  may  have  different  names.  For  more  information  see
Configuration:  Data Source -  Local  Items.  If  other  nodes  representing  the  defined  server
connections  are expanded,  they will  display  the  corresponding  namespace  of  the  server
connection.

The Tags  and Properties  items  are at  the  lowest  levels  of  the  tree.  Tool  tips  containing
useful information on these items (Data Item, Data Type, Data Access or Server Path) are
displayed.

Note: The _System node is only displayed if the Activate System Items  checkbox is enabled in
the Global Application Settings group box on the Configuration: Settings - Advanced page.
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The following image shows an example of an expanded tree from the Data Item page:

The buttons  on  the  right  side  of  the  tree  list  vary  depending  on  the  page  where  the  tree  is
located. The buttons allow performing the following actions: 

Change  the  properties  of  the  tree  item  selected  in  the  local  namespace  by  using  the

Properties  button, pressing the keyboard shortcut CTRL+P or selecting the Properties
action from the context sensitive menu (where available). The properties dialog is available
depending on the selected item:

Local Namespace root node - the Properties action is disabled for this item.

A server connection node - the Properties actions is not available for this item either.

An item belonging to a static server connection (a Filter Item)

An item  belonging to  a  dynamic  server  connection  (not  a  Filter  Item).  The  dialog
displayed is similar to that of a static item, but only the item name can be modified:

A pre-defined Local Item.

A System Item - the Properties action is disabled for this item.
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Add  a  new  item  to  the  local  namespace  by  using  the  Add   button,  pressing  the
keyboard shortcut  CTRL+A or  selecting the Add  action  from  the  context  sensitive  menu
(where available).

Refresh the local tree namespace by using the Refresh  button, pressing the keyboard
shortcut CTRL+R or selecting the Refresh action from the context  sensitive menu (where
available). The entire namespace is recreated by browsing all defined server connections. If
non-referred  user-defined  items  exist  in  the  configuration  then  the  respective  items  are
deleted from the namespace.

Delete  an  item  by  using  the  Delete   button,  pressing  the  DEL  /  DELETE  key  or
selecting the Delete action from the context sensitive menu (where available). If an item  is
used in other add-ons it cannot be deleted.

7.2.8.2 Local Namespace

The  Local  Namespace  refers  to  the  internal  namespace  of  <%OEMPRODUCT%  which  is
composed of the system items, the local items and the server connection specific  items. Each
of these separate groups will have its own node at the second level of the dataFEED OPC Suite
namespace tree,  right  below  the Local  Namespace  root  node.  The image  below  illustrates  a
simple structure of the tree namespace:

The _System Root Node

The _System node is located at the first level of the Local Namespace tree. It holds a sub-tree
structure containing information about dataFEED OPC Suite General OPC items, defined Data
Sources  and configured Data Processing  functionalities.  This  node is  displayed by default  as
the Activate System Items  and the Activate Connection Items checkboxes are initially  enabled
on the Configuration: Settings - Advanced page of the Configurator. An image of  the expanded
_System node is shown below:
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These items do not provide a context menu and the buttons on the right  are disabled.  Read  is
the only allowed Data Access right for each of them. A detailed description of the _System items
can be found on the dataFEED OPC Suite System Items page.

The Local Items Root Node

The Local Items  root node is located at the first level of the Local Namespace tree,  having the
_System  node as a sibling.  It  holds  a sub-tree structure of  the dataFEED  OPC  Suite  internal
storage items.  A detailed description of  their  functionality  can  be  found  on  the  Configuration:
Data Source - Local Items page. The Local Items node sub-tree is composed of nodes and tags
having  any  data  type  supported  by  the  server.  The  defined  Local  Items  are  saved  in  the
LocalItems.txt file in the LocalItems folder under the respective configuration folder. Two specific
context  menus  are available  for  this  sub-tree,  which  will  be  described  in  the  Context  Menus
section below. The following picture represents a simple Local Items tree:

The context  sensitive menu also contains  the actions  Copy  and Paste.  The Paste  action will
only be active if something was previously copied. The paste operation will only be available for
the Local Items node if the clipboard contains data copied from the same place. If the clipboard
data does not belong to the Local Items node an error message will be displayed.



Softing dataFEED OPC Suite V4.49 - User Manual

164 © Softing Industrial Automation GmbH

The Server Connection Root Node

The server connection specific nodes are located at the first level of the Local Namespace tree,
having the _System  and Local Items  nodes  as  siblings.  A node of  this  type holds  an external
server's  namespace tree structure.  This  namespace can be configured either  dynamically  or
statically. A detailed description of their functionality can be found in  the Data Source -  Tunnel
Server chapter and the Data Source - OPC Server chapter. An example namespace of a Softing
dataFEED OPC Suite Demo Server is displayed below:

The Server Connection root node name will always be the Item Prefix of that server connection.
For the above example the root node name is OPC_1 and it contains:

Nodes: dynamic, increment, maths

Tags: automatic angle change, cos, sin

Properties: 102, 103, 6020

The context sensitive menu also contains the actions  Copy,  Paste  and Connect  and Refresh.
The Paste action will  only be active if  data was  previously copied to  the clipboard.  The paste
operation  will  only  be  available  for  a  Server  Connection  node  if  the  clipboard  contains  data
copied from  the same place.  If  the clipboard data does  not  belong  to  the  Server  Connection
node an error message will be displayed.

The  Connect  and  Refresh  action  will  browse  the  server  namespace  and  retrieve  the  latest
structure. The Local Namespace  tree will  be updated accordingly.  After  the refresh operation,
the corresponding sub-tree collapses and the internally cached data is destroyed.

Note: Any manually  added  items,  nodes  or  properties  will  be  automatically  removed  after  a
Connect and Refresh operation!

The Tag

The Tag nodes represent the items of a server namespace and can be located at the last level
of the Local Namespace tree. These nodes represent the leaves of the Local Namespace tree
and contain values and access rights. A tag may have certain properties which are represented
as child nodes (this particular case prevents the tag nodes to be the leaves of the namespace
tree). The picture below shows the tags of the IOP.dynamic node of the Demo Server:
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The Property

The property nodes are the leaves of the Local Namespace tree, as they are the child nodes of
the  tag  items.The  following  picture  shows  the  properties  of  the  child  nodes  under  the
IOP.dynamic node of the Demo Server:

Tree Specific Context Sensitive Menus

The context menus vary depending on the currently selected tree item  over  which the context
menu is opened. Another factor that affects the available actions on a context sensitive menu is
the Windows clipboard, which if empty will  cause the Paste  action to  be disabled.  Taking into
account  the above  information,  the  following  section  describes  the  different  types  of  context
menus:

There are no context menus for the Local Namespace root node, for the Alarms and Events
server connections and for the _System items nodes.

The Local Items  root node context menu has two entries, one for adding a new element to
the Local  Items  tree and one that  will  open the  Properties  dialog  for  renaming  the  Local
Items root node:
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The  context  sensitive  menu  that  is  displayed  for  other  elements  of  the  Local  Items
namespace (e.g. nodes or tags) initially contains four actions. The fifth action, Paste, is  only
displayed if something was previously copied to the clipboard. The Delete action will remove
the selected element and all of its  children after  the delete action is  confirmed.  The Copy
action will  copy the element  and its  entire  sub-tree  to  the  clipboard  while  the  Properties
action will display the Local Items properties dialog, which allows  changing the Name,  the
Data Type or the Comment attribute of the selected element:

Note: The Type element cannot be changed. A node cannot be turned into a tag, or vice-versa.

The Server  Connections  root  node context  menu has  the following two entries:   Connect
and Refresh Data which executes a browse operation on the server  connection,  and Add
which allows adding a new element  to  the namespace of  the selected server  connection.
After the refresh operation, the corresponding server connection sub-tree collapses and the
internally cached data is destroyed.

The  context  menu  displayed  over  items  belonging  to  a  server  connection  namespace
(nodes, tags or properties) has five actions by default. The first  two actions  are described
above (Connect  and Refresh Data,  Add).  A sixth  action is  Paste,  which  is  only  visible  if
something has been previously copied to the clipboard.  The Delete  action will  remove the
selected element and all of its children after the delete action is confirmed. The Copy  action
will copy the element and its entire sub-tree to the clipboard while the Properties  action will
display the properties dialog, which provides different contents for static and dynamic server
connections.

Note: The Copy  action is  disabled for  items  of  the Property type.  This  is  because a property
cannot be copied separately, but only along with the parent node.

Certain rules apply to the Copy/Paste actions:
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It is not possible to copy data from the Local Items  and paste it under a server connection.
Although the Paste action will be enabled an error  message will  be displayed as  the data
does not have the required format. The same applies  vice-versa:  data copied from  server
connection nodes cannot be pasted under a Local Items node.

It is  not possible to copy from a dynamic server connection and paste the copied contents
under a static server connection. The Paste context menu action will not be disabled but an
error message will be shown if the rule is not obeyed.

It  is  possible  to  copy data from  a static  server  connection and paste it  under  a  dynamic
server connection.

7.2.8.3 Tree Node States and Icons

This page explains how the state of a node and its attached icon change depending on various
factors. These factors  only influence the server  connections,  and not  the _System  and Local
Items nodes. There are two types of server connections:

Dynamic  server  connections  are  server  connections  where  the  namespace  is  retrieved
from the server side every time a browse operation is  executed.  All  items  are dynamically
retrieved  from  the  external  server  and  are  then  completely  available  in  the  Local
Namespace. The tool tip over a dynamic server connection indicates that the connection is
dynamic by adding Filter not activated after the connection string.

Static  server  connections  are  server  connections  where  a  filter  containing  the  desired
namespace is created and saved on the dataFEED OPC Suite side, and which is displayed
when a browse operation is executed. Only filtered items from the external server are then
available in the Local Namespace. The tool tip over a  server  connection indicates  that  the
connection is static by adding Filter activated after the connection string.

Both the Dynamic and the Static server connections can have different  states  and icons  for  a
node based on whether the current connection is online or offline. 

Red Exclamation Mark State

Items  for  which  no  corresponding  item  exists  in  the  connected  server  appear  with  a  red
exclamation  mark.  This  state  only  applies  to  the  tags  and  properties  of  an  external  server
connection. The role of this item state is to notify that the respective item is not consistent as it
differs from the one on the server side, or that the server side item does not exist anymore. The
red exclamation mark is used to invalidate items from the dataFEED OPC Suite namespace in
accordance with the items found in the server namespaces. An image with invalidated items is
shown below:
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Note: Dynamic item creation may be supported on branches or on entire namespaces of OPC/
Tunnel  Servers,  therefore the items  created in  the corresponding  branches  of  the  respective
servers will not be invalidated. In fact the servers supporting dynamic  item  creation will  update
their internal namespaces, allocating the items created by the client. These dynamic  items  will
appear as normal items if the connection is refreshed (from this client or from another) but they
are not saved in persistent storage (and are therefore discarded when the server is stopped or
restarted).

Modified State

Items which have been modified are marked with a small overlay pencil icon. This modified state
applies to tags and properties. The state can only be applied to  the tags  and properties  of  an
external server connection. The role of this item state is to notify that the respective item differs
from the associated server-side item. An image with modified items is shown below:

Icon Types

There are different types of icons for nodes, tags, properties, Local Items, _System nodes and
server connection nodes. These icon types also depend on the state of  the connection where
the  item  is  defined:  online,  offline,  modified  or  invalid.  The  following  table  describes  the
classification of the icon types:

Ico
n

Description Comments
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Local  Namespace  root  node
icon 

This icon represents the root node of the dataFEED OPC
Suite tree and it never changes.

_System root node icon This icon represents the _System  root node and it  never
changes. This node is not always displayed.

_System items node icon General icon for a node below the _System node.

_System items tag icon General icon for a tag below the _System node.

Local Items root node icon This  icon  represents  the  Local  Items  root  node  and  it
never changes. This node is always displayed even if  no
items are defined in the Local Items namespace.

Local Items node icon General icon for a node below the Local Items node.

Local Items tag icon General icon for a tag below the Local Items node.

Online server connection root
node icon 

This  icon  represents  the  root  node  of  an  online  server
connection (the connection type is irrelevant).

Online  server  connection
node icon 

General  icon  for  a  node  below  an  online  server
connection node.

Online server  connection  tag
icon 

General icon for a tag below an online server  connection
node.

Online  server  connection
property icon 

General  icon  for  a  property  below  an  online  server
connection node.

Online  server  connection
invalidated tag icon

General  icon  for  an  invalid  tag  below  an  online  server
connection node.

Online  server  connection
invalidated property icon

General icon for an invalid property below an online server
connection node.

Offline server connection root
node icon 

This  icon  represents  the  root  node  of  an  offline  server
connection (the connection type is irrelevant).

Offline  server  connection
node icon

General  icon  for  a  node  below  an  offline  server
connection node.

Offline server  connection  tag
icon

General icon for a tag below an offline server  connection
node.

Offline  server  connection
property icon

General  icon  for  a  property  below  an  offline  server
connection node.

Offline  server  connection
invalidated tag icon

General  icon  for  an  invalid  tag  below  an  offline  server
connection node.

Offline  server  connection
invalidated property icon

General icon for an invalid property below an offline server
connection node.
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Offline server  connection  tag
icon

General icon for a tag below an offline server  connection
node.

Offline  server  connection
node icon

General  icon  for  a  node  below  an  offline  server
connection node.

Interrupted server  connection
root node icon

This icon represents an interrupted server connection.

7.2.8.4 Online Mode

The online mode is one of the states of the Local Namespace tree when the server connection
is established and the server namespace is correctly retrieved. It can be easily identified by the
colored item icons. Additionally the root node for the corresponding online server  connection is

marked with a green check mark: . The image below  shows  various  icons  representing the
online state of the server connection:

Note: The online state is only applicable for external server connections as the _System  node
and the Local Items node only have an online state (these items cannot be offline).

7.2.8.5 Offline Mode

The offline mode is one of the states of the Local Namespace tree when the server connection
is disconnected. It can be easily identified by the grayed item icons. Additionally the root node for

the corresponding server  connection is  either  marked  with  a  red  x  or  grayed  out  .  The
image below shows various icons representing the offline state of the server connection:
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Note: The online state is only applicable for external server connections as the _System  node
and the Local Items node only have an online state (these items cannot be offline).

Note: In offline mode the server namespace might be incomplete.

7.2.8.6 Checked States

The  Checked  States  page  describes  the  complete  Local  Namespace  tree  from  the
Configuration: Data Processing - Store And Forward page, from the Store And Forward Wizard -
Storage  Items  wizard  page  and  a  partial  server  namespace  displayed  on  the  OPC  Server
Wizard  -  Filter  Items  wizard  page.  The  namespace  from  the  Store  And  Forward  add-on  is
similar to the one in Local Namespace described so far. As an extra it has a checkbox to the left
of each tree item, which allows marking the respective item for monitoring. The checkboxes next
to each item can be seen in the image below:

An element of the tree can be:

marked (e.g. <emptyDA>, automatic angle change, automatic change period)

unmarked (e.g. IOP, Local Items)

partially marked, meaning the respective node has both marked and unmarked child nodes
(e.g. _System, maths, cos, sin, OPCServer_Demo)

disabled 
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Attention: All other states discussed so far: online, offline, modified and invalid still apply without
further restrictions.

The OPC  Server  Wizard -  Filter  Items  wizard page displays  a similar  tree  which  follows  the
same rules as the Store And Forward tree. The only difference is that the previously mentioned
page  displays  only  a  partial  sub-tree  of  the  Local  Namespace:  the  corresponding  server
connection namespace part:

More information about  the buttons  on the right  side in  the above image can be found on the
OPC Server Wizard - Filter Items wizard page.

7.3 dataFEED OPC Suite Configuration

In this section of the online help the user interface and the different configuration settings of the
Softing dataFEED OPC Suite Configurator are described.
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  Softing dataFEED OPC Suite - Data Sources

Add connections to external OPC Tunnel servers @ Configuration: Data Source - Tunnel
Server

Add connections to external OPC servers @ Configuration: Data Source - OPC Server

Exchange data between OPC clients @ Configuration: Data Source - Local Items

Add connections to Siemens Devices @ Configuration: Data Source - Siemens Devices

Add connections to Rockwell Devices @ Configuration: Data Source - Rockwell Devices

Add connections to Modbus Devices @ Configuration: Data Source - Modbus Devices

Add  connections  to  Mitsubishi  Devices  @  Configuration:  Data  Source  -  Mitsubishi
Devices

Add connections to B&R Devices @ Configuration: Data Source - B&R Devices

Add connections to OPC UA Servers @ Configuration: Data Source - OPC UA Server
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  Softing dataFEED OPC Suite - Data Processing

Protection against data loss @ Configuration: Data Processing - Store And Forward

Exchange data between OPC servers @ Configuration: Data Processing - Exchange

  Softing dataFEED OPC Suite - Data Destinations

Access  of  external  OPC  Tunnel  clients  to  the local  namespace @ Configuration:  Data
Destination - Tunnel Client

Access  of  external  OPC  clients  to  the  local  namespace  @  Configuration:  Data
Destination - OPC Client

Archive data to a database @ Configuration: Data Destination - Database

Archive data to a file @ Configuration: Data Destination - File

Communicate with OPC UA Clients @ Configuration: Data Destination - OPC UA Client

  Softing dataFEED OPC Suite - Settings

Configure diagnostics trace outputs to file @ Configuration: Settings - Diagnostics

Enable the integrated web server @ Configuration: Settings - Web Server

Advanced configuration settings @ Configuration: Settings - Advanced

Discover  the currently  installed  licenses  and  the  license  items  used  @  Configuration:
Settings - Licenses

  Softing dataFEED OPC Suite - General

Maintain global initial and alias values for actions of the local application @ Configuration:
Global Initial and Alias Values
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7.3.1 Data Sources

This section of the Softing dataFEED OPC Suite Online Help describes the different dataFEED
OPC Suite data sources.

  Softing dataFEED OPC Suite - Data Sources

Add connections to external OPC Tunnel servers @ Configuration: Data Source - Tunnel
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Server

Add connections to external OPC servers @ Configuration: Data Source - OPC Server

Add connections to Siemens Devices @ Configuration: Data Source - Siemens Devices

Add connections to Rockwell Devices @ Configuration: Data Source - Rockwell Devices

Add connections to Modbus Devices @ Configuration: Data Source - Modbus Devices

Add  connections  to  Mitsubishi  Devices  @  Configuration:  Data  Source  -  Mitsubishi
Devices

Add connections to B&R Devices @ Configuration: Data Source - B&R Devices

Add connections to OPC UA Servers @ Configuration: Data Source - OPC UA Server

Exchange data between OPC clients @ Configuration: Data Source - Local Items

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.1.1 Tunnel Server

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
Tunnel server data source functionality of Softing dataFEED OPC Suite.

Softing dataFEED OPC Suite can connect to several Tunnel servers, thus avoiding DCOM. The
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OPC  Tunnel  provides  you  with  a  secure  and  straightforward  cross-network  OPC
communication. The namespace elements  of  the servers  to  be addressed are integrated into
the namespace of the Softing dataFEED OPC Suite application.

A general description of the Softing OPC Tunnel can be found under Introduction - OPC Tunnel.
To see the necessary steps to configure a Tunnel server connection, start at

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.1.1.1 Configuration

To start  configuring the  Tunnel  Server  select  Tunnel  Server  from  Data  Source  group  in  the
navigator on the left. The Tunnel server main user interface is  displayed.  The main element  of
this page is the External Tunnel  Servers  list.  Each entry shown in  the list  of  the configuration
section represents a connection to a Tunnel server. 
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Note: The list is only shown and editable if a configuration has been loaded. 

Each Tunnel server  connection has  a unique name within  the configuration,  which is  given in
the Name column.

The name of  the server  will  be shown in  the namespace tree in  the Softing  dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: The name can also be an empty string, but it has to be unique. If the name of the Tunnel
server  is  empty,  the dataFEED  OPC  Suite  Configurator  tree  will  expose  the  Tunnel  server's
namespace under a node named <empty>, but the local dataFEED OPC Suite  application will
expose it to other clients directly in the root. 

The Type of each Tunnel server is displayed in the second column and the server  Address  in
the third. The type of each server can be either Tunnel DA Server or Tunnel AE Server.

Operation

From  the  Tunnel  Server  main  user  interface  certain  operations  can  be  performed  over  the
selected Tunnel  server  by using the buttons  on the  right,  by  accessing  the  context  sensitive
menu or by pressing the keyboard shortcuts. The following actions are available:
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Change  the  properties  of  the  selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new data source by using the Add button , pressing the keyboard shortcut CTRL+A
or selecting Add from the context menu.

Change advanced settings for the selected data source by using the Advanced settings button

 or selecting Advanced from the context menu.

Filter  data items  for  the selected data source by using the  Filter  button  ,  pressing  the
keyboard shortcut CTRL+F or selecting Filter from the context menu.

Perform a connection test for  the selected data source by using the Connection test  button

, pressing the keyboard shortcut CTRL+T or selecting Test from the context menu.

Delete the selected data source by using the Delete button , pressing the DEL / DELETE
key on the keyboard or selecting Delete from the context menu.

Note: If no Tunnel server connection is selected, the Add a new data source button is the only
one available. 

The Delete button  will remove the selected server connections from the list. 

The user can select more than one server connection with the help of CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.

A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.
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A dialog will  prompt  the user  to  confirm  deletion of  the inactive variable  triggers,  if  consumer
items  and/or  system  items  of  the  selected  data  sources  are  used  only  by  inactive  variable
triggers. A following delete command will remove the selected server connections from the list.

Attention: A Tunnel server connection cannot be deleted if at least one data item defined in its
namespace is used in a Processing or Data Destination action.

All  these actions  are  also  provided  in  the  context  menu  of  the  External  Tunnel  Servers  list.
Which actions are available depends on the current selection in the list. 

An example of the context menu can be seen below:
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7.3.1.1.2 Advanced Settings

The  Advanced  Settings  button  shows  a  dialog  that  allows  the  user  modify  some  default
advanced  settings.  Depending  of  the  Tunnel  server  connection  type,  different  configuration
options are available. For a Tunnel DA server connection the configuration options are organized
in two different tabs, Advanced Settings and Connection Monitoring, as shown below:

For a Tunnel AE server connection, the Advanced Settings dialog looks like this:
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Note: For Tunnel AE server connections, there is no Connection Monitoring tab in the Advanced
Settings dialog.

The following tables depict all the configuration options, each with a brief description.

Configuration options for the Advanced Settings tab:

Attribute Description

Request timeout The maximum time in  milliseconds  that  an I/O  request  to  the Tunnel  DA
server  may  take.  After  this  time,  the  request  is  canceled  in  the  local
dataFEED OPC Suite application.

Use data change Checked if the OPC notification mechanism should be used for  a  Tunnel
DA server  connection.  If  unchecked,  the  values  should  be  updated  by
synchronously reading the item cache.

Do initial read Checked if an initial read should be performed on subscription to a Tunnel
DA server.

Connection Event
Source

The  name  of  the  Event  Source  to  be  used  for  signaling  of  connection
failures at the Tunnel AE Server. 

Establish
connection

Specifies when the connection to the Tunnel server should be established.
Always  means the connection to the Tunnel server should be established
at all times. On Demand means the connection will be established only as
needed.

Connection check
period

The time  interval  in  milliseconds  at  which  the  connection  to  the  Tunnel
server is to be regularly checked. 

If  no connection to  the server  exists,  all  items  of  this  server  receive  the
"communication failure" quality.
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Force  OPC
version

This  option allows  selecting a  special  OPC  specification  interface  to  be
used for  communication with  the Tunnel  DA server.  Possible  values  are
DA V1 or DA V2.

Activate  sync
operations

Checked if synchronous operations shall be used.

Configuration options from Connection Monitoring tab:

Attribute Description

Activate
Connection
Monitoring

By checking this group box, the connection monitoring is  enabled and the
other configuration options become editable.

Data item The data item which shall be used for the heartbeat monitoring.  This  data
item will be monitored for all data changes. If an empty string is  specified
here the heartbeat connection monitoring will be turned off.

Data item path The data item  path (relevant  for  XML-DA only)  corresponding to  the data
item which shall be used for the heartbeat monitoring.

Monitoring  cycle
time

Specifies  the  time  interval  in  milliseconds  used  by  the  connection
monitoring. The heartbeat data item has to change at least once within this
time interval.

Reconnect  on
error

Checked if the server should restart if the heartbeat item reports there is no
connection to the server.

Delay  before
reconnect

The  maximum  delay  in  milliseconds  which  is  allowed  for  the  heartbeat
item.

7.3.1.1.3 Connection test

The Test  Connection  button  checks  the  Tunnel  server  connection.  The  Configurator  tries  to
connect to the Tunnel server.  A status  dialog is  shown with  the test  results.  If  the connection
was successful, various information about the server is displayed:
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If the connection to the Tunnel Server is not possible an error message indicating the error will
be logged in the Server Connection Test dialog:

7.3.1.1.4 Filter Item Properties

The properties of the Filter Item can be set when adding Filter Items and can be modified when
editing previously added Filter Items.

Add a New Filter Item

The add operation is triggered by selecting the parent  node and then pressing the Add a new

item  button , using the shortcut or selecting the Add action from the context  menu.  When
adding a new Filter Item the following two-tabbed dialog is displayed:
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Note: When you select items of type Node for which no Access Rights parameter has been set
(empty value), the only configurable parameters are the Name and the Access Rights.

The available configuration options in this dialog are described in the table below:
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Attribute Description

Type The type of the data item.

The possible types are: Node, Tag and Property.

Name The Tunnel item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.

Path The  full  Tunnel  item  path  for  the  data  item  inside  the  
dataFEED OPC Suite namespace.

Access Right The access rights for the data item.

The possible values are:  Read, Write, Read and Write.

Data Type The data type of the data item.

The possible values are described in the table below.

Comment An optional comment/note can be attached to the current data
item by using this field.

Server path - data item The OPC path for the data item on the external Tunnel server.

Server path - browsing The  OPC  browse  path  for  the  data  item,  describing  the
individual browse steps for the data item in the namespace of
the external Tunnel server.

Note: Items of type Node may have child items of any existing type.

Note: Items of type Tag may have child items of type Property.

Note:  Items  of  type  Property  cannot  have  any  children.  Therefore,  Add  is  not  available  for
properties.

The Tunnel filter data items  of  the namespace may be of  any data type covered by the OPC
Specifications.  The  following  table  describes  the  available  data  types  mapped  to  the
corresponding VARIANT types from the OPC Specification.

Data type VARIANT type Description

I1 VT_I1 8 bit signed integer.

UI1 VT_UI1 8 bit unsigned integer.

I2 VT_I2 16 bit signed integer.

UI2 VT_UI2 16 bit unsigned integer.

I4 VT_I4 32 bit signed integer.
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UI4 VT_UI4 32 bit unsigned integer.

I8 VT_I8 64 bit signed integer.

UI8 VT_UI8 64 bit unsigned integer.

R4 VT_R4 32 bit floating point.

R8 VT_R8 64 bit floating point.

BOOL VT_BOOL Boolean.

STRING VT_BSTR String.

DATETIME VT_DATE Date and time.

DECIMAL VT_CY Decimal.

ANY VT_VARIANT Any data type.

Note: Arrays of fixed and variable length are also supported for these data types. 

Modify a Filter Item

The modify operation is  triggered by selecting the node to  be modified and then pressing the

Properties  button ,  using the shortcut  or  selecting the Properties  action from  the context
menu. When modifying an existing Filter Item the following two-tabbed dialog is displayed:
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The configuration options are the same as in the above described Add a New Filter Item dialog.
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Note: The Type of the data item cannot be changed anymore.

Note: The Modify action is also triggered by double-clicking on tree items without children.

7.3.1.1.5 Filter File

Each of the Tunnel server connections configured to use a filter file will produce a file containing
the definition of the filter data items when the configuration is saved.

The files are stored in the Filter subfolder of the configuration folder. The filter file is named after
the server connection name. The filter files are plain text files, encoded in UTF-8 (thus providing
full UNICODE compatibility) and they have a line-oriented structure. The elements of  a  line are
tab-separated. For each filter data item a line is added to the file.

The following line types can be found in the Tunnel server connection filter file:

Filter item line, defining a filter data item as described in the table below.

Empty line.

Comment line, starting with #; such a line is ignored during evaluation.

A filter item line has the following format:

<TAB>Softing dataFEED OPC Suite Server ID<TAB>Softing dataFEED OPC Suite Item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment

The different elements of the line are described in the following table:

Element Description

Softing dataFEED OPC Suite
Server ID

Not used. Should be always empty string.

Softing dataFEED OPC Suite
Item ID

The Tunnel item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.

Server item ID The  OPC  item  ID  for  the  data  item  in  the  external  Tunnel
server namespace.

Server item path The OPC path for the data item on the external Tunnel server.

Server browse path The  OPC  browse  path  for  the  data  item,  describing  the
individual browse steps for the data item in the namespace of
the external Tunnel server.

Data type The  data  type  of  the  data  item.  The  possible  values  are
described in the Filter Item Properties page.
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Access Rights The access rights for the data item. The possible values are: 
r,  w,  rw  corresponding  to  read,  write,  read  and  write,
respectively.

Object Type The type of the data item. The possible types are: Node, Tag
and Property.

Comment An optional comment/note attached to the current data item.

Example:

#<TAB>Softing dataFEED OPC Suite server ID<TAB>Softing dataFEED OPC Suite item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment
#
<TAB><TAB>maths.automatic angle change<TAB>maths.automatic angle change<TAB><TAB>maths.automatic angle change<TAB>BOOL<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.automatic change period<TAB>maths.automatic change period<TAB><TAB>maths.automatic change period<TAB>UI4<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.cos<TAB>maths.cos<TAB><TAB>maths.cos<TAB>R8<TAB>r<TAB>Tag<TAB>Cosinus data item
<TAB><TAB>maths.cos|102<TAB>maths.cos#102<TAB><TAB>maths.cos|102<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|103<TAB>maths.cos#103<TAB><TAB>maths.cos|103<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|6020<TAB>maths.cos#6020<TAB><TAB>maths.cos|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.sin<TAB>maths.sin<TAB><TAB>maths.sin<TAB>R8<TAB>r<TAB>Tag<TAB>Sinus data item
<TAB><TAB>maths.sin|102<TAB>maths.sin#102<TAB><TAB>maths.sin|102<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.sin|103<TAB>maths.sin#103<TAB><TAB>maths.sin|103<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.tan<TAB>maths.tan<TAB><TAB>maths.tan<TAB>R8<TAB>r<TAB>Tag<TAB>
<TAB><TAB>maths.tan|6020<TAB>maths.tan#6020<TAB><TAB>maths.tan|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>

7.3.1.1.6 Tunnel Server Wizard

  With the Tunnel Server Wizard you can create and modify a  data source connection to  an
external Tunnel server:

Obtain  general  information about  the Tunnel  Server  Wizard @ Tunnel  Server  Wizard -
Welcome

Specify the name and the type of the Tunnel Server @ Tunnel Server Wizard - Settings

Select the address of the external Tunnel server @ Tunnel Server Wizard - Server

Specify the user name and the password for the external Tunnel server @ Tunnel Server
Wizard - Authentication

Decide if  the connection should be a Store And Forward connection  @  Tunnel  Server
Wizard - Store And Forward

Activate or deactivate the filter functionality for the connection @ Tunnel Server Wizard -
Filter

Select the corresponding filter data items @ Tunnel Server Wizard - Filter Items
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A short overview of the actions needed to define a Tunnel server connection is presented. This
page requests no input as it only shows what the wizard allows:

Specifying the name and type of the external Tunnel server connection.

Specifying the address of the external Tunnel server.

Choosing the filter data items for the selected Tunnel server.

Press the Next button to proceed with the wizard or abort the operation with the Cancel button.

Tunnel Server Wizard - Settings >>>
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On  the  Settings  wizard  page  the  Tunnel  server  connection  name  is  defined,  which  is  the
server's branch in the global namespace.

Attention: The Data Source Name must be unique. 

If you try to proceed to the next page and the Tunnel server connection name is a duplicate, an
error  dialog  will  ask  you  to  enter  a  different  item  prefix.  When  adding  a  new  Tunnel  server
connection,  you can choose the  type  of  the  Tunnel  server:  DA  Tunnel  or  AE  Tunnel  server
connection. When modifying an existing Tunnel server connection, the type of the server cannot
be changed and is therefore disabled (grayed).

Note:  If the data source name is left empty, the root item for this data source connection will be
shown in the configurator namespace tree as <EmptyDA> or as <EmptyAE> depending on the
corresponding OPC Tunnel Server type. However, in the real namespace of the local dataFEED
OPC Suite application the corresponding data items will be added directly under the root node of
the namespace of the local dataFEED OPC Suite application.

Note: It is possible to define two different Tunnel server connections with no data source name,
but only if the two server connections have different types: DA and AE,  respectively.

Continue to  the next  wizard page by pressing the Next  button,  return to  the  previous  one  by
using the Back button, or cancel the wizard by clicking the Cancel button.
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<<< Tunnel Server Wizard - Welcome Tunnel Server Wizard - Server >>>

This wizard page allows choosing the external Tunnel server to connect to. There are two ways
to specify a  Tunnel  server.  The simplest  way is  to  choose a Tunnel  server  registered on the
local computer or on another computer from the network, using the tree control provided in the
page.

The second option is to manually type the server address in the provided Address  input control
at the bottom of the page. The address must use a specific  format as described in  the Tunnel
Server Address Format section below.

Tunnel Server Address Format

To connect to a Tunnel server  the connection type,  computer  name or  IP  address  and the IP
port must be specified. The address of a Tunnel server has the following format:

<ConnectionType>://[<HostName>|<IPAddress>][:<IPPort>]

The <ConnectionType> placeholder is a pre-defined string, the corresponding values are shown
in the table below:
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 <ConnectionType> Description

tpda Tunnel Data Access

tpae Tunnel Alarms & Events

Note: To connect to a Tunnel server running on the same PC, the host name localhost or the IP
address 127.0.0.1 should be used as host name or IP address.

Examples:

tpda://localhost:56567
tpda://192.168.150.101:9950
tpae://WKSTA02:56766

Continue to  the next  wizard page by pressing the Next  button,  return to  the  previous  one  by
using the Back button, or discard the changes made so far by clicking the Cancel button.

<<< Tunnel Server Wizard - Settings Tunnel Server Wizard - Authentication >>>

This  wizard page prompts  for  credentials  to  access  the  selected  server  if  necessary.  If  the
credentials are necessary, the Activate Authentication  checkbox should be checked to  enable
the User name and Password fields for editing. 
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Activate Authentication

By checking or unchecking the Activate Authentication checkbox the user authentication for the
external  Tunnel  server  can be activated  or  deactivated  and  a  corresponding  user  name  and
password can be specified.

Connection Test

This page also offers the possibility to test the connection to the current external Tunnel server.
For the actual test the specified user name and password are used. 

To start the connection test,  use the Test  button  in  the Connection Test  section.  A new
dialog will appear on screen showing the connection test results. The Connection Test dialog is
described on the Connection Test page of the Tunnel Server chapter under Data Sources.

Note: A Tunnel AE server connection cannot be used as a Store And Forward connection and
does not provide the possibility to define filter  items.  So for  Tunnel  AE  server  connections  the
Next button is replaced by a Finish button.

<<< Tunnel Server Wizard - Server Tunnel Server Wizard - Store And Forward >>>
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On this wizard page you can configure the selected server  connection as  Store And Forward
client:

By checking the Use As Forward Client checkbox, the Tunnel server connection is configured to
act as a forward client.

In the Forward client name input field you can specify the name of the forward client  which the
corresponding Tunnel server (storage side) will use to identify the client as the forward client. 

The corresponding connection monitoring on the server/storage  side  can  only  be  used  for  a
single,  special  OPC  or  Tunnel  client.  Depending on the  configuration  on  the  server  side  this
special client is either identified by the client name or as the first connected client.

Please  note  that  the  forward  client  can  only  access  the  data  items  explicitly  defined  as
monitoring items on the server side. Here in the configurator of the local dataFEED OPC Suite
application (forward client)  all  the data items  from  the server  are  always  visible,  but  only  the
actual monitoring items can be used from the local dataFEED OPC Suite application during run
time. 

Attention: The forward client  can only access  the data items  explicitly  defined as  monitoring
items on the server side. If the forward client tries to access data items which are not defined as
monitoring  items  it  will  always  receive  the  corresponding  value  with  the  OPC  quality  BAD
(Configuration Error).
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For more details on how to configure Store And Forward see the Configuration: Data Processing
- Store And Forward page in the Store And Forward chapter under Data Processing.

<<< Tunnel Server Wizard - Authentication Tunnel Server Wizard - Filter >>>

This wizard page allows the activation or  deactivation of  the filter  functionality for  the selected
Tunnel server connection.

Filter Definition

For the Filter Definition there are two possible configuration settings:

Filter Definition Description

Deactivate Filter All items will be dynamically retrieved from the external server
and will be completely available in the namespace of the local
dataFEED OPC Suite application.

Activate Filter Only filtered items from the external server will be available in
the namespace of the local dataFEED OPC Suite application.
You can specify the filter items on the next wizard page.
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Another  option  of  this  wizard  page  allows  enabling  or  disabling  the  display  of  data  items  of
Property type in the namespace of the local dataFEED OPC Suite application.

Attention: This setting does not have any effect on the  local dataFEED OPC Suite application
during run time, it is only used to optimize the display and the handling of the namespace tree in
the dataFEED OPC Suite Configurator.

Depending on the  Filter  Definition  selection  the  Next  button  will  be  available  to  continue  the
Tunnel Server Wizard with the Filter Items  page (when the filter  functionality was  activated)  or
the Finish button will be available allowing you to finish the Tunnel Server Wizard and save the
changes. 

<<< Tunnel Server Wizard - Store And Forward Tunnel  Server  Wizard -  Filter  Items
>>>

On this wizard page the filter data items for the connection to the actual external Tunnel server
can be defined. Select the server data items you want  to  introduce into  the namespace of  the
local  dataFEED  OPC  Suite  application  from  the  corresponding  tree  control  (external  server
must be running) or import the filter definition from an external file.

If the external Tunnel server is running, the namespace of the external Tunnel server is shown in
the tree under the root node named after the actual connection. The tree is expandable and each
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item can be selected to be included in the filter file or not. The selection is downward recursive,
which means that when you include a node all  subsequent  nodes,  tags  and properties  in  that
particular branch of the namespace tree will automatically be included.

If the connection to the Tunnel server failed, the namespace tree will only contain the server root
node. However, it is possible at any time to try reconnecting to the external server and refreshing

the data by using the Refresh data items button .

Operation

Depending on the current selection in  the External  Server  Items  tree,  the following operations
are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Refresh data items (Ctrl+R) 

Delete data items (Del)

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item 

Paste to data item 

An example of the contextual menu available on Data Items tree nodes is shown below:
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Refresh data items

Refresh data items  (Ctrl+R)   operation (or  the corresponding Connect  and Refresh Data
context menu action) will try to reconnect to the Tunnel server to refresh the data items tree.

If the action succeeds the namespace tree will be refreshed in order to reflect possible changes
to the remote Tunnel server namespace. If the connection to the remote Tunnel server fails, an
error message box will be displayed:

Delete data items

Triggering Delete data items   action with the corresponding button on the right wizard side
or Delete from the context menu will remove the currently selected node from  the Data Items
namespace tree. The action has to be confirmed in the information dialog box which shows up.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is used in a Processing or Data Destination action can not be deleted.

Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  External  Server  Items  tree.
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Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste  action is provided in the context  menu of  the External  Server  Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...

<<< Tunnel Server Wizard - Filter

7.3.1.1.7 Import Wizard

The Softing Configurator allows the import of Tunnel filter items from an external file.

The external file should be a plain text tab-separated file with the specific Tunnel filter file format.

The import action can be triggered by using the Import  from  file  button ,  by pressing the
keyboard shortcut sequence CTRL+I or by selecting the Import  action in  the context  sensitive
menu.

Note: The import action is available for the root of the Tunnel server connection namespace and
for items of type Node from the namespace.

Attention: The import action is not available for items of type Tag and  Property.

Note: The names  conflicts  between the old  and new  data items  are solved by  renaming  the
newly imported items.  They are renamed by appending a two-digit  number  at  the  end  of  the
name of the first duplicated item.

When the import action is triggered the Filter Import Wizard is started.
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  The Filter Import Wizard allows importing different data items:

Select the file to be imported @ Import Wizard - Import File Selection

Examine the import results @ Import Wizard - Import Results

Softing dataFEED OPC Suite V4.49
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Each of the Tunnel server connections configured to use a filter file will produce a file containing
the definition of the filter data items when the configuration is saved. The files are stored in  the
Filter  subfolder  of  the configuration folder.  The filter  file  is  named  after  the  server  connection
name.  The  filter  files  are  plain  text  files,  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility) and they have a line-oriented structure. The elements of a line are tab-separated.
For each filter data item a line is added to the file.

The following line types can be found in the Tunnel server connection filter file:

Filter item line, defining a filter data item as described in the table below.

Empty line.

Comment line, starting with #; such a line is ignored during evaluation.

A filter item line has the following format:

<TABSofting server ID<TAB>Softing item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment

The different elements of the line are described in the following table:

Element Description

Softing server ID Not used. Should be always an empty string.

dataFEED OPC Suite item ID The OPC item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.

Server item ID The  OPC  item  ID  for  the  data  item  on  the  external  OPC
server namespace.

Server item path The OPC path for the data item in the external OPC server.
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Server browse path The  OPC  browse  path  for  the  data  item,  describing  the
individual browse steps for the data item in the namespace of
the external OPC server.

Data type The  data  type  of  the  data  item.  The  possible  values  are
described in the Filter Item Properties page.

Access rights The access rights for the data item. The possible values are: 
r,  w,  rw  corresponding  to  read,  write,  read  and  write,
respectively.

Object type The type of the data item. The possible types are: Node, Tag
and Property.

Comment An optional comment/note attached to the current data item.

Example:

#<TAB>Softing server ID<TAB>Softing item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment
#
<TAB><TAB>maths.automatic angle change<TAB>maths.automatic angle change<TAB><TAB>maths.automatic angle change<TAB>BOOL<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.automatic change period<TAB>maths.automatic change period<TAB><TAB>maths.automatic change period<TAB>UI4<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.cos<TAB>maths.cos<TAB><TAB>maths.cos<TAB>R8<TAB>r<TAB>Tag<TAB>Cosinus data item
<TAB><TAB>maths.cos|102<TAB>maths.cos#102<TAB><TAB>maths.cos|102<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|103<TAB>maths.cos#103<TAB><TAB>maths.cos|103<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|6020<TAB>maths.cos#6020<TAB><TAB>maths.cos|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.sin<TAB>maths.sin<TAB><TAB>maths.sin<TAB>R8<TAB>r<TAB>Tag<TAB>Sinus data item
<TAB><TAB>maths.sin|102<TAB>maths.sin#102<TAB><TAB>maths.sin|102<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.sin|103<TAB>maths.sin#103<TAB><TAB>maths.sin|103<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.tan<TAB>maths.tan<TAB><TAB>maths.tan<TAB>R8<TAB>r<TAB>Tag<TAB>
<TAB><TAB>maths.tan|6020<TAB>maths.tan#6020<TAB><TAB>maths.tan|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>

The Import File Selection wizard page allows you to choose a file to be imported. The file can be
selected  by  manually  typing  its  name  in  the  File  input  box  or  by  clicking  the  browse  button
located to the right of the input box (a standard file opening dialog will open).
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The file path and name should be valid (they should point to an existing file).

When you press the Next button the file path and name are verified.  If  the file  identified by the
specified file path and name does  not  exist  an error  message is  displayed.  The actual  import
begins  if  the  selected  file  is  valid.  If  the  import  takes  longer  to  complete  a  waiting  dialog  is
displayed. When the import operation is finished the Import Results page is displayed.

Import Wizard - Import Results >>>

The Import Results wizard page displays the import results.
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This  page is  the final  page of  the Filter  Import  Wizard.  A  back  button  is  not  provided  as  the
import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number of local items imported. This number includes only the items of  type Tag,  the
items of type Node are not counted.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

An Import Results example for a failed import operation can be seen below:
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When the import  wizard is  closed after  a  successful  import,  the new  items  are added to  the
current Tunnel server connection tree as a branch of the currently selected node item.

<<< Import Wizard - Import File Selection

7.3.1.1.8 Export Wizard

The dataFEED OPC Suite Configurator  allows  exporting the filter  items  belonging to  a  Tunnel
server  connection.  The  entire  namespace  tree  or  just  a  sub-branch  of  the  Tunnel  server
connection can be exported.

The resulting external file will be a tab-separated file with the specific Tunnel filter file format.

The export action can be triggered by pushing the Export button , by pressing the keyboard
shortcut CTRL+E or  by selecting the Export  action in  the context  sensitive menu.  The export
action is available for the root of the Tunnel server connection namespace and for any element
of type Node of the namespace.

Attention: The export action is not available for nodes of type Tag or Property.

The exported file will contain all the filter items from the branch of the selected node.

Note: The exported file will contain only the selected (checked) data items.

When the export action is triggered the Filter Export Wizard is started.

  The Filter Export Wizard allows exporting different data items:
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Select  the  file  the  data  items  are  to  be  exported  to  @  Export  Wizard  -  Export  File
Selection

Examine the export results @ Export Wizard - Export Results

Softing dataFEED OPC Suite V4.49
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The Export  File  Selection wizard page allows  you to  choose a file  name and  location  for  the
exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the browse button located to the right of the input box (a standard file saving dialog
will open).

When the Next button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
name already exists, a message box will ask whether to overwrite the existing file or not (select
another file). The actual filter export operation begins if the path to the file is valid and either a file
with the specified name does not exist or it exists and overwrite has been chosen.

When the export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>
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The Export Results wizard page displays the export results as shown in the image below:

This  page is  the final  page of  the Filter  Export  Wizard.  A back  button  is  not  provided  as  the
export action cannot be undone. The export can be successful or it can fail:

1. After a successful export the results page contains the following information:

The absolute path of the exported file.

The number of filter items exported. This number includes  only the items  of  type Tag and
Property, the data items of type Node are not counted.

The confirmation message that the export was successful.

2. After a failed export the results page contains the following information:

The reason why the export failed.

The confirmation message that the export failed.

An Export Results example for a failed export operation can be seen below:
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See the Import Wizard chapter for a description of the import operation.

<<< Export Wizard - Export File Selection

7.3.1.2 OPC Server

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
OPC server data source functionality of Softing dataFEED OPC Suite.

Softing dataFEED OPC Suite can access and capture data from any OPC DA or OPC XML-DA
server.  Data  can  be  then  processed,  saved,  analyzed  or  transferred  by  using  the  Data
Processing and/or Data Destination functionalities of dataFEED OPC Suite. The way dataFEED
OPC Suite handles this is by opening individual  OPC  server  connections  to  the external  OPC
servers.  The  namespace  elements  of  the  servers  to  be  addressed  are  integrated  into  the
namespace of the local dataFEED OPC Suite application. 
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To see the necessary steps to configure an OPC server connection, start at the Configuration:
Data Source - OPC Server page. 

Softing dataFEED OPC Suite V4.49
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7.3.1.2.1 Configuration

To start configuring the connection to an external OPC Server select OPC Server from the Data
Source group in the navigator on the left. The Data Source - OPC Server main user interface is
displayed. The main element of this page is the External OPC Servers  list. Each entry shown in
the list of the configuration section represents a connection to an external OPC server:
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Note: The list is only shown and editable if a configuration has been loaded. 

Each OPC server connection has a unique name within the configuration, which is given in the
Name column.

The name of  the server  will  be shown in  the namespace tree in  the Softing  dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: The name can also be an empty string, but it has to be unique. If the name of  the OPC
server  is  empty,  the  dataFEED  OPC  Suite  Configurator  tree  will  expose  the  OPC  server's
namespace under a node named <empty>, but the local dataFEED OPC Suite  application will
expose it to other clients directly in the root. 

The type of each OPC server is displayed in the second column, and the server Address  in the
third. The type of each server can be either OPC DA Server or OPC AE Server.

Attention:  For  correct  OPC  DA/AE  functionality  (DCOM  based  protocols)  on  PCs  running
Windows 10, please ensure that the 1803 OS version is used (build 17134.48).

Operation
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From  the  OPC  Server  main  user  interface  certain  operations  can  be  performed  over  the
selected OPC server by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new data source by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Change advanced settings  for  the selected data source  by  using  the  Advanced  settings

button  or selecting Advanced from the context menu.

Filter data items for the selected data source by using the Filter  button ,  pressing the
keyboard shortcut CTRL+F or selecting Filter from the context menu.

Perform a connection test for the selected data source by using the Connection test button

, pressing the keyboard shortcut CTRL+T or selecting Test from the context menu.

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Note: If no OPC server connection is selected, the Add a new data source button is the only one
available. 

The Delete button  will remove the selected server connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.

A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.
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A dialog will  prompt  the user  to  confirm  deletion of  the inactive variable  triggers,  if  consumer
items  and/or  system  items  of  the  selected  data  sources  are  used  only  by  inactive  variable
triggers. A following delete command will remove the selected server connections from the list.

Attention: An OPC server connection cannot be deleted if at least one data item defined in  its
namespace is used in a Processing or Data Destination action.

All these actions are also provided in the context menu of the External OPC Server list.  Which
actions are available depends on the current selection in the list. 

An example of the context menu can be seen below:
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7.3.1.2.2 Advanced Settings

The Advanced Settings  button shows  a dialog that  allows  the user  to  modify some advanced
settings for the selected server connection. Depending on the external OPC server  connection
type,  different  configuration  options  are  available.  For  an  OPC  DA  and  XML-DA  server
connection the configuration options are organized in two different tabs, Advanced Settings  and
Connection Monitoring, as shown below:

For an OPC AE server connection the Advanced Settings dialog looks like this:
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Note: For OPC AE server connections, there is no Connection Monitoring tab in the Advanced
Settings dialog.

The following tables depict all the configuration options, each with a brief description.

Configuration options for Advanced Settings:

Attribute Description

Request timeout The maximum time in milliseconds that an I/O request to  the
Tunnel  DA  server  may  take.  After  this  time,  the  request  is
canceled in the local dataFEED OPC Suite application.

Use data change Checked if the OPC  notification mechanism  should be used
for  an OPC  DA server  connection.  If  unchecked,  the  values
should be updated by synchronously reading the item cache.

Do initial read Checked if an initial read should be performed on subscription
to an OPC DA server.

Connection Event Source The  name  of  the  Event  Source  to  be  used  for  signaling  of
connection failures at the OPC AE Server. 

Establish connection Specifies when the connection to  the OPC  server  should be
established. Always means the connection to the OPC server
should be established  at  all  times.  On  Demand  means  the
connection will be established only as needed.

Connection check period The time interval  in  milliseconds  at  which  the  connection  to
the OPC server is to be regularly checked. 

If  no connection to  the server  exists,  all  items  of  this  server
receive the "communication failure" quality.
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Force OPC version This  option  allows  selecting  a  special  OPC  specification
interface  to  be  used  for  communication  with  the  OPC  DA
server. Possible values are DA V1 or DA V2.

Activate sync operations Checked if synchronous operations shall be used.

Configuration options for Connection Monitoring:

Attribute Description

Activate Connection
Monitoring

By  checking  this  group  box,  the  connection  monitoring  is
enabled and the other configuration options become editable.

Data item The  data  item  which  shall  be  used  for  the  heartbeat
monitoring.  This  data  item  will  be  monitored  for  all  data
changes.  If  an  empty  string  is  specified  here  the  heartbeat
connection monitoring will be turned off.

Data item path The data item path (relevant for XML-DA only)  corresponding
to  the  data  item  which  shall  be  used  for  the  heartbeat
monitoring.

Monitoring cycle time Specifies  the  time  interval  in  milliseconds  used  by  the
connection monitoring. The heartbeat data item has to change
at least once within this time interval.

Reconnect on error Checked  if  the  server  should  restart  if  the  heartbeat  item
reports there is no connection to the server.

Delay before reconnect The maximum delay in milliseconds  which is  allowed for  the
heartbeat item.

7.3.1.2.3 Connection test

The Test  Connection  button   checks  the OPC  server  connection.  The  dataFEED  OPC
Suite Configurator tries to connect to the external OPC server. A dialog is  shown with  the test
results. If the connection was successful, various information about the server is also displayed:
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If no connection could be established, the following dialog box is displayed:

7.3.1.2.4 Filter Item Properties

The properties of the Filter Item can be set when adding Filter Items and can be modified when
editing previously added Filter Items.

Add a New Filter Item

The add operation is triggered by selecting the parent  node and then pressing the Add a new

item button  , using the shortcut or selecting the Add action from the context menu. When
adding a new Filter Item the following two-tabbed dialog is displayed:
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Note: When you select items of type Node for which no Access Rights parameter has been set
(empty value), the only configurable parameters are the Name and the Access Rights.

The available configuration options in this dialog are described in the table below:
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Attribute Description

Type The type of the data item.

The possible types are: Node, Tag and Property.

Name The OPC item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.

Server ID The full OPC item path for the data item inside the dataFEED
OPC Suite namespace.

Access rights The access rights for the data item.

The possible values are: Read, Write, Read and Write.

Data type The data type of the data item.

The possible values are described in the table below.

Comment An optional comment/note can be attached to the current data
item by using this field.

Server item path The OPC path for the data item on the external OPC server.

Server browse path The  OPC  browse  path  for  the  data  item,  describing  the
individual browse steps for the data item in the namespace of
the external OPC server.

Note: Items of type Node may have child items of any existing type.

Note: Items of type Tag may have child items of type Property.

Note:  Items  of  type  Property  cannot  have  any  children.  Therefore,  Add  is  not  available  for
properties.

The OPC  filter  data items  of  the namespace may be  of  any  data  type  covered  by  the  OPC
Specifications.  The  following  table  describes  the  available  data  types  mapped  to  the
corresponding VARIANT types from the OPC Specification.

Data type VARIANT type Description

I1 VT_I1 8 bit signed integer.

UI1 VT_UI1 8 bit unsigned integer.

I2 VT_I2 16 bit signed integer.

UI2 VT_UI2 16 bit unsigned integer.

I4 VT_I4 32 bit signed integer.
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UI4 VT_UI4 32 bit unsigned integer.

I8 VT_I8 64 bit signed integer.

UI8 VT_UI8 64 bit unsigned integer.

R4 VT_R4 32 bit floating point.

R8 VT_R8 64 bit floating point.

BOOL VT_BOOL Boolean.

STRING VT_BSTR String.

DATETIME VT_DATE Date and time.

DECIMAL VT_CY Decimal.

ANY VT_VARIANT Any data type.

Note: Arrays of fixed and variable length are also supported for these data types. 

Modify a Filter Item

The modify operation is  triggered by selecting the node to  be modified and then pressing the

Properties  button ,  using the shortcut  or  selecting the Properties  action from  the context
menu. When modifying an existing Filter Item the following two-tabbed dialog is displayed:
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The configuration options are the same as in the above described Add a New Filter Item dialog.
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Note: The Type of the data item cannot be changed anymore.

Note: The Modify action is also triggered by double-clicking on tree items without children.

7.3.1.2.5 Filter File

Each of the OPC server connections configured to use a filter file will produce a file  containing
the definition of the filter data items when the configuration is saved.

The files are stored in the Filter subfolder of the configuration folder. The filter file is named after
the server connection name. The filter files are plain text files, encoded in UTF-8 (thus providing
full UNICODE compatibility) and they have a line-oriented structure. The elements of  a  line are
tab-separated. For each filter data item a line is added to the file.

The following line types can be found in the OPC server connection filter file:

Filter item line, defining a filter data item as described in the table below.

Empty line.

Comment line, starting with #; such a line is ignored during evaluation.

A filter item line has the following format:

<TABSofting server ID<TAB>Softing item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment

The different elements of the line are described in the following table:

Element Description

Softing server ID Not used. Should be always an empty string.

dataFEED OPC Suite item ID The OPC item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.

Server item ID The OPC item ID for the data item in the external OPC server
namespace.

Server item path The OPC path for the data item on the external OPC server.

Server browse path The  OPC  browse  path  for  the  data  item,  describing  the
individual browse steps for the data item in the namespace of
the external OPC server.

Data type The  data  type  of  the  data  item.  The  possible  values  are
described in the Filter Item Properties page.

Access rights The access rights for the data item. The possible values are:
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r,  w,  rw  corresponding  to  read,  write,  read  and  write,
respectively.

Object type The type of the data item. The possible types are: Node, Tag
and Property.

Comment An optional comment/note attached to the current data item.

Example:

#<TAB>Softing server ID<TAB>Softing item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment
#
<TAB><TAB>maths.automatic angle change<TAB>maths.automatic angle change<TAB><TAB>maths.automatic angle change<TAB>BOOL<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.automatic change period<TAB>maths.automatic change period<TAB><TAB>maths.automatic change period<TAB>UI4<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.cos<TAB>maths.cos<TAB><TAB>maths.cos<TAB>R8<TAB>r<TAB>Tag<TAB>Cosinus data item
<TAB><TAB>maths.cos|102<TAB>maths.cos#102<TAB><TAB>maths.cos|102<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|103<TAB>maths.cos#103<TAB><TAB>maths.cos|103<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|6020<TAB>maths.cos#6020<TAB><TAB>maths.cos|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.sin<TAB>maths.sin<TAB><TAB>maths.sin<TAB>R8<TAB>r<TAB>Tag<TAB>Sinus data item
<TAB><TAB>maths.sin|102<TAB>maths.sin#102<TAB><TAB>maths.sin|102<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.sin|103<TAB>maths.sin#103<TAB><TAB>maths.sin|103<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.tan<TAB>maths.tan<TAB><TAB>maths.tan<TAB>R8<TAB>r<TAB>Tag<TAB>
<TAB><TAB>maths.tan|6020<TAB>maths.tan#6020<TAB><TAB>maths.tan|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>

7.3.1.2.6 OPC Server Wizard

  With  the OPC  Server  Wizard you can create and modify a  data source  connection  to  an
external OPC server:

Obtain  general  information  about  the  OPC  Server  Wizard  @  OPC  Server  Wizard  -
Welcome

Specify the name and the type of the OPC Server  connection @ OPC  Server  Wizard -
Settings

Select the address of the external OPC server @ OPC Server Wizard - Server

Specify the user  name and the password for  the external  OPC  server  @ OPC  Server
Wizard - Authentication

Decide  if  the  connection  should  be  a  Store  And  Forward  connection  @  OPC  Server
Wizard - Store And Forward

Activate or deactivate the filter  functionality for  the connection @ OPC  Server  Wizard -
Filter

Select the corresponding filter data items @ OPC Server Wizard - Filter Items
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With  the  OPC  Server  Wizard  you  can  create  and  modify  a  data  source  connection  to  an
external OPC server:

Specify the name and type of the external OPC server connection.

Specify the address of the external OPC server.

Select the filter data items for the selected data source.

Press the Next button to proceed with the wizard or abort the operation with the Cancel button.

OPC Server Wizard - Settings >>>
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On this wizard page the basic settings of the data source connection to an external OPC server
are configured:

Data Source Name

In the Data Source Name field you can specify the name of the data source. This name is also
always used as the name of the root node for the specified data source. Therefore, it has to be
unique throughout the whole configuration. 

Attention: The data source name must be unique throughout the whole configuration and must
not contain any namespace or property delimiter characters like '.' or '|'. 

Server Type

In the Server Type field you can select the type of the external OPC server for the specified data
source. The following OPC Server types are possible:

OPC DA Server: OPC Data Access Server.

OPC AE Server: OPC Alarms and Events Server.

XML-DA Server: OPC XML Data Access Server.
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You can specify one empty data source name for each server type per configuration. The data
items of this single data source will be directly added to the root node of the namespace of the
local application.

Note: If the data source name is left empty, the root item for this data source connection will be
shown in the configurator namespace tree as <EmptyDA> or as <EmptyAE> depending on the
selected OPC server type. However, in the real namespace of the local  dataFEED  OPC  Suite
application  the  corresponding  data  items  will  be  added  directly  under  the  root  node  of  the
namespace of the local dataFEED OPC Suite application.

<<< OPC Server Wizard - Welcome OPC Server Wizard - Server >>>

On this wizard page the external OPC server is defined for the selected data source connection:

OPC Server

Select one of the discovered OPC servers from the Found OPC Servers list or manually specify
the corresponding server address in the Address  input field at  the bottom  of  this  wizard page.
The OPC server  discovery supports  only OPC  DA and OPC  AE servers,  however.  For  OPC
XML-DA servers the address always needs to be entered manually in the corresponding field.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 227

Selected OPC Server

Specify the  address  of  the  external  OPC  server  manually  if  necessary  for  this  OPC  server
connection.  The address  must  always  be specified in  one  of  the  address  formats  described
below in the OPC Server Address Format section.

OPC Server Address Format

The address  format  of  a  connection  to  an  external  OPC  server  depends  on  the  type  of  the
server.

1. OPC DA and OPC AE servers

<ConnectionType>://<HostName>/<ProgramID>/{ClassID}

or

<ConnectionType>://<IPAddress>/<ProgramID>/{ClassID}

The <ConnectionType> placeholder is a pre-defined string, the corresponding values are shown
in the table below:

<ConnectionType> Description

opcda Connection to an external OPC Data Access server.

opcae Connection to an external OPC Alarms & Events server.

The <ProgramID> and <ClassID> placeholders are the corresponding OPC / DCOM identities
that  are  used  for  registering  the  external  OPC  server  in  the  PC.  The  <HostName>  and
<IPAddress> placeholders specify the host name and the IP  address  of  the PC  on which the
external OPC server is running.

Note: To connect to an OPC server running on the same PC, the host name localhost or the IP
address 127.0.0.1 should be used as host name or IP address.

Examples:

opcda:///Softing.OPCToolboxCSmpl.Namespace.DA/{3E0289BA-34CA-445b-9EC1-B59F3F482683} 
opcda://172.17.3.157/Softing.OPC.S7.DA/{6F17505C-4351-46AC-BC1E-CDE34BB53FAA}
opcda://WRT3-2KPRO/Softing.OPCToolboxDemo_ServerDA/{2e565242-b238-11d3-842d-0008c779d775}
opcae:///Softing.OPCToolboxDemo_ServerAE.1/{2E565243-B238-11D3-842D-0008C779D775} 

2. OPC XML-DA servers

http://<HostName>:<PortNumber>[/<AddressSuffix>]

or 
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http://<IPAddress>:<PortNumber>[/<AddressSuffix>]

The <HostName> and <IPAddress> placeholders specify the host name and the IP address of
the  PC  on  which  the  external  OPC  server  is  running.  The  <AddressSuffix>  placeholder  is
optional and depends on the configuration of the external OPC server.

Note: To connect to an OPC server running on the same PC, the host name localhost or the IP
address 127.0.0.1 should be used as host name or IP address.

Examples:

http://localhost:8080/DA
http://172.0.0.1:8079/OPC/DA
http://172.17.3.155:8090

<<< OPC Server Wizard - Settings OPC Server Wizard - Authentication >>>

On this wizard page the user authentication for the external  OPC  server  can be activated and
configured by providing a corresponding user name and password.
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Activate Authentication

By checking or unchecking the Activate Authentication checkbox the user authentication for the
external  OPC  server  can  be  activated  or  deactivated  and  a  corresponding  user  name  and
password can be specified.

Connection Test

This page also offers the possibility to test the connection to  the current  external  OPC  server.
For the actual test the specified user name and password are used. 

To start the connection test,  use the Test  button  in  the Connection Test  section.  A new
dialog will appear on screen showing the connection test results. The Connection Test dialog is
described on the Connection Test page of the OPC Server chapter under Data Sources.

Note: An OPC AE server connection cannot be used as a Store And Forward connection and
does not provide the possibility to define filter items. So for OPC AE server connections the Next
button is replaced by a Finish button.

<<< OPC Server Wizard - Server OPC Server Wizard - Store And Forward >>>

On this wizard page you can configure the selected server  connection as  Store And Forward
client:
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By checking the Use As Forward Client checkbox, the OPC server connection is configured to
act as a forward client.

In the Forward client name input field you can specify the name of the forward client  which the
corresponding OPC server (storage side) will use to identify the client as the forward client. 

The corresponding connection monitoring on the server/storage  side  can  only  be  used  for  a
single,  special  OPC  or  Tunnel  client.  Depending on the  configuration  on  the  server  side  this
special client is either identified by the client name or as the first connected client.

Please  note  that  the  forward  client  can  only  access  the  data  items  explicitly  defined  as
monitoring items on the server side. Here in the configurator of the local dataFEED OPC Suite
application (forward client)  all  the data items  from  the server  are  always  visible,  but  only  the
actual monitoring items can be used from the local dataFEED OPC Suite application during run
time. 

Attention: The forward client  can only access  the data items  explicitly  defined as  monitoring
items on the server side. If the forward client tries to access data items which are not defined as
monitoring  items  it  will  always  receive  the  corresponding  value  with  the  OPC  quality  BAD
(Configuration Error).

For more details on how to configure Store And Forward see the Configuration: Data Processing
- Store And Forward page in the Store And Forward chapter under Data Processing.

<<< OPC Server Wizard - Authentication OPC Server Wizard - Filter >>>
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On this wizard page you can activate or  deactivate the filter  functionality for  the selected data
source.

Filter Definition

For the Filter Definition there are two possible configuration settings:

Filter Definition Description

Deactivate Filter All items will be dynamically retrieved from the external server
and will be completely available in the namespace of the local
dataFEED OPC Suite application.

Activate Filter Only filtered items from the external server will be available in
the namespace of the local dataFEED OPC Suite application.
You can specify the filter items on the next wizard page.

Another option of this wizard page allows enabling or disabling the display of  data items  of  the
Property type in the namespace of the local dataFEED OPC Suite application.
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Attention: This setting does not have any effect on the local dataFEED OPC  Suite  application
during run time, it is only used to optimize the display and the handling of the namespace tree in
the dataFEED OPC Suite Configurator.

Depending on the Filter Definition selection the Next button will be available to continue the OPC
Server Wizard with the Filter Items page (when the filter functionality was activated) or the Finish
button will be available allowing you to finish the OPC Server Wizard and save the changes. 

<<< OPC Server Wizard - Store And Forward OPC  Server  Wizard  -  Filter  Items
>>>

On this wizard page the filter data items  for  the connection to  the actual  external  OPC  server
can be defined. Select the server data items you want  to  introduce into  the namespace of  the
local  dataFEED  OPC  Suite  application  from  the  corresponding  tree  control  (external  server
must be running) or import the filter definition from an external file.

If the external OPC server is running, the namespace of the external OPC server is shown in the
tree under the root node named after  the actual  connection.  The tree is  expandable and each
item can be selected to be included in the filter file or not. The selection is downward recursive,
which means that when you include a node all  subsequent  nodes,  tags  and properties  in  that
particular branch of the namespace tree will automatically be included.
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If the connection to the OPC server failed, the namespace tree will only contain the server root
node. However, it is possible at any time to try reconnecting to the external server and refreshing

the data by using the Refresh data items button  .

Operation

Depending on the current selection in  the External  Server  Items  tree,  the following operations
are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Refresh data items (Ctrl+R) 

Delete data items (Del) 

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item(s)

Paste to data item(s)

An example of the contextual menu available on Data Items tree nodes is shown below:
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Refresh data items

The Refresh data items  (Ctrl+R)   operation (or  the corresponding  Connect  and  Refresh
Data context menu action) will try to reconnect to the OPC server to refresh the data items tree.

If the action succeeds the namespace tree will be refreshed in order to reflect possible changes
to the external  OPC  server  namespace.  If  the connection to  the remote OPC  server  fails,  an
error message box will be displayed:

Delete data items

Triggering the Delete data items   action with the corresponding button on the right  wizard
side or  Delete  from  the context  menu will  remove the currently selected node  from  the  Data
Items namespace tree.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.

Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  External  Server  Items  tree.
Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the context  menu of  the External  Server  Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
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currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...

<<< OPC Server Wizard - Filter

7.3.1.2.7 Import Wizard

The Softing Configurator allows the import of OPC filter items from an external file.

The external file should be a plain text tab-separated file with the specific OPC filter file format.

The import action can be triggered by using the Import  from  file  button ,  by pressing the
keyboard shortcut CTRL+I or by selecting the Import action in the context sensitive menu.

Note: The import action is available for the root of the OPC server connection namespace and
for items of type Node from the namespace.

Attention: The import action is not available for items of type Tag and Property.

Note: Name conflicts between the old  and new  data items  are solved by renaming the newly
imported items. They are renamed by appending a two-digit number at the end of  the name of
the first duplicated item.

When the import action is triggered the Filter Import Wizard is started.

  The Filter Import Wizard allows importing different data items:

Select the file to be imported @ Import Wizard - Import File Selection

Examine the import results @ Import Wizard - Import Results
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Each of the OPC server connections configured to use a filter file will produce a file  containing
the definition of the filter data items when the configuration is saved.

The files are stored in the Filter subfolder of the configuration folder. The filter file is named after
the server connection name. The filter files are plain text files, encoded in UTF-8 (thus providing
full UNICODE compatibility) and they have a line-oriented structure. The elements of  a  line are
tab-separated. For each filter data item a line is added to the file.

The following line types can be found in the OPC server connection filter file:

Filter item line, defining a filter data item as described in the table below.

Empty line.

Comment line, starting with #; such a line is ignored during evaluation.

A filter item line has the following format:

<TABSofting server ID<TAB>Softing item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment

The different elements of the line are described in the following table:

Element Description

Softing server ID Not used. Should be always an empty string.

dataFEED OPC Suite item ID The OPC item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.

Server item ID The OPC item ID for the data item in the external OPC server
namespace.

Server item path The OPC path for the data item on the external OPC server.

Server browse path The  OPC  browse  path  for  the  data  item,  describing  the
individual browse steps for the data item in the namespace of
the external OPC server.

Data type The  data  type  of  the  data  item.  The  possible  values  are
described in the Filter Item Properties page.

Access rights The access rights for the data item.The possible values are: r,
w,  rw  corresponding  to  read,  write,  read  and  write,
respectively.

Object type The type of the data item. The possible types are: Node, Tag
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and Property.

Comment An optional comment/note attached to the current data item.

Example:

#<TAB>Softing server ID<TAB>Softing item ID<TAB>Server item ID<TAB>Server item path<TAB>Server browse path<TAB>Data type<TAB>Access Rights<TAB>Object Type<TAB>Comment
#
<TAB><TAB>maths.automatic angle change<TAB>maths.automatic angle change<TAB><TAB>maths.automatic angle change<TAB>BOOL<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.automatic change period<TAB>maths.automatic change period<TAB><TAB>maths.automatic change period<TAB>UI4<TAB>rw<TAB>Tag<TAB>
<TAB><TAB>maths.cos<TAB>maths.cos<TAB><TAB>maths.cos<TAB>R8<TAB>r<TAB>Tag<TAB>Cosinus data item
<TAB><TAB>maths.cos|102<TAB>maths.cos#102<TAB><TAB>maths.cos|102<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|103<TAB>maths.cos#103<TAB><TAB>maths.cos|103<TAB>R8<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.cos|6020<TAB>maths.cos#6020<TAB><TAB>maths.cos|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>
<TAB><TAB>maths.sin<TAB>maths.sin<TAB><TAB>maths.sin<TAB>R8<TAB>r<TAB>Tag<TAB>Sinus data item
<TAB><TAB>maths.sin|102<TAB>maths.sin#102<TAB><TAB>maths.sin|102<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.sin|103<TAB>maths.sin#103<TAB><TAB>maths.sin|103<TAB>R8<TAB>r<TAB>Property<TAB>
<TAB><TAB>maths.tan<TAB>maths.tan<TAB><TAB>maths.tan<TAB>R8<TAB>r<TAB>Tag<TAB>
<TAB><TAB>maths.tan|6020<TAB>maths.tan#6020<TAB><TAB>maths.tan|6020<TAB>UI2<TAB>rw<TAB>Property<TAB>

The Import File Selection wizard page allows you to choose a file to be imported.

The file  can be selected by manually typing its  name  in  the  File  input  box  or  by  clicking  the
browse button located to the right of the input box (a standard file selection dialog will open).

The file path and name should be valid (they should point to an existing file).

When you press the Next button the file path and name are verified.  If  the file  identified by the
specified file path and name does  not  exist  an error  message is  displayed.  The actual  import
begins  if  the  selected  file  is  valid.  If  the  import  takes  longer  to  complete  a  waiting  dialog  is
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displayed. When the import operation is finished the Filter Import Results page is displayed.

Import Wizard - Import Results >>>

The Import Results wizard page displays the import results.

This  page is  the final  page of  the Filter  Import  Wizard.  A  back  button  is  not  provided  as  the
import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number of local items imported. This number includes only the items of  type Tag,  the
items of type Node are not counted.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

An Import Results example for a failed import operation can be seen below:
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When the import  wizard is  closed after  a  successful  import,  the new  items  are added to  the
current OPC server connection tree as a branch of the currently selected node item.

<<< Import Wizard - Import File Selection

7.3.1.2.8 Export Wizard

The dataFEED  OPC  Suite  Configurator  allows  exporting the filter  items  belonging to  an OPC
server  connection.  The  entire  namespace  tree  or  just  a  sub-branch  of  the  OPC  server
connection can be exported.

The resulting external file will be a tab-separated file with the specific OPC filter file format.

The export action can be triggered by pushing the Export button , by pressing the keyboard
shortcut CTRL+E or  by selecting the Export  action in  the context  sensitive menu.  The export
action is available for the root of the OPC server connection namespace and for any element of
type Node of the namespace.

Attention: The export action is not available for nodes of type Tag or Property.

The exported file will contain all the filter items from the branch of the selected node.

Note: The exported file will contain only the selected (checked) data items.

When the export action is triggered the Filter Export Wizard is started.

  The Filter Export Wizard allows exporting different data items:
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Select  the  file  the  data  items  are  to  be  exported  to  @  Export  Wizard  -  Export  File
Selection

Examine the export results @ Export Wizard - Export Results

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Export  File  Selection wizard page allows  you to  choose a file  name and  location  for  the
exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the browse button located to the right of the input box (a standard file saving dialog
will open).

When the Next button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
name already exists, a message box will ask whether to overwrite the existing file or not (select
another file). The actual filter export operation begins if the path to the file is valid and either a file
with the specified name does not exist or it exists and overwrite has been chosen.

When the export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>
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The Export Results wizard page displays the export results as shown in the image below:

This  page is  the final  page of  the Filter  Export  Wizard.  A back  button  is  not  provided  as  the
export action cannot be undone. The export can be successful or it can fail:

1. After a successful export the results page contains the following information:

The absolute path of the exported file.

The number of filter items exported. This number includes  only the items  of  type Tag and
Property, the data items of type Node are not counted.

The confirmation message that the export was successful.

2. After a failed export the results page contains the following information:

The reason why the export failed.

The confirmation message that the export failed.

An Export Results example for a failed export operation can be seen below:
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<<< Export Wizard - Export File Selection

7.3.1.3 Local Items

This section of the Softing dataFEED OPC Suite Online Help describes how to configure Local
Items within Softing dataFEED OPC Suite.

Local Items are used to build up a static namespace for  the OPC  Client2Client  functionality of
Softing  dataFEED  OPC  Suite,  which  allows  direct  communication  between  different  OPC
Clients  without  direct  access  to  an  OPC  Server.  See  Introduction  -  OPC  Client2Client  for  a
detailed introduction to the OPC Client2Client functionality.
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A detailed description of how to configure the OPC  Client  data destination functionality can be
found in the Configuration: Data Source - Local Items section.

Softing dataFEED OPC Suite V4.49
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7.3.1.3.1 Configuration

The  Local  Items  namespace  is  configured  in  the  Local  Items  main  user  interface.  The
configuration page can be reached by selecting Local Items from the Data Source section of the
left navigation panel. The Local Items main configuration page will be displayed. For more details
about the OPC Local Items see the Local Items page.
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Local Items Tree Handling

From the Local Items  main user interface certain operations can be performed on the selected
items by using the buttons on the right,  accessing the context  sensitive menu or  by using the
keyboard shortcuts. The following actions are available:

Change the properties of the selected item (or  change the properties  of  the root  node)  by

using the Properties  button , pressing the keyboard shortcut CTRL+P or selecting the
Properties action from the context menu.

Add  a  new  item  under  the  selected  node  by  using  the  Add  button  ,  pressing  the
keyboard shortcut CTRL+A or selecting the Add action from the context menu.

Copy and paste the local item and all of its children by selecting the Copy and Paste actions
from the context menu.

Change Advanced Settings by using the Advanced settings button .

Import from file  by using the Import  from  file  button ,  pressing the keyboard shortcut
CTRL+I or selecting the Import action from the root node's context menu.

Export to file by using the Export to file button , pressing the keyboard shortcut  CTRL
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+E or selecting the Export action from any node's context menu.

Delete the selected local item using the Delete data item button , pressing the DELETE
key or selecting the Delete action from the context menu.

A dialog will inform the user that the item cannot be deleted, if the item is used by active
variable triggers or other modules.

A dialog will prompt the user to confirm deletion of the item and inactive variable triggers, if
the item is used only by inactive variable triggers.

The available  context  menu options  depend on the current  selection in  the tree.  Multiple  item
selection is not allowed. An example of the root node context menu can be seen below:
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An example of the context menu available for items of the Node type can be seen below:

Attention: The Local Items root node cannot be deleted. A local item which is being used in any
consumer cannot be deleted, either.

Note: The copy/paste actions work on the selected node or on the whole selected branch. The
copy action is not available for the Local Items root node, and the paste action is not available for
items of type Tag because they cannot have any children.

Note: The Export  action is  not  available  for  items  of  type Tag,  and  the  Import  action  is  only
available for the Local Items root node.

Local Items Attributes

Each local item has an item ID and a data type.

Attribute Description

ID The fully qualified item ID (Local Item ID). This is the full path in the namespace of
the Local Items tree.

Data type The data type of the item. 

The possible data type values are described below, mapped to the corresponding
VARIANT types. 

Note: All local items have the access rights "Read and Write" by default.

The status bar contains information about the selected local item: the item type, the item ID and



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 247

for items of type Tag also the item data type.

For a detailed description of how to add or modify local items see the Properties page.

7.3.1.3.2 Properties

The Local Items list allows adding new local items and modifying the existing ones.

Add a New Local Item

The add operation is triggered by selecting the parent  node and then pressing the Add a new

item  button ,  using the keyboard shortcut  CTRL+A or  selecting  the  Add  action  from  the
context  menu.  The Add action is  available  for  the root  node item  and  for  other  items  of  type
Node.

Note: A tag cannot have any children, so Add is not available for tags.

Invoking the Add action brings up the following dialog:

The following local item properties can be selected in this dialog:
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the item class or type, which can be Node or Tag

the local item name. It should be unique for its level in the tree. It is  available for both items
of type Node and Tag.

the local item data type. It is available only for items of type Tag.

the local item comment. It can be any text. It is available only for items of type Tag.

the default/initialization OPC quality. It is  available only for items of type Tag. By default this
is set to OPC_Quality_BadWaitingForInitialData (0x20).

the default/initialization OPC  value.  It  is  available  only for  items  of  type Tag having a  non
BAD (GOOD or UNCERTAIN) specified quality.

the defaut/initialization array size. It is available only for items of type Tag having a non BAD
specified quality and and ARRAY specified data type.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree,  they  are  used  for
hierarchy purposes. The items of type Tag represent actual local items.

Attention: The local items of type Node which do not have any children are not saved in the file.
When you reopen the configuration they will disappear.

The local items of the namespace can be of any data type covered by the OPC Specifications.
The following table describes  the available  data types  mapped to  the corresponding VARIANT
types from the OPC Specification.

Data type VARIANT type Description

I1 VT_I1 8 bit signed integer.

UI1 VT_UI1 8 bit unsigned integer.

I2 VT_I2 16 bit signed integer.

UI2 VT_UI2 16 bit unsigned integer.

I4 VT_I4 32 bit signed integer.

UI4 VT_UI4 32 bit unsigned integer.

I8 VT_I8 64 bit signed integer.

UI8 VT_UI8 64 bit unsigned integer.

R4 VT_R4 32 bit floating point.

R8 VT_R8 64 bit floating point.

BOOL VT_BOOL Boolean.

STRING VT_BSTR String.
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DATETIME VT_DATE Date and time.

DECIMAL VT_CY Decimal.

ANY VT_VARIANT Any data type.

Note: Arrays of fixed and variable length are also supported for these data types. 

Modify a Local Item

Modifying a local item is triggered by selecting the item and then pressing the Properties of the

selected item button , using the keyboard shortcut CTRL+P or selecting the Properties
action from the context menu. Performing the Modify action displays the following dialog:
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This dialog allows provides the same properties as the add item dialog.

Note: The local item class cannot be modified as the hierarchy of the items relies on it.

Note: The Modify action is triggered by double-clicking an item with no children.

By  default  all  specified  local  item  tags  are  initialized  with  NULL  value  and
OPC_Quality_BadWaitingForInitialData  (0x20)  quality.  This  can  be  configured  by  specified  a
defined OPC quality, a specified value based on the native data type of the corresponding item
tag and in case of being an array it can be specified also the array length - is  is  allowed only for
non BAD specified qualities.

Modifying of the Local Items root node is described in the Local Items Root page.

7.3.1.3.3 Local Items Root

The  Local  Items  root  node  is  created  by  default.  This  item  cannot  be  deleted  and  the  only
available action for the Local Items root node is renaming it.

Note: The initial name of the root node is Local Items.

Its name can be changed using the Properties  of  the selected item  button ,  by using the
CTRL+P keyboard shortcut,  or  by selecting the Properties  context  menu action.  By triggering
the properties action over the root node a dialog is displayed:

In this dialog the name of the root node can be changed.

Attention: The root node name should be unique throughout all configured data sources.

Note: The root node name can also be empty as long as it is unique.

Note: If the root  name is  empty and has  only one child  node (which may have any hierarchy
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below itself), the root node's unique child node becomes the new  Local  Items  root  node when
you save and reopen the configuration.

See the Advanced Settings page for a description of general settings.

7.3.1.3.4 Advanced Settings

The  Advanced  settings  page  allows  changing  advanced  properties  of  the  Local  Items.  The

action can be performed by clicking the Advanced Settings button  . The following dialog will
be displayed:

In this dialog the following settings can be changed:

Attributes Description

Support  dynamic
items

If this option is  checked the OPC  clients  are allowed to  create dynamic
items during the run time of the local application in the local items tree. If it
is unchecked the dynamic items creation is disabled.

A  dynamic  item  can  be  created  by  an  OPC  client  that  supports  this
feature. The syntax is the following:

<ItemName>%<DataType>

Activate  Storage
Watchdog

A client that acts logically as an OPC server has to cyclically write to the
Storage Watchdog. If the watchdog is no longer written to, the qualities of
all items are set to communication failure.

If  this  option  is  true,  the
_System.Data_Source.LocalItems.LocalItemWatchdog item is created in
the System items.

Watchdog timeout Watchdog Timeout is  the time in milliseconds within which the watchdog
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has to be cyclically written to. 

If the watchdog item is provided, it must be written to by an OPC client at
least  once  within  the  watchdog  timeout.  If  the  watchdog  item  is  not
provided, the quality changes to "communication failure" for all items.

This mechanism is used for monitoring the OPC  client  that  provides  the
values via the OPC Storage.

The Local Items tree hierarchy can be exported or imported. See the Import Wizard and Export
Wizard pages for details.

7.3.1.3.5 Local Items File

The Local Items tree is saved in a plain text file called LocalItems.txt which can be found in the
LocalItems folder under the current configuration folder.

Note: The path and the name of the local items configuration file cannot be configured.

The filter files are plain text files, encoded in UTF-8 (thus providing full UNICODE compatibility)
and they have a line-oriented structure. The elements of a line are tab-separated. For each OPC
local item a line is added to the file.

The following line types can be found in the local items file:

Local item line, defining a local item as described in the table below.

Empty line.

Comment line, starting with #; such a line is ignored during evaluation

<TAB>Local item ID<TAB>Data type<TAB>Comment<TAB>Initial Quality[<TAB>Initial Value[<TAB>Array Size of Initial Value]]

The different elements of the line are described in the following table:

Element Description

Local item ID The full local item path from the Local Items root node, including the root
node name.

Data type The data type of the data item. The possible values are described in the
Filter Item Properties page.

Initial Quality The OPC quality of the item tag at the initialization time.  If  missing it  is
set to OPC_Quality_BadWaitingForInitialData.

The specified quality values can be used:

OPC_Quality_Good (0xC0)

OPC_Quality_GoodLocalOverride (0xD8)
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OPC_Quality_Uncertain (0x40)

OPC_Quality_UncertainLastUsable (0x44)

OPC_Quality_UncertainEngunitsExceeded (0x54)

OPC_Quality_Bad (0x0)

OPC_Quality_BadWaitingForInitialData (0x20)

OPC_Quality_BadConfigError (0x4)

OPC_Quality_BadNotConnected (0x8)

OPC_Quality_BadDeviceFailure (0xC)

OPC_Quality_BadSensorFailure (0x10)

OPC_Quality_BadCommunicationError (0x18)

OPC_Quality_BadOutOfService (0x1c)

Initial Value The value of the item tag at the initialization time, this is available only for
non BAD qualities.

Array  Size  of  Initial
Value

The  array length of the initial value in case when the specified data type
is an ARRAY.

Example:

<TAB>Local item ID<TAB>Data type<TAB>Comment<TAB>Initial Quality[<TAB>Initial Value[<TAB>Array Size of Initial Value]]
#
<TAB>Local Items.Node1.Tag1<TAB>I1<TAB><TAB>0x20
<TAB>Local Items.Node1.Tag2<TAB>I1<TAB><TAB>0xC0<TAB>1

The configuration file can be managed with the dataFEED OPC Suite Configurator or it can be
manually edited.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the local  items  configuration file  is  manually edited try loading the entire  configuration in  the
dataFEED  OPC  Suite  Configurator  as  all  the configuration files  are automatically  validated  at
load-time and,  if  there are any mistakes,  an error  message will  be  displayed.  The  dialog  will
contain  an  appropriate  description  and  will  point  to  the  first  invalid  line  of  the  local  items
configuration file.

7.3.1.3.6 Import Wizard

The dataFEED OPC Suite Configurator allows the import of Local Items from an external file.

The external import file must be a plain text tab-separated file with the specific  Local  Items  file
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format.

The import action can be triggered by using the Import  from  file  button ,  by pressing the
keyboard shortcut sequence CTRL+I or by selecting the Import  action in  the context  sensitive
menu.

Note: The import action is only available for the Local Items root node.

Note:  The  names  conflicts  between  the  old  and  new  items  are  automatically  solved  by
renaming the newly imported items. They are renamed by appending a two-digit number at the
end of the name of the first duplicated item.

When the import action is triggered the Local Items Import Wizard is started.

The Local Items Import Wizard allows importing local items:

Select the file to be imported @ Import Wizard - Import File Selection

Examine the import results @ Import Wizard - Import Results

Softing dataFEED OPC Suite V4.49
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The Local Items can be imported from a text file with a specific  structure. The file should have a
line-oriented structure. The elements of a line must be tab-separated. For each line in the file a
new OPC local item is created.

The following line types can be found in the local items file:

Local item line, defining a local item as described in the below table.

Empty line.

Comment line, starting with #; such a line is ignored during evaluation

A local item line has the following format:

<TAB>Local item ID<TAB>Data type<TAB>Comment<TAB>Initial Quality[<TAB>Initial Value[<TAB>Array Size of Initial Value]]
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The different elements of the line are described in the following table:

Element Description

Local item ID The full local item path from the Local Items root node, including the root
node name.

Data type The data type of the data item. The possible values are described in the
Filter Item Properties page.

Initial quality The OPC quality of the item tag at the initialization time.  If  missing it  is
set to OPC_Quality_BadWaitingForInitialData.

Initial value The  value  of  the  item  tag  at  the  initialization  time  only  for  non  BAD
qualities.

Array  size  of  initial
value

The  array length of the initial value in case when the specified data type
is an ARRAY.

Example:

<TAB>Local item ID<TAB>Data type<TAB>Comment<TAB>Initial Quality[<TAB>Initial Value[<TAB>Array Size of Initial Value]]
#
<TAB>Local Items.Node1.Tag1<TAB>I1<TAB><TAB>0x20
<TAB>Local Items.Node1.Tag2<TAB>I1<TAB><TAB>0xC0<TAB>1

The Import File Selection wizard page allows you to choose a file to be imported.

The file  can be selected by manually typing its  name  in  the  File  input  box  or  by  clicking  the
browse button located to the right of the input box (a standard file opening dialog will open).
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The file path and name should be valid (they should point  to  an existing file).  When you press
the Next button the file path and name are verified. If the file identified by the specified file  path
and name does not exist an error message is displayed. The actual import begins if the selected
file is valid. If the import takes longer to complete a waiting dialog is displayed.

Import Wizard - Import Results >>>

The Import Results wizard page displays the import results.

This  page is  the final  page of  the Filter  Import  Wizard.  A  back  button  is  not  provided  as  the
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import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number of local items imported. This number includes only the items of  type Tag,  the
items of type Node are not counted.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid file line at which the import stopped.

The reason why the line is considered invalid.

The confirmation message that the import failed.

When the import  wizard is  closed after  a  successful  import,  the new  items  are added to  the
current Local Items tree as a branch of the root node item.

<<< Import Wizard - Import File Selection

7.3.1.3.7 Export Wizard

The dataFEED OPC Suite Configurator allows the export of full branches from the Local Items
tree. The entire Local Items tree or just a sub-branch of it can be exported.

The resulting external file will be a tab-separated file with the specific Local Items file format. 
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The export action can be triggered by pushing the Export button , by pressing the keyboard
shortcut sequence CTRL+E or by selecting the Export action in the context sensitive menu.

Note: The export action is available for the Local Items root and for items of type Node.

The exported file will contain all the items from the selected node's branch.

Note: The exported file will contain only the tags of  the selected node with  the complete node
structure from the selected node to each of the tags.

Note: If the entire Local Items  root  was  exported the resulting file  should be identical  with  the
configuration's Local Items file.

When the export action is triggered the Local Items Export Wizard is started.

The Local Items Export Wizard allows exporting local items:

Select  the  file  the  local  items  are  to  be  exported  to  @  Export  Wizard  -  Export  File
Selection

Examine the export results @ Export Wizard - Export Results

Softing dataFEED OPC Suite V4.49
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The Export  File  Selection wizard page allows  you to  choose a file  name and  location  for  the
exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the browse button located to the right of the input box (a standard file saving dialog
will open).



Softing dataFEED OPC Suite V4.49 - User Manual

260 © Softing Industrial Automation GmbH

When the Next button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
name already exists, a message box will ask whether to overwrite the existing file or not (select
another  file).  The actual  local  items  export  operation begins  if  the path to  the file  is  valid  and
either a file with the specified name does not exist or it exists and overwrite has been chosen.

When the export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>

The Export Results wizard page displays the export results as shown in the image below:
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This page is the final page of the Local Items Export Wizard. A back button is  not  provided as
the export action cannot be undone. The export can be successful or it can fail:

1. After a successful export the results page contains the following information:

The absolute path of the exported file.

The number of local items exported. This number includes only the items  of  type Tag,  the
items of type Node are not counted.

The confirmation message that the export was successful.

2. After a failed export the results page contains the following information:

The reason why the export failed.

The confirmation message that the export failed.

<<< Export Wizard - Export File Selection

7.3.1.4 Siemens Devices

This  section  of  the  Softing  dataFEED  OPC  Suite  Online  Help  describes  how  to  configure
Siemens devices within Softing dataFEED OPC Suite.
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Controllers  and  devices  data  source  makes  it  possible  to  exchange  data  between  the  field
devices  (PLCs)  of  a  wide  variety  of  manufacturers  and  OPC  clients  via  Ethernet  TCP/IP,
RFC1006.

A detailed description on how to configure access to PLC devices functionality can be found in
the Configuration section.

7.3.1.4.1 Configuration

Select  Siemens  Devices  from  the  Data  Source  group  in  the  navigator  on  the  left  to  start
configuring the connection to an external Siemens device. The Data Source - Siemens  Device
main user  interface is  displayed.  The main element  of  this  page is  the  External  Devices  list.
Each entry shown in the list of the configuration section represents a connection to an external
device.
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Note: The list is only shown and editable if a configuration has been loaded. 

Each Device connection has a unique name within the configuration, which is given in the Name
column.

The name of  the device will  be shown in  the namespace tree in  the Softing dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: Device name must be unique string within a dataFEED OPC Suite configuration. Also the
name could not contain address space delimiters, multi-byte characters, empty spaces.

The device type (second column) can be one of: S7, S7-2, S5, Send/Receive or NetLink.

The third  column is  addressing the actual  device address  which  can  be  IPv4,  Host-name  or
IPv6.

Parameters column contains  various  attributes  of  the connection like:  PLC  header  type,  write
allowed, ports, communication protocol.

Operation

From the Siemens Devices main user interface certain  operations  can be performed over  the
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selected connection by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new connection by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Change global settings for the selected data source by using the Global settings button 
.

Change advanced settings  for  the selected data source  by  using  the  Advanced  settings

button .  (please note that  advanced settings  are connection specific  while  the global
settings  applies  to  all  Siemens  connections).  This  is  available  only  for  Siemens  S7-2
connections (connections to Siemens S7 1200 and 1500 PLCs). 

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Address  space definition button ,  by pressing it  the  Siemens  Device  Wizard  will  be
opened in it's last page. For more details see Address Space Definition page.

Use the test connection button  to check the availability of the specified PLC.

Note: If no controller / device connection is selected, the Add a new data source  button is  the
only one available. 

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.

A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.
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A dialog  will  prompt  the  user  to  confirm  deletion  of  the  data  sources  and  inactive  variable
triggers, if consumer items and/or system items of the selected data sources are used only by
inactive variable triggers.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.

All these actions are also provided in the context menu of the External device list. Which actions
are available depends on the current selection in the list. 

An example of the context menu can be seen below:
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For  Siemens  S7-2 connection Simulation option is  missing but  instead  Advanced  Settings  is
available, like in the picture below:

Copy device connection  . This action is available only in the context menu and it leads to
a dialog where the user may provide a name and device address. See the screen shot below:

The proposed name is the original connection's name post fixed with "_Copy" and the default
address will be "localhost".

Toggle Activate state  . This action will enable / disable a devices connection. A disabled
connection will be shown as grayed out in the device connection list and it will be ignored by
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runtime. 

Toggle Simulation state  . This action will mark a connection as simulation (or remove the
simulation mode). Simulation connections are shown in red in main device list. Please notice
that S7-2 connections do not support  the simulation mode so this  option will  be invisible  for
those connections.

Note: The connection name should be unique among all device connections names.

Note: The device address  should have a valid  host  name or  an IP  address  in  format  IPv4 or
IPv6.

7.3.1.4.2 Siemens Device Wizard

 With the Siemens Device Wizard you can create and modify a data source connection to an
external PLC device:

Specify connection settings @ Siemens Device Wizard - Connection Settings

Specify  communication  parameters  @  Siemens  Device  Wizard  -  Communication
Settings

Extended settings @ Siemens Device Wizard - Extended Settings

Extended & Filter settings @ Siemens Device Wizard - Extended & Filter Settings

Address space definition @ Siemens Device Wizard - Address Space Definition

On this page the connection name that will uniquely identify the data source and some generic
connection settings can be provided.



Softing dataFEED OPC Suite V4.49 - User Manual

268 © Softing Industrial Automation GmbH

Connection Name

An unique identifier  for  the current  connection.  In  case the provided name is  already used by
other connection, the user use is not allowed to go into the next wizard page.

Connection active

This flag specifies if the current connection will be enabled or not.

Simulation

This flag specifies if the current connection will be simulated by the server or it will represent a
real device connection.

Note: Simulation option is not available for  Siemens  S7-2 connections.  The check box will  be
disabled and not checked when S7-2 protocol type is selected.

Application protocol

Currently supported protocols are:
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Siemens S7

Siemens  S7-2  (only  for  Simatic  S7-1200  and  S7-1500)  Siemens  Device  Wizard  -
Communication Settings S7-2 >>>

Siemens S5

Netlink

Send/Receive

Siemens Device Wizard - Communication Settings >>>

On this wizard page various parameters for the current TCP/IP connection are configured.

Destination Address: IP address or name

This is where the IP address of the target station (IP address of the PLC) or the DNS name of
the target  station is  entered.  If  the computer  was  configured for  DNS and if  a  DNS  server  is
available on the network, the symbolic name of the target station can also be entered. 

For how an IP address is set up, see IP address.
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Address Format

Read-Only field; automatically detects the format of destination address.

Advanced:

Read-Only  field;  this  is  a  summary  for  TCP/IP  Communication  advanced  settings.  These
settings can be changed using Modify button that lead to following dialogs:

Advanced Communication Settings S7

Advanced Communication Settings S5

Advanced Communication Settings Send/Receive

Advanced Communication Settings Netlink

<<< Siemens Device Wizard - Connection Settings Siemens Device Wizard -  Extended
Settings >>>

In this dialog specific S7 advanced communication parameters can be adjusted.
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No Header

"No header" is used for connections to stations which only support the pure TCP/IP protocol. In
this case, the application program is responsible for monitoring on both sides. 

PLC Header

"PLC  header"  is  used  for  communication  to  the  INAT  components  (S7-TCP/IP,  echolink,
echocollect)

RFC1006

When RFC1006 is activated, H1 frames are packed into a TCP/IP frame for transportation. 

Acks

When you select "Acks", connection monitoring of the socket libraries is enabled. If this option is
disabled,  the  connection  is  considered  as  concluded  after  the  KeepAliveTime  but  the
communication partner is not told. We recommend enabling this option.

Life Data Acks

When you select "Life Data Acks", user data telegrams are transmitted with no data content  in
order to keep a connection alive which is not used cyclically. Both communication partners must
support this functionality. With communication to S7 PLCs, we recommend switching this option
off. 

Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

Use High Performance Protocol

When the optimized protocol  is  activated,  accesses  to  variables  which are NOT in  the same
operand area (e.g., DB5.W3 + MW1 + T2, etc.) are converted internally on the server to a single
field access to the target device. This reduces the number of data packets that are transported
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via the network. The share of user data is greater, the data packets  are better  utilized and the
network load is reduced. Thus the server works particularly quickly in this mode. 

Port for read accesses, port for write accesses

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 

Note: The port  must  be identical  on both sides  of  the connection before you  can  set  up  the
connection.

Read, write and event ports should be addressed differently. Port numbers 1 to 1023 should not
be  used  since  these  are  already  being  used  by  well-known  services  (so-called  well-known
ports). 

RFC 1006 Settings

Service:
Contains identifiers for devices provided with S7 resources. 

01: PG or PC

02: OS (operator or monitoring device)

03: Other (e.g., OPC server, Simatic S7 PLC)

Rack:
The number of the rack in which the CPU resides, a number from 0 to 7.

Slot:
Slot number in which the CPU resides, a number from 0 to 31.

For S7-300 the slot 2 is used always.

Local TSAP, remote TSAP

TSAPs (Transport Service Access Points)  are addresses  which are used within  the transport
layer  to  address  applications.  TSAPs  are  required  for  RFC1006  connections.  To  set  up  a
connection, both the local TSAP and the TSAP of the communication partner must be specified.
The following must be adhered to. 

Attention: The TSAPs must coincide crosswise before the connection can be established! 

The local TSAP of the one system must correspond to the remote TSAP of the other system. 

More

The button "More" opens entry fields for the TSAPs.
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For further information on the TSAPs

TSAPs for S7 connections

In this dialog specific S5 advanced communication parameters can be adjusted.

No Header

"No header" is used for connections to stations which only support the pure TCP/IP protocol. In
this case, the application program is responsible for monitoring on both sides. 

PLC Header

"PLC  header"  is  used  for  communication  to  the  INAT  components  (S5-TCP/IP,  echolink,
echocollect)

RFC1006
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When RFC1006 is activated, H1 frames are packed into a TCP/IP frame for transportation. 

Life Data Acks

When you select "Life Data Acks", user data telegrams are transmitted with no data content  in
order to keep a connection alive which is not used cyclically. Both communication partners must
support this functionality. With communication to S7 PLCs, we recommend switching this option
off. 

Acks

When you select "Acks", connection monitoring of the socket libraries is enabled. If this option is
disabled,  the  connection  is  considered  as  concluded  after  the  KeepAliveTime  but  the
communication partner is not told. We recommend enabling this option.

Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

A connection for Read and Write access

With the S7, NetLink and Send/Receive protocols, read and write accesses via a connection are
possible and activated as the default setting. Only a port for TCP/IP or only a TSAP for RFC1006
must be specified for  the read and write  access.  The S5 protocol  is  an exception:  Read and
write  accesses  via  one  connection  are  NOT  possible.  One  connection  is  required  for  read
accesses and another connection is required for  write  accesses.  A port  number  (or  TSAP)  is
required for read accesses and a port number (or TSAP) is required for  write  accesses.  More
recent INAT S5-TCP/IP cards, echolink and echocollect permit read and write accesses via one
connection.

Use Events

Events from the PLC are only possible with S5 connections. 

In  addition  to  cyclic  read  (fetch  active)  and  write  (write  active)  accesses,  the  server  also
supports events from the PLC. A channel is reserved which is used to deliver the spontaneous
data from the PLC. The event channel is  its own connection.  Accordingly,  a  separate “port  for
events”  (for  TCP/IP  connections)  or  a  separate  (remote)  “TSAP  for  events”  (for  RFC1006
connections) is defined. 

The port numbers/TSAPs for read, write accesses and events may never be the same! 
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Port for Read, Port for Write, Port for Read/Write

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 

Note: The port  must  be identical  on both sides  of  the connection before you  can  set  up  the
connection.

Read, write and event ports should be addressed differently. Port numbers 1 to 1023 should not
be  used  since  these  are  already  being  used  by  well-known  services  (so-called  well-known
ports). 

RFC 1006 Settings

Local TSAP, remote TSAP

TSAPs (Transport Service Access Points)  are addresses  which are used within  the transport
layer  to  address  applications.  TSAPs  are  required  for  RFC1006  connections.  To  set  up  a
connection, both the local TSAP and the TSAP of the communication partner must be specified.
The following must be adhered to. 

The local TSAP of the one system must correspond to the remote TSAP of the other system. 

Rules for the entry of the TSAPs for S5 connections 

· TSAPs have a minimum length of 2 bytes and a maximum length of 8 bytes for TCP/IP. 

· TSAPs can be entered either as hex or as ASCII characters.  

· The TSAPs for S5 connections have no special meaning. They are selected at random. 

For further information on the TSAPs

Type active (client) / passive (server)

Here you specify whether  the own station actively initiates  the  connection  setup  or  passively
expects the connection setup by the other station. You may not  enter  the same value on both
sides of the connection. Usually,  the PC  with  OPC  server  is  parameterized as  active.  This  is
also used here as the default value. 

TCP/UDP protocol

The  TCP  is  a  secure  protocol  with  checksum  and  confirmation.  UDP  is  not  secure  and  is
handled  via  datagram  services.  The  TCP  protocol  should  be  selected  for  normal  data
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transmission. 

In  this  dialog  specific  Send/Receive  advanced  communication  parameters  can  be

adjusted.

No Header

"No header" is used for connections to stations which only support the pure TCP/IP protocol. In
this case, the application program is responsible for monitoring on both sides. Keep attention to
have a fix length of  frames when using no header.

PLC Header

"PLC  header"  is  used  for  communication  to  the  INAT  components  (S5-TCP/IP,  echolink,
echocollect)

RFC1006

When RFC1006 is activated, H1 frames are packed into a TCP/IP frame for transportation. 
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Acks

When  you  select  "Acks",  connection  monitoring  of  the  socket  libraries  is  enabled,
acknowledgement frames  are sent.  If  this  option is  disabled,  the connection is  considered as
concluded after the KeepAliveTime but the communication partner is not  told.  We recommend
enabling this option.

Life Data Acks

When you select "Life Data Acks", user data telegrams are transmitted with no data content  in
order to keep a connection alive which is not used cyclically. Both communication partners must
support this functionality. With communication to S7 PLCs, we recommend switching this option
off. 

Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

Read and Write

Data could be written into the device (Write), and unsolicited data can be sent from  the device
(Read). The read and write tags have nothing in common.

Write to Device

Data could only be written into the device (Write).

Read (Unsolicited data from device)

Only unsolicited data can be sent from the device (Read)

One connection for Read and Write access

When read and write accesses is enabled, it is  possible to establish a duplex connection to the
device for  read and write.  With  the option disabled,  there are two  connections  established.  It
depends of the capability of the device, whether one or two connections should be selected.
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Port for Read, Port for Write, Port for Read/Write

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 

Note: The port  must  be identical  on both sides  of  the connection before you  can  set  up  the
connection.

Read, write and event ports should be addressed differently. Port numbers 1 to 1023 should not
be  used  since  these  are  already  being  used  by  well-known  services  (so-called  well-known
ports). 

RFC 1006 Settings:

Local TSAP, remote TSAP

TSAPs (Transport Service Access Points)  are addresses  which are used within  the transport
layer  to  address  applications.  TSAPs  are  required  for  RFC1006  connections.  To  set  up  a
connection, both the local TSAP and the TSAP of the communication partner must be specified.
The following must be adhered to. 

The local TSAP of the one system must correspond to the remote TSAP of the other system. 

For further information on the TSAPs

Type active (client) / passive (server)

Here you specify whether  the own station actively initiates  the  connection  setup  or  passively
expects the connection setup by the other station. You may not  enter  the same value on both
sides of the connection. Usually,  the PC  with  OPC  server  is  parameterized as  active.  This  is
also used here as the default value. 

TCP/UDP protocol

The  TCP  is  a  secure  protocol  with  checksum  and  confirmation.  UDP  is  not  secure  and  is
handled  via  datagram  services.  The  TCP  protocol  should  be  selected  for  normal  data
transmission. 

In this dialog specific Netlink advanced communication parameters can be adjusted.
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Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

A connection for Read and Write access

With the S7, NetLink and Send/Receive protocols, read and write accesses via a connection are
possible and activated as the default setting. Only a port for TCP/IP or only a TSAP for RFC1006
must be specified for  the read and write  access.  The S5 protocol  is  an exception:  Read and
write  accesses  via  one  connection  are  NOT  possible.  One  connection  is  required  for  read
accesses and another connection is required for  write  accesses.  A port  number  (or  TSAP)  is
required for read accesses and a port number (or TSAP) is required for  write  accesses.  More
recent INAT S5-TCP/IP cards, echolink and echocollect permit read and write accesses via one
connection.

TCP Port 



Softing dataFEED OPC Suite V4.49 - User Manual

280 © Softing Industrial Automation GmbH

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 

Read, write and event ports should be addressed differently. Port numbers 1 to 1023 should not
be  used  since  these  are  already  being  used  by  well-known  services  (so-called  well-known
ports). 

MPI/PROFIBUS Address

If this is an MPI network,  the MPI address  of  the PLC  is  entered here.  If  this  is  a  PROFIBUS
network, the PROFIBUS address is entered here. 

Slot of the CPU

The slot number of the CPU is entered here.

Service

The “3” service is provided for OPC connections.

On this wizard page various parameters for the current TCP/IP connection are configured and
connection test.
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Destination Address: IP address or name

This is where the IP address of the target station (IP address of the PLC) or the DNS name of
the target  station is  entered.  If  the computer  was  configured for  DNS and if  a  DNS  server  is
available on the network, the symbolic name of the target station can also be entered. 

For how an IP address is set up, see IP address.

Address Format

Read-Only field; automatically detects the format of destination address.

Protocol

Read-Only field; always TCP since no other protocols are supported.

Port

Read-Only field; always 102.

Connection test

Convenience button  provided to  check it  the current  settings  can be used to  connect  at
device.

The same functionality is provided in main configuration overview.

<<< Siemens Device Wizard - Connection Settings Siemens  Device  Wizard  -  Filter
Settings >>>

On  this  wizard  page  the  extended  settings  for  the  current  data  source  connection  can  be
configured.
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Read optimization

Reading from the controller can be optimized here. If several variables are requested which are
located in the same operand area (e.g., in a data block or in the flag area), the complete area is
read from  the  first  variable  to  the  last  variable  without  read  optimization.  Gaps  between  the
individual block areas are also read no matter how large these gaps are. The maximum size of
the gaps  (in  bytes)  between the requested individual  items  within  a  data block without  a  new
block being created is entered. If the gap equals the specified value, a new block is created. 

Enable cyclic read access and read interval

Cyclic read access is activated as the standard.  The server  reads  the values  of  the variables
from the hardware via a fetch active connection at a certain time interval. It can be specified in
Read interval [in ms] the time intervals at which the server is to send a read request to the PLC.
The setting “0” means that it should be read as  soon as  possible.  If  "Cyclic  read"  is  selected,
read access is performed once when the client requests and no longer cyclically. However, this
is only necessary in special cases and requires a precise knowledge of the communication. 

Prioritize Read Requests

This option enables the application to change the order or requests in its queue in such way that
the Read requests are executed before Write requests, if there are any in the queue.
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For example,  if  there are currently two Write  requests  to  be executed and a Read request  is
received, then the latter will be executed first, and only after that the Write requests.

Convert Date Time values to text

This option is on by default and it is  a per connection setting. It specified that all  date and time
values coming from a PLC are forwarded to dataFEED in text format. If the option is unchecked,
three date and time types will be converted to date time values instead of text.

These three types  are DT (Date and  Time),  DU  (Date  and  Time  (SQL))  and  D  (Date)  (see
Suffixes section for more information).

Connection Test

Use the test connection button  to check the availability of the specified PLC.

<<< Siemens Device Wizard - Communication Settings Siemens  Device  Wizard  -
Address Space Definition >>>

On this wizard page you can activate or deactivate the filter  functionality and set  the extended
settings for the selected data source.



Softing dataFEED OPC Suite V4.49 - User Manual

284 © Softing Industrial Automation GmbH

Filter Definition

For the Filter Definition there are two possible configuration settings:

Filter Definition Description

Deactivate Filter All items will be dynamically retrieved from the device and will
be  completely  available  in  the  namespace  of  the  local
dataFEED OPC Suite application.

Activate Filter Only  filtered  items  from  the  device  will  be  available  in  the
namespace  of  the  local  dataFEED  OPC  Suite  application.
You can specify the filter items on the next wizard page.

Extended Settings

For the extended settings the following options are available for being configured:

Extended
settings

Description

Resolve  arrays
in addition

Enabling this  option will  create an item  child  for  each  elements  of  a  variable
which has an array data type.

Sample:

Enabled:
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Disabled:

<<< Siemens Device Wizard - Communication Settings Siemens  Device  Wizard  -
Address Space Definition >>>

On this wizard page the data items for the actual PLC connection can be defined. The address
space  can  be  defined  by  manually  adding  items,  by  importing  the  address  space  from  an
external file or by importing a device symbol file (for connections of type S7 and Modbus).
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PLC Connection Items

An editable  tree view  where the user  can change the address  space structure  or  content  by

adding, deleting or modifying items.

There are three categories of items that may be used in the tree: 

- root node  (having the name of the current connection). This node is read only, the user  has

just the possibility to add or delete children of this. 

- nodes: these elements are associated with branches in tree. They can have children but they

are typeless and do not carry any syntax.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree.  They  are  used  for
hierarchy purposes.

- tags: these elements are associated with leaves in tree.

Note: A tag cannot have any children, so Add is not available for tags.

Operation

Depending on the current  selection in  the Plc  Connection Items  tree,  the following operations
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are possible using the buttons on the right, the context menu or the corresponding shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Delete data items (Del) 

Import S7 symbol file 

Attention:  Importing  S7  symbol  files  is  not  available  for  Siemens  S7-2  connections  (direct
connections to Siemens S7-1200 or S7-1500 PLCs).

Two more operations are supported, which are only accessible from the context menu:

Copy data item(s) 

Paste to data item(s) 

An example of the context menu available on Plc Connection Items tree is shown below:

Delete data items

Triggering the Delete data items  action with the corresponding button on the right  wizard
side or  Delete  from  the context  menu will  remove the currently selected node  from  the  Data
Items namespace tree.

Attention: The root node of the namespace tree can not be deleted.
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Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.

Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  Plc  Connection  Items  tree.
Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the context  menu of  the Plc  Connection Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...

<<< Siemens Device Wizard - Extended Settings

The Softing dataFEED OPC Suite Configurator allows the import  of  S7 PLC  connection items
from  an  external  STEP  7  symbol  file  or  from  a  TIA  symbol  file  generated  with  the  Softing
dataFEED Exporter.

Note: Make sure the Softing dataFEED Exporter application is  installed on that  PC  where you
have installed your Siemens Totally Integrated Automtation Portal version V13 or V13.1.

The import action can be triggered by using the Import S7 symbol file button .

Attention: The import  from  S7 symbol  file  action applies  on the entire  address  space  of  the
current S7 PLC connection. Any existing items will be automatically removed from the address
space prior to performing the import.
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Attention:  The  option  is  not  available  for  Siemens  S7-2  connections  (direct  connections  to
Siemens S7-1200 or S7-1500 PLCs with Optimized Access).

When this import action is triggered, the Symbol File Import Wizard is started.

  The Symbol File Import Wizard allows importing different data items:

Select the file to be imported @ S7 Project Import Wizard - File Selection

Select the PLC Program to use for import @ S7 Project  Import  Wizard -  PLC  Program
Selection

Select the Device to use for import @ S7 Project Import Wizard - Device Selection

Select the PLC Blocks to import @ S7 Project Import Wizard - PLC Blocks Selection

Examine the import results @ S7 Import Wizard - Import Results

Note:  Symbol  Import  for  NetLINK  connections  is  not  implemented.  To  get  these  symbols,
please configure first a S7 Connection, import the symbols and switch to NetLINK.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Symbol File Import wizard page allows you to choose a file to be imported.

The file  can be selected by manually typing its  name  in  the  File  input  box  or  by  clicking  the
browse button located to the right of the input box (a standard file selection dialog will open).
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The file path and name should be valid (they should point to an existing file).

Note: When importing an *.sdfi file from a TIA project, all symbols are imported but without their
device definitions and settings.

When you press the Next button the file path and name are verified.  If  the file  identified by the
specified file path and name does not exist, an error message is displayed.

The import from a STEP 7 project file can be parameterized with some advanced options.  For
this, additional controls are presented to the user by pressing the More button, as shown in the
picture below:
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The available additional options in this wizard page are described in the table below:

Attribute Description

Prefix A prefix to  be added to  each data item  which  is  created  as
result of the import (optional).

Postfix A postfix to be added to  each data item  which is  created as
result of the import (optional).

Resolve arrays in addition Every single element of an array is given its  own icon name.
Default value is switched off. 

Note: The hierarchical separator  character  in  the Prefix  and Postfix  fields  is  used to  change/
adapt the hierarchy of the imported data items. It is  compulsory at the end of the Prefix  and at
the beginning of Postfix.

Note: The Prefix and Postfix parameters only apply when importing from a STEP 7 project file.

Note:  The  Resolve  arrays  in  addition  checkbox  does  not  apply  to  DateTime,  TimeStamp,
S5Time, TOD (Time Of Day), Bool  type elements.  They will  always  be created,  regardless  of
the checkbox setting.



Softing dataFEED OPC Suite V4.49 - User Manual

292 © Softing Industrial Automation GmbH

Attention: The usage of Resolve arrays in addition option may greatly enlarge the size of  the
resulting address space and this takes more time during program start.

Import Wizard - PLC Program Selection >>>

Import Wizard - Device Selection >>>

The second page in  the STEP 7 Symbol  File  Import  wizard allows  you to  choose a program
inside the S7 project to be used for import.

A list with all available programs is displayed. Select the desired program within this list.

<<< Import - File Selection Import - PLC Blocks Selection >>>

The second page in the TIA Symbol File Import wizard allows you to  choose a program  inside
the TIA project to be used for import.

A list with all available devices is displayed. Select the desired device within this list.
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<<< Import - File Selection Import - PLC Blocks Selection >>>

The third page in the S7 Symbol File Import wizard allows the selection of individual data blocks
that will be imported.

Note: We only support data blocks which are not running  in the optimized mode.

With large PLC projects, we recommend only importing those symbols that  are really required
on the server.

Multiple  selection is  allowed,  as  well  as  Select  All  feature by using the checkbox  in  the  table
header or keyboard shortcut (Ctrl+A).
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It is possible to filter the content of the table by using the Only DBs  checkbox in the right side of
the page. If this option is activated, only the data blocks are shown in the table. If not, all symbols
are displayed.

<<< Import - PLC Program Selection

<<< Import - Device Selection

Import - Results >>>

The Import Results wizard page displays the import results.
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This page is the final page of the Import S7 Symbol File Wizard. A back button is not provided as
the import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The total number of imported symbols.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

When the import  wizard is  closed after  a  successful  import,  the new  items  are added to  the
current PLC connection tree and all the previous data items are removed.

<<< Import - PLC Blocks Selection
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Softing's dataFEED Exporter allows to convert TIA symbol files into Softing *.sdfi files.

You can find the dataFEED Exporter application on your product CD-ROM or you can download
the current version from the download area on the Softing website.

For detailed information about file  conversion and export/import  functionality refer  to  the online
help of the dataFEED Exporter application.

Note:  Make  sure  you  have  copied  the  *.sdfi  file  to  a  location  that  can  be  accessed  by  the
dataFEED Configurator application. 

Note: Make sure the dataFEED  Exporter  application is  installed  on  that  PC  where  you  have
installed your Siemens Totally Integrated Automtation Portal version V13 or V13.1.

Note: When importing an *.sdfi file from a TIA project, all symbols are imported but without their
device definitions and settings.

1. Start the import process as described in S7 Symbol File Import Wizard.

2. Locate and import the *.sdfi file.

3. Pass all steps from the Import Wizard.

When importing TIA projects, the data types and their  corresponding OPC  data types  listed in
the table below are supported.

The Struct  or  UDT  types  are  supported  as  nodes  with  children  sub-trees  having  the  scalar
leaves displayed as items of the corresponding data types.

Note: We only support data blocks which are not running  in the optimized mode.

Note: Unsupported data types which appear in a structure or in a user defined data type (UDT)
will not be imported and will not be displayed in the address tree.

TIA project
 data type

dataFEED
OPC Suite
data type

Syntax DB/DI Syntax Item
sample

Array
Support

Suffix

Bool VT_BOOL X DB1,X5.3 NO None

Byte VT_UI1 B DB1,B5 YES None

Byte DB1,Byte5

Char VT_CHAR C DB1,B5 YES None



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 297

TIA project
 data type

dataFEED
OPC Suite
data type

Syntax DB/DI Syntax Item
sample

Array
Support

Suffix

Char DB1,Char5

Word VT_UI2 W DB1,W5 YES None

Word DB1,Word5

Int VT_I2 I DB1,I5 YES None

Int DB1,Int5

DWord VT_UI4 DW DB1,DW5 YES None

Dword DB1,Dword5

DInt VT_I4 D DB1,D5 YES None

DI DB1,DI5

DInt DB1,Dint5

Real VT_R4 R DB1,R5 YES None

Real DB1,Real5

Date VT_BSTR W DB1.W5D NO D

Word

Time_Of_D
ay

VT_UI4 DW DW1,DW5TOD NO TOD

Dword DW1,Dword5TO
D

Time VT_UI4 DW DW1,DW5T NO T

Dword DW5,Dword5T

S5Time VT_UI2 W DW1,W5S5T NO S5T

Word DW1,Word5S5T

Date_And_T
ime

VT_UI2 W DW1,W5DT NO DT

Word DW1,Word5DT

String VT_BSTR S DB1,S1 YES None

String DB1,S1.2
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TIA project
 data type

dataFEED
OPC Suite
data type

Syntax DB/DI Syntax Item
sample

Array
Support

Suffix

DB1,S1.2.10 Array

DB1,String1

DB1,String1.2

DB1,String1.2.10 Array

UInt VT_UI2 W DB1,W5 YES None

Word DB1,Word5

UDInt VT_UI4 DW DB1,DW5 YES None

Dword DB1,Dword5

SInt VT_I2 C DB1,C5 YES None

Char DB1,Char5

Struct Not defined Struct An OPC Node is
created for each
structure defined
and all its children
will be parsed as
child of this node. 

YES None

On this wizard page the filter data items for the S7-2 Siemens connection can be defined. Select
the data items  you want  to  introduce into  the namespace  of  the  local  dataFEED  OPC  Suite
application from the corresponding tree control (external server must be running)  or  import  the
filter definition from an external file.
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If the PLC device is connected, the namespace is shown in the tree under the root node named
after  the  actual  connection.  The  tree  is  expandable  and  each  item  can  be  selected  to  be
included in the filter file or not. The selection is downward recursive, which means that when you
include  a  node  all  subsequent  nodes,  tags  and  properties  in  that  particular  branch  of  the
namespace tree will automatically be included.

If the connection to the device failed, the namespace tree will only contain the server root node.
However, it is  possible at any time to try reconnecting to the external server and refreshing the

data by using the Refresh data items button  .

Operation

Depending on the current selection in  the External  Server  Items  tree,  the following operations
are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Refresh data items (Ctrl+R) 
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Delete data items (Del) 

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item(s)

Paste to data item(s)

An example of the contextual menu available on Data Items tree nodes is shown below:

Delete data items

Triggering the Delete data items  action with the corresponding button on the right wizard side
or Delete from the context menu will remove the currently selected node from  the Data Items
namespace tree.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.

Copy

The Copy  action is provided in the context menu of the External Server Items tree. Triggering
this action will copy the selected node to the local clipboard.  All  the properties  of  the node are
copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the  context  menu  of  the  External  Server  Items  tree.  This
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action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...

<<< Siemens Device Wizard - Filter Settings

7.3.1.5 Rockwell Devices

This  section  of  the  Softing  dataFEED  OPC  Suite  Online  Help  describes  how  to  configure
Rockwell devices within Softing dataFEED OPC Suite.

Controllers  and  devices  data  source  makes  it  possible  to  exchange  data  between  the  field
devices (PLCs) of a wide variety of manufacturers and OPC clients via Ethernet TCP/IP.

A detailed description of how to configure access to PLC devices functionality can be found in
the Configuration section.

7.3.1.5.1 Configuration



Softing dataFEED OPC Suite V4.49 - User Manual

302 © Softing Industrial Automation GmbH

To start configuring the connection to an external Rockwell device select Rockwell Devices from
the Data Source group in  the navigator  on the left.  The Data Source -  Rockwell  Device main
user  interface is  displayed.  The main element  of  this  page is  the External  Devices  list.  Each
entry shown in the list of the configuration section represents a connection to an external device.

Note: The list is only shown and editable if a configuration has been loaded. 

Each Device connection has a unique name within the configuration, which is given in the Name
column.

The name of  the device will  be shown in  the namespace tree in  the Softing dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: Device name must be unique string within a dataFEED OPC Suite configuration. Also the
name could not contain address space delimiters, multi-byte characters, empty spaces.

The device type (second column) can be one of: CLX or SLC/PLC5

Third column: address represents the actual device address  which can be IPv4,  hostname or
IPv6.

Parameters  column contains  various  attributes  of  the  connection  like:  plc  header  type,  write
allowed, ports, communication protocol.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 303

Operation

From the Siemens Devices main user interface certain  operations  can be performed over  the
selected connection by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new connection by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Change global settings for the selected data source by using the Global settings button 
.

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Address  space definition button ,  by pressing it  the  Siemens  Device  Wizard  will  be
opened in it's last page. For more details see Address Space Definition page.

Use the test connection button  to check the availability of the specified PLC.

Note: If no controller / device connection is selected, the Add a new data source  button is  the
only one available. 

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.

A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.
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A dialog  will  prompt  the  user  to  confirm  deletion  of  the  data  sources  and  inactive  variable
triggers, if consumer items and/or system items of the selected data sources are used only by
inactive variable triggers.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.

All these actions are also provided in the context menu of the External device list. Which actions
are available depends on the current selection in the list. 

An example of the context menu can be seen below:
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Copy device connection  . This action is available only in the context menu and it leads
to a dialog where the user may provide a name and device address.  See the screen shot
below:

The proposed name is the original connection's name post fixed with "_Copy" and the default
address will be "localhost".

Toggle Activate state  . This action will enable / disable a devices connection. A disabled
connection will be shown as grayed out in the device connection list and it will be ignored by
runtime. 

Toggle Simulation state  . This action will mark a connection as simulation (or remove the
simulation mode). Simulation connections are shown in red in main device list.

Note: The connection name should be unique among all device connections names.

Note: The device address should a valid host name or an IP address in format IPv4 or IPv6.
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7.3.1.5.2 Rockwell Device Wizard

 With the Rockwell Device Wizard you can create and modify a data source connection to an
external PLC device:

Specify connection settings @ Rockwell Device Wizard - Connection Settings

Specify  communication  parameters  @  Rockwell  Device  Wizard  -  Communication
Settings

Protocol settings @ Rockwell Device Wizard - Plc Protocol Settings

Extended settings @ Rockwell Device Wizard - Extended Settings

Address space definition @ Rockwell Device Wizard - Address Space Definition

On this page the connection name that will uniquely identify the data source and some generic
connection settings can be provided.

Connection Name
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An unique identifier  for  the current  connection.  In  case the provided name is  already used by
other connection, the user use is not allowed to go into the next wizard page.

Connection active

This flag specifies if the current connection will be enabled or not.

Simulation

This flag specifies if the current connection will be simulated by the server or it will represent a
real device connection.

Application protocol

Currently supported protocols are:

CompactLogix / ControlLogix

SLC / PLC-5

Rockwell Device Wizard - Communication Settings >>>

On this wizard page various parameters for the current TCP/IP connection are configured.
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Destination Address: IP address or name

This is where the IP address of the target station (IP address of the PLC) or the DNS name of
the target  station is  entered.  If  the computer  was  configured for  DNS and if  a  DNS  server  is
available on the network, the symbolic name of the target station can also be entered. 

For how an IP address is set up, see IP address.

Address Format

Read-Only field; automatically detects the format of destination address.

Advanced:

Read-Only  field;  this  is  a  summary  for  TCP/IP  Communication  advanced  settings.  These
settings can be changed using Modify button that lead to Advanced Communication Settings

<<< Rockwell Device Wizard - Connection Settings Rockwell  Device  Wizard  -  Plc
Protocol Settings >>>
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In this dialog specific Rockwell communication parameters can be adjusted.

Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

Port for read accesses, port for write accesses

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 
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In  this  page  PLC  parameters  for  RockWell  CompactLogix  /  ControlLogix  devices  can  be
specified.

Use Symbolic Segment Addressing

Using Symbolic Segment(Tag Name) Addressing as addressing mode to access CLX Tags.

CPU slot

The slot of the ControlLogiX CPU is specified here.

CPU Architecture 

Here you can choose, whether you are connected to a 32 Bit CPU (default setting)  or  a  64 Bit
CPU.

Browse filter masks

Some  PLC  programs  contain  many  variables.  These  are  created  by  PLC  program  code
generators  and  are  used  internally.  Not  all  tags  available  on  the  PLC  are  used  by  SCADA
systems. Usually only a few of these variables are involved. 

The start of the OPC server and the access of OPC clients to indicate the browsing list can take
a very long time if there are many variables. This is particularly true when the Ethernet module of
the PLC is not integrated in the CPU. 

Setting the browser filter:

The CLX browser  filters  are entered in  the input  fields  Inclusive browser  mask and Exclusive
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browser mask. A combination is possible. The inclusive screen is evaluated first followed by the
exclusive. 

Inclusive browser mask:

Only the specified values are shown and available for OPC browsing. 

Exclusive browser mask:

The specified variables are not shown. 

If a mask is blank, it will be ignored. 

A mask is a text which consists of one or more entries. 

An entry without a dot “.” refers to the variables in “controller tags.” 

Example: Variable1. 

An asterisk “*” can be used at the end of the entry as the placeholder for any character string.

Example: Var*

This determines all variables  which begin with  the text  “Var.”  These would also be:  Variable1,
variable2, VAR3, variance. 

If “program tags” are to be addressed, an entry contains a dot (“.”). The name of the subprogram
is specified in front of the dot.  The asterisk “*”  can be used as  a placeholder  at  the end.  The
variable name is specified after the dot. The asterisk “*” can also be used behind that. 

Example: Program:MainProgram.Var*

Example: Program:A*.*

A program name without a dot is ignored.

Individual entries are separated by a semicolon (“;”). 

Upper case and lower case letters are ignored. 

Blanks are not allowed. 

Variable  names  may  not  contain  a  dot  (“.”),  a  semicolon  (“;”)  or  an  asterisk  (“*”).  If  such
characters are included anyway, a search cannot be made for them. 

The maximum number of characters for a filter is 300 characters.

<<< Rockwell Device Wizard - Communication Settings Rockwell  Device  Wizard  -
Communication Settings >>>

On  this  wizard  page  the  extended  settings  for  the  current  data  source  connection  can  be
configured.
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Read optimization

Reading from the controller can be optimized here. If several variables are requested which are
located in the same operand area (e.g., in a data block or in the flag area), the complete area is
read from  the  first  variable  to  the  last  variable  without  read  optimization.  Gaps  between  the
individual block areas are also read no matter how large these gaps are. The maximum size of
the gaps  (in  bytes)  between the requested individual  items  within  a  data block without  a  new
block being created is entered. If the gap equals the specified value, a new block is created. 

Enable cyclic read access and read interval

Cyclic read access is activated as the standard.  The server  reads  the values  of  the variables
from the hardware via a fetch active connection at a certain time interval. It can be specified in
Read interval [in ms] the time intervals at which the server is to send a read request to the PLC.
The setting “0” means that it should be read as  soon as  possible.  If  "Cyclic  read"  is  selected,
read access is performed once when the client requests and no longer cyclically. However, this
is only necessary in special cases and requires a precise knowledge of the communication. 

Continue to Address Space definition

Optionally by checking this flag, the user can define the alias file for the current connection now.

Although this step may be postponed to a later time. 
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Connection test.

Use the connection test button  to check the availability of the specified PLC.

<<< Rockwell Device Wizard - Plc Protocol Settings Rockwell  Device  Wizard  -
Address Space Definition >>>

On this wizard page the data items for the actual PLC connection can be defined. The address
space  can  be  defined  by  manually  adding  items,  by  importing  the  address  space  from  an
external file or by importing a device symbol file (for connections of tyoe S7 and Modbus).

PLC Connection Items

An editable  tree view  where the user  can change the address  space structure  or  content  by

adding, deleting or modifying items.

There are 3 categories of items that may be used in the tree: 

- root node  (having the name of the current connection). This node is read only, the user  has
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just the possibility to add or delete child's of this. 

- nodes: these elements are associated with branches in tree. They can have children but they

are typeless and do not carry any syntax.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree,  they  are  used  for
hierarchy purposes.

- tags: these elements are associated with leaves in tree.

Note: A tag cannot have any children, so Add is not available for tags.

Operation

Depending on the current  selection in  the Plc  Connection Items  tree,  the following operations
are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Delete data items (Del) 

Refresh data items (Ctrl+R) 

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item(s) 

Paste to data item(s) 

An example of the contextual menu available on Plc Connection Items tree is shown below:
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Delete data items

Triggering the Delete data items  action with the corresponding button on the right  wizard
side or  Delete  from  the context  menu will  remove the currently selected node  from  the  Data
Items namespace tree.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.

Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  Plc  Connection  Items  tree.
Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the context  menu of  the Plc  Connection Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...
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Refresh data items

Triggering the Refresh data items  action with the corresponding button on the right wizard
will perform a device query to retrieve the actual items.

Note:  This  operation  may  be  time  very  consuming,  depending  on  device  configuration  and
connection speed.

<<< Rockwell Device Wizard - Extended Settings

7.3.1.6 Modbus Devices

This  section  of  the  Softing  dataFEED  OPC  Suite  Online  Help  describes  how  to  configure
Modbus devices within Softing dataFEED OPC Suite.

Controllers  and  devices  data  source  makes  it  possible  to  exchange  data  between  the  field
devices (PLCs) of a wide variety of manufacturers and OPC clients via Ethernet TCP/IP.

A detailed description of how to configure access to PLC devices functionality can be found in
the Configuration section.

Softing dataFEED OPC Suite V4.49
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7.3.1.6.1 Configuration

To start configuring the connection to an external Modbus device select  Modbus  Devices  from
the Data Source group in the navigator on the left. 

The Data Source - Modbus Device main user interface is  displayed.  The main element  of  this
page is the External Devices list. 

Each entry shown in the list of the configuration section represents a connection to an external
device.

Note: The list is only shown and editable if a configuration has been loaded. 

Each Device connection has a unique name within the configuration, which is given in the Name
column.

The name of  the device will  be shown in  the namespace tree in  the Softing dataFEED  OPC
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Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: Device name must be unique string within a  dataFEED OPC Suiteconfiguration. Also the
name could not contain address space delimiters, multi-byte characters, empty spaces.

The device type (second column) can be Modbus.

Third column: address represents the actual device address  which can be IPv4,  hostname or
IPv6.

Parameters  column contains  various  attributes  of  the  connection  like:  plc  header  type,  write
allowed, ports, communication protocol.

Operation

From the Siemens Devices main user interface certain  operations  can be performed over  the
selected connection by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new connection by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Change global settings for the selected data source by using the Global settings button 
.

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Address  space definition button ,  by pressing it  the  Siemens  Device  Wizard  will  be
opened in it's last page. For more details see Address Space Definition page.

Use the test connection button  to check the availability of the specified PLC.

Note: If no controller / device connection is selected, the Add a new data source  button is  the
only one available. 

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.
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A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.

A  dialog  will  prompt  the  user  to  confirm  deletion  of  the  data  sources  and  inactive  variable
triggers, if consumer items and/or system items of the selected data sources are used only by
inactive variable triggers.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.

All these actions are also provided in the context menu of the External device list. Which actions
are available depends on the current selection in the list. 

An example of the context menu can be seen below:
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Copy device connection  . This action is available only in the context menu and it leads
to a dialog where the user may provide a name and device address.  See the screen shot
below:

The proposed name is the original connection's name post fixed with "_Copy" and the default
address will be "localhost".

Toggle Activate state  . This action will enable / disable a devices connection. A disabled
connection will be shown as grayed out in the device connection list and it will be ignored by
runtime. 

Toggle Simulation state  . This action will mark a connection as simulation (or remove the
simulation mode). Simulation connections are shown in red in main device list.

Note: The connection name should be unique among all device connections names.

Note: The device address  should have a valid  host  name or  an IP  address  in  format  IPv4 or
IPv6.
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7.3.1.6.2 Modbus Device Wizard

 With the Modbus Device Wizard you can create and modify a  data source connection to  an
external PLC device:

Specify connection settings @ Modbus Device Wizard - Connection Settings

Specify communication parameters @ Modbus Device Wizard - Communication Settings

Protocol settings @ Modbus Device Wizard - Plc Protocol Settings

Extended settings @ Modbus Device Wizard - Extended Settings

Address space definition @ Modbus Device Wizard - Address Space Definition

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

On this page the connection name that will uniquely identify the data source and some generic
connection settings can be provided.



Softing dataFEED OPC Suite V4.49 - User Manual

322 © Softing Industrial Automation GmbH

Connection Name

An unique identifier  for  the current  connection.  In  case the provided name is  already used by
other connection, the user use is not allowed to go into the next wizard page.

Connection active

This flag specifies if the current connection will be enabled or not.

Simulation

This flag specifies if the current connection will be simulated by the server or it will represent a
real device connection.

Application protocol

Currently supported protocol is:

Modbus TCP

Modbus Device Wizard - Communication Settings >>>
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On this wizard page various parameters for the current TCP/IP connection are configured.

Destination Address: IP address or name

This is where the IP address of the target station (IP address of the PLC) or the DNS name of
the target  station is  entered.  If  the computer  was  configured for  DNS and if  a  DNS  server  is
available on the network, the symbolic name of the target station can also be entered. 

For how an IP address is set up, see IP address.

Address Format

Read-Only field; automatically detects the format of destination address.

Advanced:

Read-Only  field;  this  is  a  summary  for  TCP/IP  Communication  advanced  settings.  These
settings can be changed using Modify button that lead to Advanced Communication Settings

<<< Modbus Device Wizard - Connection Settings Modbus  Device  Wizard  -  Plc
Protocol Settings >>>
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In this dialog specific Modbus communication parameters can be adjusted.

Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

Port for read accesses, port for write accesses

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 
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Type active (client) / passive (server)

Here you specify whether  the own station actively initiates  the  connection  setup  or  passively
expects the connection setup by the other station. You may not  enter  the same value on both
sides of the connection. Usually,  the PC  with  OPC  server  is  parameterized as  active.  This  is
also used here as the default value. 

TCP/UDP protocol

The  TCP  is  a  secure  protocol  with  checksum  and  confirmation.  UDP  is  not  secure  and  is
handled  via  datagram  services.  The  TCP  protocol  should  be  selected  for  normal  data
transmission. 

In this page special parameters of a connection to Modbus controllers can be set.

Slave address

-  The slave address that is set is transmitted in the Modbus frame.

Start address 0

- The start address is transmitted as specified in the frame.
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Start address 1

- Some Modbus devices expect a start address in  the frame which is  1  less  than the entered
address. The first address is 1.

Use Byte Swap

- Switch bytes within a word

Use Word Swap

- Reverse words within a double word (32 bits)

Use Write Single Coil (05)

- The Modbus opcode Write Single Coil 05 is used for write accesses instead of Write Multiple
Coils 15.

Use Write Single Register (06)

-  The Modbus  opcode Write  Single Register  06  is  used  for  write  accesses  instead  of  Write
Multiple Register 16.

User Item Unit ID

- The slave address is specified via the item syntax (e.g., Id2.R2). For  more information,  go to
Modbus Item Syntax.

IO Address is Octal

- The start address of certain devices is octal. This means that the numbers 8 and 9 are invalid
characters. This applies to the inputs and outputs. In addition, J is specified for inputs and P is
specified for outputs in the item syntax.

<<< Modbus Device Wizard - Communication Settings Modbus  Device  Wizard  -
Extended settings >>>

On  this  wizard  page  the  extended  settings  for  the  current  data  source  connection  can  be
configured.
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Read optimization

Reading from the controller can be optimized here. If several variables are requested which are
located in the same operand area (e.g., in a data block or in the flag area), the complete area is
read from  the  first  variable  to  the  last  variable  without  read  optimization.  Gaps  between  the
individual block areas are also read no matter how large these gaps are. The maximum size of
the gaps  (in  bytes)  between the requested individual  items  within  a  data block without  a  new
block being created is entered. If the gap equals the specified value, a new block is created. 

Enable cyclic read access and read interval

Cyclic read access is activated as the standard.  The server  reads  the values  of  the variables
from the hardware via a fetch active connection at a certain time interval. It can be specified in
Read interval [in ms] the time intervals at which the server is to send a read request to the PLC.
The setting “0” means that it should be read as  soon as  possible.  If  "Cyclic  read"  is  selected,
read access is performed once when the client requests and no longer cyclically. However, this
is only necessary in special cases and requires a precise knowledge of the communication. 

Continue to Address Space definition

Optionally by checking this flag, the user can define the alias file for the current connection now.

Although this step may be postponed to a later time. 
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Connection Test

Use the test connection button  to check the availability of the specified PLC.

<<< Modbus Device Wizard - Plc Protocol Settings Modbus  Device  Wizard  -  Address
Space Definition >>>

On this wizard page the data items for the actual PLC connection can be defined. The address
space  can  be  defined  by  manually  adding  items,  by  importing  the  address  space  from  an
external file or by importing a device symbol file (for connections of tyoe S7 and Modbus).

PLC Connection Items

An editable  tree view  where the user  can change the address  space structure  or  content  by

adding, deleting or modifying items.

There are 3 categories of items that may be used in the tree: 

- root node  (having the name of the current connection). This node is read only, the user  has

just the possibility to add or delete child's of this. 
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- nodes: these elements are associated with branches in tree. They can have children but they

are typeless and do not carry any syntax.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree,  they  are  used  for
hierarchy purposes.

- tags: these elements are associated with leaves in tree.

Note: A tag cannot have any children, so Add is not available for tags.

Operation

Depending on the current  selection in  the Plc  Connection Items  tree,  the following operations
are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Delete data items (Del) 

Import Wago symbol file  

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item(s) 

Paste to data item(s) 

An example of the contextual menu available on Plc Connection Items tree is shown below:
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Delete data items

Triggering the Delete data items  action with the corresponding button on the right  wizard
side or  Delete  from  the context  menu will  remove the currently selected node  from  the  Data
Items namespace tree.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.

Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  Plc  Connection  Items  tree.
Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the context  menu of  the Plc  Connection Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...
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<<< Modbus Device Wizard - Extended Settings

The Softing Configurator allows the import  of  Modbus  PLC  connection items  from  an external
Wago symbol file .

The import action can be triggered by using the Import Wago symbol file button .

Attention: The import from Wago symbol file action applies on the entire address space of the
current  Modbus  PLC  connection.  Any  existing  items  will  be  automatically  removed  from  the
address space prior to performing the import.

When this import action is triggered the Symbol File Import Wizard is started.

  The Symbol File Import Wizard allows importing different data items:

Select the file to be imported @ Modbus Import Wizard - Import File Selection

Examine the import results @ Modbus Import Wizard - Import Results

Softing dataFEED OPC Suite V4.49
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The Symbol File Import wizard page allows you to choose a file to be imported.

The file  can be selected by manually typing its  name  in  the  File  input  box  or  by  clicking  the
browse button located to the right of the input box (a standard file selection dialog will open).
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The file path and name should be valid (they should point to an existing file).

When you press the Next button the file path and name are verified.  If  the file  identified by the
specified file path and name does  not  exist  an error  message is  displayed.  The actual  import
begins  if  the  selected  file  is  valid.  If  the  import  takes  longer  to  complete  a  waiting  dialog  is
displayed. When the import operation is finished the Import Results page is displayed.

The  import  action  can  be  parameterized  with  some  advanced  options.  For  this,  additional
controls are presented to the user by pressing the More button, as shown in the picture below:
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The available additional options in this wizard page are described in the table below:

Attribute Description

Prefix A prefix to  be added to  each data item  which  is  created  as
result of the import.

Postfix A postfix to be added to  each data item  which is  created as
result of the import.

Resolve arrays in addition Every single element of an array is given its  own icon name.
Default value is switched off.

Note:  The  usage  of  the  hierarchical  separator  character  in  the  Prefix  and  Postfix  fields  is
allowed and can be used to change/adapt the hierarchy of the imported data items.

Attention: The usage of Resolve arrays in addition option may greatly enlarge the size of  the
resulting address space and this takes more time during program start.

The Import Results wizard page displays the import results.
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This  page  is  the  final  page  of  the  Import  Wago  Symbol  File  Wizard.  A  back  button  is  not
provided as the import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number items imported. This number includes only the items of type Tag, the items of
type Node are not counted.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

An Import Results example for a failed import operation can be seen below:
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When the import  wizard is  closed after  a  successful  import,  the new  items  are added to  the
current PLC connection tree and all the previous data items are removed.

7.3.1.7 Mitsubishi Devices

This  section  of  the  Softing  dataFEED  OPC  Suite  Online  Help  describes  how  to  configure
Mitsubishi devices within Softing dataFEED OPC Suite.

Controllers  and  devices  data  source  makes  it  possible  to  exchange  data  between  the  field
devices (PLCs) of a wide variety of manufacturers and OPC clients via Ethernet TCP/IP.
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A detailed description of how to configure access to PLC devices functionality can be found in
the Configuration section.

7.3.1.7.1 Configuration

To start  configuring the connection to  an external  Mitsubishi  device select  Mitsubishi  Devices
from the Data Source group in the navigator on the left. 

The Data Source - Mitsubishi Device main user interface is displayed. The main element of this
page is the External Devices list. 

Each entry shown in the list of the configuration section represents a connection to an external
device.

Note: The list is only shown and editable if a configuration has been loaded. 

Each Device connection has a unique name within the configuration, which is given in the Name
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column.

The name of  the device will  be shown in  the namespace tree in  the Softing dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: Device name must be unique string within a dataFEED OPC Suite configuration. Also the
name could not contain address space delimiters, multi-byte characters, empty spaces.

The device type (second column) can be Mitsubishi.

Third column: address represents the actual device address  which can be IPv4,  hostname or
IPv6.

Parameters  column contains  various  attributes  of  the  connection  like:  plc  header  type,  write
allowed, ports, communication protocol.

Operation

From the Mitsubishi Devices main user interface certain operations can be performed over  the
selected connection by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new connection by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Change global settings for the selected data source by using the Global settings button 
.

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Address  space definition button ,  by pressing it  the Mitsubishi  Device Wizard will  be
opened in it's last page. For more details see Address Space Definition page.

Use the test connection button  to check the availability of the specified PLC.

Note: If no controller / device connection is selected, the Add a new data source  button is  the
only one available. 

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 
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A dialog will then prompt the user to confirm the deletion.

A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.

A  dialog  will  prompt  the  user  to  confirm  deletion  of  the  data  sources  and  inactive  variable
triggers, if consumer items and/or system items of the selected data sources are used only by
inactive variable triggers.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.

All these actions are also provided in the context menu of the External device list. Which actions
are available depends on the current selection in the list. 
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An example of the context menu can be seen below:

Copy device connection  . This action is available only in the context menu and it leads
to a dialog where the user may provide a name and device address.  See the screen shot
below:

The proposed name is the original connection's name post fixed with "_Copy" and the default
address will be "localhost".

Toggle Activate state  . This action will enable / disable a devices connection. A disabled
connection will be shown as grayed out in the device connection list and it will be ignored by
runtime. 

Toggle Simulation state  . This action will mark a connection as simulation (or remove the
simulation mode). Simulation connections are shown in red in main device list.

Note: The connection name should be unique among all device connections names.

Note: The device address  should have a valid  host  name or  an IP  address  in  format  IPv4 or
IPv6.
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7.3.1.7.2 Mitsubishi Device Wizard

 With the Mitsubishi Device Wizard you can create and modify a data source connection to an
external PLC device:

Specify connection settings @ Mitsubishi Device Wizard - Connection Settings

Specify  communication  parameters  @  Mitsubishi  Device  Wizard  -  Communication
Settings

Protocol settings @ Mitsubishi Device Wizard - Plc Protocol Settings

Extended settings @ Mitsubishi Device Wizard - Extended Settings

Address space definition @ Mitsubishi Device Wizard - Address Space Definition

On this page the connection name that will uniquely identify the data source and some generic
connection settings can be provided.
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Connection Name

An unique identifier  for  the current  connection.  In  case the provided name is  already used by
other connection, the user use is not allowed to go into the next wizard page.

Connection active

This flag specifies if the current connection will be enabled or not.

Simulation

This flag specifies if the current connection will be simulated by the server or it will represent a
real device connection.

Application protocol

Currently supported protocol is

Mitsubishi Melsec-Q

Mitsubishi Device Wizard - Communication Settings >>>

On this wizard page various parameters for the current TCP/IP connection are configured.
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Destination Address: IP address or name

This is where the IP address of the target station (IP address of the PLC) or the DNS name of
the target  station is  entered.  If  the computer  was  configured for  DNS and if  a  DNS  server  is
available on the network, the symbolic name of the target station can also be entered. 

For how an IP address is set up, see IP address.

Address Format

Read-Only field; automatically detects the for of destination address.

Advanced:

Read-Only  field;  this  is  a  summary  for  TCP/IP  Communication  advanced  settings.  These
settings can be changed using Modify button that lead to Advanced Communication Settings

<<< Mitsubishi Device Wizard - Connection Settings Mitsubishi  Device  Wizard  -
Plc Protocol Settings >>>
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In this dialog specific Mitsubishi communication parameters can be adjusted.

Write to the PLC permitted (Write Allowed)

Here you specify whether write access to the PLC is  to  be possible  via  this  connection and a
write connection is to be established to the hardware. You can always disable write  accessing
via a connection if you only want to use read accesses or if you want to be sure that no values
on  the  PLC  are  to  be  changed.  When  write  accessing  the  PLC  via  a  Write  (Write
activeConnection) or a Send/Receive (Send Direct Connection for Send/Receive), certain points
of the PLC are written with values (each write access is preceded by a read access).

Port for read accesses, port for write accesses

Port numbers are addresses which are used within the transport layer to address applications.
Port numbers are required for TCP connections. The port is  parallel to the TSAPs for RFC1006
and H1 connections. The port number is a 16-bit number from 1 to 65535. Keep the following in
mind when you set up the connection. 

On this page special parameters of a connection to Mitsubishi Melsec-Q controllers can be set.
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Destination Module

Network address

Monitor Timer

Time monitoring during which the answer should have been received.

Network number

Network number in the hardware configuration of the programming software. 

PLC Number

An additional intermediate PLC number.

PC Number

Is  only applicable when rights  management  is  set  up.  Access  of  the PC  can be permitted or
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prohibited with this.

Destination Station

The module address of an additional module in a PLC. 

The effects of these values depend on the hardware that is being used. 

<<< Mitsubishi Device Wizard - Communication Settings Mitsubishi Device Wizard - Extended
Settings >>>

On  this  wizard  page  the  extended  settings  for  the  current  data  source  connection  can  be
configured.

Read optimization

Reading from the controller can be optimized here. If several variables are requested which are
located in the same operand area (e.g., in a data block or in the flag area), the complete area is
read from  the  first  variable  to  the  last  variable  without  read  optimization.  Gaps  between  the
individual block areas are also read no matter how large these gaps are. The maximum size of
the gaps  (in  bytes)  between the requested individual  items  within  a  data block without  a  new



Softing dataFEED OPC Suite V4.49 - User Manual

346 © Softing Industrial Automation GmbH

block being created is entered. If the gap equals the specified value, a new block is created. 

Enable cyclic read access and read interval

Cyclic read access is activated as the standard.  The server  reads  the values  of  the variables
from the hardware via a fetch active connection at a certain time interval. It can be specified in
Read interval [in ms] the time intervals at which the server is to send a read request to the PLC.
The setting “0” means that it should be read as  soon as  possible.  If  "Cyclic  read"  is  selected,
read access is performed once when the client requests and no longer cyclically. However, this
is only necessary in special cases and requires a precise knowledge of the communication. 

Continue to Address Space definition

Optionally by checking this flag, the user can define the alias file for the current connection now.

Although this step may be postponed to a later time. 

Connection Test

Use the test connection button  to check the availability of the specified PLC.

<<< Mitsubishi Device Wizard - Plc Protocol Settings Mitsubishi  Device  Wizard  -
Address Space Definition >>>

On this wizard page the data items for the actual PLC connection can be defined. The address
space  can  be  defined  by  manually  adding  items,  by  importing  the  address  space  from  an
external file or by importing a device symbol file (for connections of type S7 and Mitsubishi).
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PLC Connection Items

An editable  tree view  where the user  can change the address  space structure  or  content  by

adding, deleting or modifying items.

There are 3 categories of items that may be used in the tree: 

Root node (having the name of the current connection). This node is read only, the user has

just the possibility to add or delete children of this. 

Nodes: these elements are associated with branches in tree. They can have children but they

are typeless and do not carry any syntax.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree,  they  are  used  for
hierarchy purposes.

Tags: these elements are associated with leaves in tree.

Note: A tag cannot have any children, so Add is not available for tags.

Operation

Depending on the current  selection in  the Plc  Connection Items  tree,  the following operations
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are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Add a new item (Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Delete data items (Del) 

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item(s) 

Paste to data item(s) 

An example of the contextual menu available on Plc Connection Items tree is shown below:

Delete data items

Triggering the Delete data items  action with the corresponding button on the right  wizard
side or  Delete  from  the context  menu will  remove the currently selected node  from  the  Data
Items namespace tree.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.
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Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  Plc  Connection  Items  tree.
Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the context  menu of  the Plc  Connection Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...

<<< Mitsubishi Device Wizard - Extended Settings

7.3.1.8 B&R Devices

This section of the Softing dataFEED OPC Suite Online Help describes how to configure B&R
devices within Softing dataFEED OPC Suite.

Controllers  and  devices  data  source  makes  it  possible  to  exchange  data  between  the  field
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devices (PLCs) of a wide variety of manufacturers and OPC clients via Ethernet TCP/IP.

A detailed description of how to configure access to PLC devices functionality can be found in
the Configuration section.

7.3.1.8.1 Configuration

To start  configuring the connection to  an external  B&R  device  select  B&R  Devices  from  the
Data Source group in the navigator on the left. 

The Data Source - B&R Device main user interface is displayed. The main element of this page
is the External Devices list. 

Each entry shown in the list of the configuration section represents a connection to an external
device.
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Note: The list is only shown and editable if a configuration has been loaded. 

Each Device connection has a unique name within the configuration, which is given in the Name
column.

The name of  the device will  be shown in  the namespace tree in  the Softing dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: Device name must be unique string within a dataFEED OPC Suite configuration. Also the
name could not contain address space delimiters, multi-byte characters, empty spaces.

The device type (second column) can be B&R.

Third column: address represents the actual device address  which can be IPv4,  hostname or
IPv6.

Parameters  column contains  various  attributes  of  the  connection  like:  plc  header  type,  write
allowed, ports, communication protocol.

Operation

From the Siemens Devices main user interface certain  operations  can be performed over  the
selected connection by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new connection by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Address  space definition button ,  by pressing it  the  Siemens  Device  Wizard  will  be
opened in it's last page. For more details see Address Space Definition page.

Note: If no controller / device connection is selected, the Add a new data source  button is  the
only one available. 

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.
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A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.

A  dialog  will  prompt  the  user  to  confirm  deletion  of  the  data  sources  and  inactive  variable
triggers, if consumer items and/or system items of the selected data sources are used only by
inactive variable triggers.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.
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All these actions are also provided in the context menu of the External device list. Which actions
are available depends on the current selection in the list. 

An example of the context menu can be seen below:

Copy device connection  . This action is available only in the context menu and it leads
to a dialog where the user may provide a name and device address.  See the screen shot
below:

The proposed name is the original connection's

3 name post fixed with "_Copy" and the default address will be "localhost".

Toggle Activate state  . This action will enable / disable a devices connection. A disabled
connection will be shown as grayed out in the device connection list and it will be ignored by
runtime. 

Note: The connection name should be unique among all device connections names.

Note: The device address  should have a valid  host  name or  an IP  address  in  format  IPv4 or
IPv6.

7.3.1.8.2 B&R Device Wizard

 With  the B&R  Device Wizard you can  create  and  modify  a  data  source  connection  to  an
external PLC device:
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Specify connection settings @ B&R Device Wizard - Connection Settings

Specify communication parameters @ B&R Device Wizard - Communication Settings

Extended settings @ B&R Device Wizard - PVI Manager Settings

Filter settings @ B&R Device Wizard - Filter Settings

Address space definition @ B&R Device Wizard - Address Space Definition

Softing dataFEED OPC Suite V4.49
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On this page the connection name that will uniquely identify the data source and some generic
connection settings can be provided.
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Connection Name

An unique identifier  for  the current  connection.  In  case the provided name is  already used by
other connection, the user use is not allowed to go into the next wizard page.

Connection active

This flag specifies if the current connection will be enabled or not.

Simulation

This flag specifies if the current connection will be simulated by the server or it will represent a
real device connection.

Application protocol

Currently supported protocol is

INA2000

B&R Device Wizard - Communication Settings >>>

On this wizard page various parameters for the current TCP/IP connection are configured.
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Destination Address: IP address / hostname or station number

This is where the IP address of the target station (IP address of the PLC) or the DNS name of
the target station is entered. 

The device can be identified by a station number (1 -255).

Address Format

Read-Only field; automatically detects the format of destination address.

Advanced:

Read-Only field; this is a summary for Communication advanced settings.  These settings  can
be changed using Modify button that lead to Advanced Communication Settings

<<< B&R Device Wizard - Connection Settings B&R  Device Wizard -  PVI  Manager
Settings >>>

In this dialog specific B&R communication parameters can be adjusted.
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IP port number of the target station.

If the value is specified in Hexadecimal, then "0x"  must  be used to  introduce the value (e.g.  "/
LOPO=0x2b97").The port number must match the setting on the target station (PLC).

Response timeout in ms.

If a response to a sent frame is not received with this time, then the frame is transferred again.
After the third retry, the connection is deemed canceled. 

The time in which an interrupted connection is detected is a result of ResponseTimeout * 4.

Target Station Number is unique.

Enables or disables the check to see if the target station number (parameter /DA) is unique.

ANSL IP port number.

ANSL IP port number of the target station (peer station) for fast TCP download/upload.
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Fast TCP via ANSL

Turn on/off fast TCP download/upload via ANSL.

Port number of the source station (separate station)

If the value is specified in Hexadecimal, then "0x"  must  be used to  introduce the value (e.g.  "/
LOPO=0x2b97").

A  different  default  port  number  then  only  needs  to  be  set  if  it  is  not  unique  within  the  local
computer.

Station number of the source station (own station).

The station number must be unique within the INA2000 network. The highest station number is
99 for SG3 and SGC with AR Version < 2.00, or 255 for SG4 and SGC with AR Version >= 2.00.

UDEV

This parameter determines how the parameters /LOPO and /SA function.

With "/UDEV=0" (default) all process objects with the type "device object" are grouped together
as one service object and transferred over an INA2000 connection. If the process objects have
different  values  for  /LOPO  and  /SA,  the  object  created  first  always  wins.  This  setting
corresponds to the behavior of PVI Versions <= 3.0.0. 

With "/UDEV=1", process objects with different values for /LOPO and /SA are transferred using
separate  service  objects.  INA2000  communication  therefore  also  takes  place  via  separate
INA2000 connections. This setting allows multiple INA2000 connections to be established to one
PLC with different port numbers or station numbers (source station).

On  this  wizard  page  the  extended  settings  for  the  current  data  source  connection  can  be
configured.
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Destination address.

If the IP initialization parameter  is  specified,  then the Remote communication type is  used for
PVICOM communication. Either  the TCP/IP  address  (e.g.  "IP=10.43.50.62")  or  the host  name
("IP=SystemPC1") of the server (PVI Manager) is specified with this parameter. If the host name
is given, then the IP address assigned to the name is determined by the system. 

Read/Write port

TCP/IP port number.  Default: "PN=20000".

This parameter is only required in conjunction with the IP parameter. Value: 1024 - 32767.

Communication timeout.

Communication  timeout  for  the  client/server  (application/PVI  Manager)  communication  in
seconds.

The timeout  also defines  the time for  the life  sign  monitor.  An  additional  period  is  needed  to
detect  a  disruption  in  the  client/server  connection.  To  determine  the  total  time  where  a
communication disruption would be detected (at the latest), the timeout value specified here has
to be doubled. If the timeout is 5, then an interruption in  the connection can be detected in  as
early as  5 seconds  and as  late  as  10 seconds.  Connection interrupts  are not  recognized  as
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such  by  the  PVICOM interface  if  they  occur  within  the  timeout  period.  Data  transfer  simply
continues once the connection is reestablished. Often used values are 3 - 10 seconds for local
communication and 5 - 30 seconds for remote communication. 

Value: 1 - 3600, = 0 ... Default value of 30 s used. The value specified in the function argument
"Timeout" serves as a presetting for this parameter.

Retry time for PVICOM user messages is seconds.

The default setting ("RetryTime=0") should normally be used for this parameter.

Value: 1 - 3600, <= 0 ... no repetition. The value specified in the function argument "RetryTime"
serves as a presetting for this parameter.

Limit on user messages. 

Default: "LM=1".

PVICOM applications  basically  do  not  need  to  change  the  default  setting  of  this  parameter.
However, if an application is able to respond quickly to PVICOM user messages, then a higher
limit value ("LM=100", "LM=500") can speed up user message execution.

Value: 1 - 65535, <= 0 -> No limiting. 

Process timeout in seconds. 

Default: "PT=0".

This timeout can be used to monitor the time between requests and responses. This parameter
is only intended for PVICOM applications which carry out particular tasks.  Standard application
do not need to be monitored and should use the default setting (no timeout monitoring).

Value: 1 - 3600, <=0 -> No timeout monitoring. 

Auto-Start (only for the local communication type).

1 ... PVI Manager is started (default).

0 ... PVI Manager is not started automatically and must be started already when the function is
called.

<<< B&R Device Wizard - Communication Settings B&R Device Wizard - Filter Settings
>>>

On this wizard page you can activate or  deactivate the filter  functionality for  the selected data
source.
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Filter Definition

For the Filter Definition there are two possible configuration settings:

Filter Definition Description

Deactivate Filter All items will be dynamically retrieved from the device and will
be  completely  available  in  the  namespace  of  the  local
dataFEED OPC Suite application.

Activate Filter Only  filtered  items  from  the  device  will  be  available  in  the
namespace  of  the  local  dataFEED  OPC  Suite  application.
You can specify the filter items on the next wizard page.

<<< B&R Device Wizard - PVI Manager Settings B&R  Device  Wizard  -  Address
Space Definition >>>

On this wizard page the data items for the actual connection can be defined. The address space
can be defined by manually adding items, by importing the address space from an external file.
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PLC Connection Items

An editable  tree view  where the user  can change the address  space structure  or  content  by

adding, deleting or modifying items.

There are 3 categories of items that may be used in the tree: 

- root node  (having the name of the current connection). This node is read only, the user  has

just the possibility to add or delete child's of this. 

- nodes: these elements are associated with branches in tree. They can have children but they

are typeless and do not carry any syntax.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree,  they  are  used  for
hierarchy purposes.

- tags: these elements are associated with leaves in tree.

Note: A tag cannot have any children, so Add is not available for tags.

Operation

Depending on the current  selection in  the Plc  Connection Items  tree,  the following operations
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are possible  using the buttons  on the right,  the context  sensitive  menu  or  the  corresponding
shortcuts:

Properties of the selected item (Ctrl+P) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Delete data items (Del) 

Refresh data items (Ctrl+R) 

Two more operations are supported, which are only accessible from the contextual menu:

Copy data item(s) 

Paste to data item(s) 

An example of the contextual menu available on Plc Connection Items tree is shown below:

Delete data items

Triggering the Delete data items  action with the corresponding button on the right  wizard
side or  Delete  from  the context  menu will  remove the currently selected node  from  the  Data
Items namespace tree.

Attention: The root node of the namespace tree can not be deleted.

Attention: A node which is currently used in  a  data processing or  data destination action can
not be deleted.
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Copy

The  Copy   action  is  provided  in  the  context  menu  of  the  Plc  Connection  Items  tree.
Triggering this action will copy the selected node to the local clipboard. All the properties of the
node are copied. Also, if the node contains children, the entire branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste action is  provided in  the context  menu of  the Plc  Connection Items  tree.  This
action  will  add  the  node  currently  stored  in  the  local  clipboard  as  a  a  child  of  the  currently
selected node. Whether the action is available in the context menu depends on the type of  the
currently selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a node was previously copied to the clipboard.

If the Paste action is performed on a node which already has a child of the same name as the
node in the clipboard, the pasted node is renamed automatically by adding a numerical suffix to
the original name.

E.g. NodeA, NodeA01, NodeA02, ...

Refresh data items

Triggering the Refresh data items  action with the corresponding button on the right wizard
will perform a device query to retrieve the actual items.

Note:  This  operation  may  be  very  time  consuming,  depending  on  device  configuration  and
connection speed.

<<< B&R Device Wizard - Filter Settings

7.3.1.9 OPC UA Server

This section of the Softing dataFEED OPC Suite Online Help describes how to configure OPC
UA Server connections within Softing dataFEED OPC Suite.
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OPC  UA Server  data  source  makes  it  possible  to  exchange  data  between  the  field  devices
(PLCs) of a wide variety of manufacturers and OPC UA clients.

A detailed description on how to configure access to OPC UA Server connections can be found
in the Configuration section.

7.3.1.9.1 Configuration

To start configuring the connection to an external OPC UA Server select OPC UA Server  from
the Data Source group in the navigator on the left. The Data Source - OPC UA Server main user
interface is displayed. The main element of this page is the External OPC UA Server list. Each
entry shown in  the list  of  the configuration section represents  a connection to  an external  UA
Server.
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Note: The list is only shown and editable if a configuration has been loaded. 

Each OPC UA Server connection has a unique name within the configuration, which is given in
the Name column.

The name of  the device will  be shown in  the namespace tree in  the Softing dataFEED  OPC
Suite Configurator and in the local dataFEED OPC Suite application, and its entire namespace
will be under this name. 

Note: Device name must  be a unique string within  a  dataFEED  OPC  Suite  configuration.  In
addition the name could not contain  address  space delimiters,  multi-byte characters  or  empty
spaces.

UA Server  Endpoints  (second  column)  are  defined  as  Type  of  User  Authentication,  Security
Policy and Session Timeout. More details are shown in the cell's tooltip.

Operation

From  the OPC  UA Server  main user  interface certain  operations  can  be  performed  over  the
selected connection by using the buttons on the right, by accessing the context sensitive menu
or by pressing the keyboard shortcuts. The following actions are available:

Change the properties  of  the selected  data  source  by  using  the  Properties  button  ,
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pressing the keyboard shortcut CTRL+P or selecting Properties from the context menu.

Add a new connection by using the Add button , pressing the keyboard shortcut CTRL
+A or selecting Add from the context menu.

Change advanced settings  for  the selected data source  by  using  the  Advanced  settings

button .

Change global  settings  for  the selected  data  source  by  using  the  Global  settings  button

.

Use  test  connection  button   to  check  the  availability  of  specified  server  or  the
correctness of the authentication and security settings.

Delete  the  selected  data  source  by  using  the  Delete  button  ,  pressing  the  DEL  /
DELETE key on the keyboard or selecting Delete from the context menu.

Note: If no connection is selected, the Add a new data source button and Global settings are the
only options enabled.

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys. 

A dialog will then prompt the user to confirm the deletion.

A dialog will inform the user that the data sources cannot be deleted, if consumer items and/or
system  items  of  the  selected  data  sources  are  used  by  active  variable  triggers  or  other
modules.
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A dialog  will  prompt  the  user  to  confirm  deletion  of  the  data  sources  and  inactive  variable
triggers, if consumer items and/or system items of the selected data sources are used only by
inactive variable triggers.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.

These actions are also provided in the context menu of the External device list.  Which actions
are available depends on the current selection in the list. 

An example of the context menu can be seen below:

Copy device connection  . This action is available only in the context menu and it leads



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 369

to a dialog where the user may provide a name and device address.  See the screen shot
below:

The proposed name is the original connection's name post fixed with "_Copy". The endpoint
URL is copied from the source connection.

Toggle  Activate  state   .  This  action  will  enable  /  disable  a  device's  connection.  A
disabled connection will be shown as grayed out in the device connection list and it will  be
ignored by runtime. 

Note: The connection name should be unique among all device connections names.

7.3.1.9.2 Server Connection Test

The Test Connection button   checks the OPC UA Server connection. The dataFEED OPC
Suite Configurator tries to connect to the external  OPC  UA server.  A dialog is  shown with  the
test results. If the connection was successful, information about the server is also displayed:

If no connection could be established, the following dialog box is displayed:
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Note: The test connection dialog cannot be canceled. In some cases it may take up to Network
Timeout parameter (default 60 seconds).

7.3.1.9.3 Advanced Settings

Advanced settings dialog contain a set of parameters needed in order to create a connection to
an external OPC UA server. All parameters are connection specific.
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Parameter
Name

Description Default  value  and  value
range(when applicable).

Session Name Name  that  identifies  the  OPC-UA  client
session  associated  with  the  OPC-UA
Server source. 

The  default  value  for  session
name  is  auto-generated  based
on the following pattern:  [Softing
dataFEED  Suite
<ConfigurationName>]

Session
Timeout  

This  parameter  specifies  the  maximum
of  time  which  will  the  connection  be
active without any activity.

Default value: 60 seconds. 

Range: 1 to 3600 seconds. 

In  addition  it  is  possible  to
deactivate  the  timer  by  setting
value to 0 (Disabled).

Session Retry
Timer 

This  parameter  specifies  the  time  after
which a re-establishment is performed. 

Default value: 5 seconds. 

Range: 1 to 3600 seconds. 
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Session Setup
Timeout 

This  parameter  specifies  the  maximum
amount of time allowed for application to
connect to the external server.

Default value: 30 seconds. 

Range: 1 to 60 seconds. 

In  addition  it  is  possible  to
deactivate  the  timer  by  setting
value to 0 (Infinite).

Session
Establishment 

Specifies the connection modality:

- OnStartup: when the application starts

- OnDemand: on the first service call that
involves a target server

OnStartup is currently supported
only.

Connection
Monitoring
Interval 

Specifies  the interval  in  milliseconds  for
verifying the health  of  the  connection  to
the server.

Default value: 0 (disabled). 

Range: 100 to max(UInt32)

Network
Timeout  

Specifies the time-out in milliseconds for
establishing a secure channel.

Default value: 60 seconds. 

Range: UInt32.

View Service
Timeout

Specifies the time-out in milliseconds for
view services.

Default value: 5 seconds. 

Range: UInt32.

DataAccess
Service
Timeout  

Specifies the time-out in milliseconds for
data access services.

Default value: 5 seconds. 

Range: UInt32.

Subscription
And
MonitoredItem
Service
Timeout

Specifies the time-out in milliseconds for
subscription  and  monitored  item
services.

Default value: 5 seconds. 

Range: UInt32.

Publish
Service 
Timeout 

Specifies the time-out in milliseconds for
the publish service.

Default value: 60 seconds. 

Range: UInt32.

SessionServic
eTimeout 

Specifies the time-out in milliseconds for
the session services.

Default value: 5 seconds. 

Range: UInt32.

Message
Encoding Type 

Specify how the content of the message
is encoded. The sender  of  the message
will  encode  the  data  in  this  format  and
the receiver will decode the information in

Binary  is  currently  supported
only.
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order to recreate the original message.

 OPC UA supports 2 message formats:

-  Binary  –  Encodes  the  date  into  a
serialized  byte  array.  It  is  designed  for
fast encoding and decoding.

- XML – Uses XML encoded messages. It
is  slower,  but  the  messages  can  be
easily interpreted. This can be used only
for HTTP or HTTPs protocols.

Max. Num. of
Nodes per
Browse
Request

Specifies the maximum number of nodes
that  can be returned following a  browse
request (browse service call).

Default value: 0 (disabled). 

Range: 0 to max(Int32)

Write Filtering
Option

Specifies  the  allowed  attributes  being
changed on a write operation.

Basically,  on  write  operations  is  is
allowed  to  change  the  following
attributes: value, status code and source
timestamp.

A  set  of  OPC  UA  servers  are  not
accepting  writing  all  those  attributes,
rejecting  the  write  operation.  With  this
setting, the user can specify which of the
attributes are sent required being written,
all the other ones being ignored. 

Default  value:  Value,  Status
Code and Timestamp

Possible values:

Value,  Status  Code  and
Timestamp

Value and Status Code

Value and Timestamp

Only value.

Datachange
Filtering
Option

Specifies  the  conditions  under  which  a
data  change  notification  should  be
reported.

The following attributes  could  generates
datachange  notifications:  value,  status
code and source timestamp.

The allowed possibilities are:

Value,  Status  Code  and  Timestamp  -
Report  a  notification  if  either
StatusCode,  Value  or  the  Source
Timestamp change.

Value  and  Status  code  -  Report  a
notification if either the Status  Code or
the value change.

Default  value:  Value,  Status
Code and Timestamp.
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Status  Code  -  Report  a  notification
ONLY  if  the  Status  Code  associated
with the value changes.

7.3.1.9.4 Global Settings

Global settings dialog contains general settings applied to all OPC UA server connections. The
user is allowed to modify only timeout related settings.  The read only information is  presented
because it may be relevant for dataFeed administrators.

1. Global Timeout Settings

GetEndpoints  Service Timeout  -  Specifies  the time-out  in  milliseconds  for  establishing a
secure channel in the GetEndpointsFromServer service call. Default value is 5000 (ms). Value
range: UInt32.

GetEndpoints  Network  Timeout  -  Specifies  the  time-out  in  milliseconds  for  the
GetEndpointsFromServer service. Default value is 60000 (ms). Value range: UInt32.

2. Identity Settings

UA Server Name - Specifies the server name

Host Name - Local host name
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3. Certificates Settings

ApplicationCertificate - Absolute file path to application certificate (der format)

ApplicationPrivateKey - Absolute file path to application private key (pem format)

CertificateTrustListLocation - Local folder containing the trusted certificates

RejectedCertificateLocation - Local folder containing the rejected certificates

7.3.1.9.5 UA Server Connection Wizard

 With the UA Server Connection Wizard you can create and modify a data source connection
to an external OPC UA Server:

Specify connection settings @ UA Server Connection Wizard - Connection Settings

Specify UA Server Endpoint URL @  UA Server Connection Wizard - Endpoint Settings

Specify  connection's  security  settings  @   UA  Server  Connection  Wizard  -  Security
Settings

On this  page the connection name that  will  uniquely identify the data source and state of  the
connection is specified.
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Connection Name

An unique identifier  for  the current  connection.  In  case the provided name is  already used by
other connection, the user use is not allowed to go into the next wizard page.

Connection active

This flag specifies if the current connection will be enabled or not. A disabled connection will be
ignored by runtime but the connection settings will be persisted so it can be enabled again at a
later time.

UA Server Connection Wizard - Endpoint Settings Page >>>

On this wizard page the external OPC UA Server endpoint URL is configured.
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OPC UA Server panel

This panel contains a server discovery widget. It supports the user to find a server locally or on
the network and allows to specify an Endpoint that was used previously.

It contains 4 basic entries:

Manual: By expanding this node the user can add a server address or a discovery server. The
configurator will try to obtain the available endpoints for these entries.

The manually added entries  will  be saved for  the next  session.  They can also  be  removed
from the list or can be edited using a popup menu.

Local: Under this node all servers listed in LDS (local discovery server) are shown. Expanding
each of them will retrieve server's available endpoints.

Remote: Similar to local node. But in this case on the second level the network domains are
shown, on the third level workstations, then available servers and lastly the endpoints.

Recent:  Once  a  connection  wizards  completes,  the  selected  endpoint  will  be  stored  in
Recent  group to  be available  for  further  configurations.  Please  note  that  only  the  latest  10
endpoints are stored.

The user has the option to remove them using the popup menu.
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Note: Once a server endpoint is clicked, it is automatically added to the Endpoint URL edit box.

OPC UA Server Endpoint panel

This panel contains Endpoint URL edit box beside some explanations about accepted formats.
Only the URL starting with opc.tpc:// are admitted.

The host can be specified either by HostName or Ip address.

The  XML  message  encoding  type  is  not  supported.  Therefore  the  associated  endpoints  are
shown in the discovery panel as disabled.

Note:  The next button is not available as long as the Endpoint edit box is empty. 

<<< UA Server Connection Wizard - Connection Settings UA  Server  Connection
Wizard - Security Settings >>>

On this wizard page various parameters  regarding secure communication with  UA Server  are
configured. Beside that a test connection functionality is provided.  
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Security Configuration

Security Configuration settings consists in Message Security Mode and Security Policy settings.

Message Security Mode

Specifies whether signing or encryption is used and when it is used if messages are exchanged.
Possible options are:

None  –  no security is  applied.  Messages  can  be  read  over  the  network.  This  is  the  most
insecure mode, but also the fastest one.

Sign – messages are sign using a certificate. The message body is  not  encrypted,  but  data
integrity is assured.

Sign  &  Encrypt  –  messages  are  signed  and  encrypted.  All  of  them  are  private  and  their
integrity is assured.

Security Policy

Specifies the encryption algorithm applied for messages. Possible options are:

None – no encryption is used

Basic128RSA15 – 128 bit encryption is used.

Basic256 – 256 bit encryption is used.

OPC UA Server Application Certificate

This section allows to select the certificate handling mode:

Accept all servers certificates automatically. Communication between dataFEED OPC  Suite
and external OPC UA servers is possible even when the target server is not trusted.

Accept trusted certificates only. In order to  trust  a  server  certificate the user  should access

Server certificate retrieval by pressing the  button.

A  general  overview  and  handling  for  certificate  store  can  be  found  inside  Certificate

Management by pressing the  button.

Authentication settings

Specifies  the  credentials  which  must  be  passed  to  the  server  for  authentication.  Possible
options are:

Anonymous – no user credentials are provided for authentication.

User Name – a  user  name and a password is  provided for  authentication – these must  be
specified.
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Certificate - the user must provide a certificate to prove its identity. 

Connection test.

Use  the  connection  test  button   to  check  the  availability  of  the  server  specified  or  the
correctness of the authentication and security settings.

<<< UA Server Connection Wizard - Endpoint Settings Page

This dialog facilitates certificates handling and details view.

 

 

Left column contains Own certificate, Trusted certificates  and Rejected certificates  lists  while
the right column is populated with the details of the selected certificate.
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Own Certificate.

This list contains only one certificate and offers the possibility to be exported.

By using the export  button  the user  is  prompted to  select  a  destination  folder  where  to
save  dataFEED  OPC  Suite  UA  Client  application  certificate.  This  functionality  is  particularly
useful when the Message security mode is other than "none".

Trusted Certificates.

This group contains the list of the currently trusted certificates.  The validity date can be easily
checked on the "Valid Until" column. Certificates from this list can be dragged and dropped in the
rejected certificate list. 

By using the import button  the user  is  prompted to  select  a  server  application certificate
(.der  format)  that  will  be  added  to  the  trusted  folder.  This  operation  basically  can  substitute
Receive server certificate operation.

One certificate can be deleted using  button.

Rejected Certificates.

Contains  the list  of  the  rejected  certificates.  Each  certificate  can  be  dragged  into  trusted  or
deleted.
The up and down arrow buttons can be used to easily move certificates from trusted to rejected
locations and vice-versa.

Certificate details.

In this area shows some details of the selected certificate like: location (on the disk), Application
Name, Application Uri, Organization, Subject, Issuer, Validity dates and so on.
The details area is read-only.

The retrieve server certificate button  obtains external server's certificate and stores it into the
trusted folder. While dataFEED OPC Suite Configurator tries to connect to the external OPC UA
server a waiting dialog is shown:

Both a successful and a failed connection attempt are displayed in a message window.
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A Certificate validation is also  displayed allowing the user to inspect the incoming certificate and
trust it.

If the server's certificate is already trusted and valid, the following box is displayed:

The Certificate validation dialog allows  the user  to  briefly investigate a certificate  by  checking
details like Issuer details, expiration date etc.

Certificate view

Certificate view offers information regarding Subject,  Issuer,  Serial  Number,  Validity dates  and
Thumbprint.

Subject  and  Issuer  are  composite  fields.  They  can  contain  information  about  Domain
Component,  Email,  Common  Name,   Organization  Unit,  Organization,  Locality,  State  and
Country.

Certificate Approval

A user can trust this incoming certificate or reject the certificate.
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Note:  adding  a  certificate  to  the  rejected  store  does  not  mean  the  connection  to  server  is
prohibited  (do  not  confound  rejected  with  revocation  list).  Rejected  store  is  a  folder  where
certificates are kept to be investigated by an administrator at a later time, then moved to trusted,
revocation or ignored.

7.3.1.10 Database Read

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
database read functionality of Softing dataFEED OPC Suite.

Database Read

Database Read can exchange data between its  local  address  space  (data  provided  by  data
sources) and databases. It supports any type of database to which an ODBC connection can be
established through a Data Service Name (DSN).  The  data  read  by  Softing  dataFEED  OPC
Suite can be written into items via SQL statements or stored procedures.

Softing dataFEED OPC Suite allows the following operations to be done:

Configure the connection to the desired database

Define SELECT FROM statements as actions to be triggered

Define Stored Procedure and Function calling actions to be triggered

Define general SQL statements as actions to be triggered

Transfer of OPC data from any data source server to a Database server

Transfer data from Database into writable items.

The Database Read add-on can be activated or  deactivated  by  using  the  Activate  Database
Read  checkbox.  When  deactivating  the  Database  Read  add-on,  the  configured  database
connections and actions are not lost.

Connecting to a database is done through Open Database Connectivity (ODBC) which provides
a  standard  software  interface  for  accessing  the  most  common  types  of  databases  like:
Microsoft  SQL Server,  MySQL,  Oracle.  Thus,  dataFEED  OPC  Suite  uses  ODBC  to  execute
SQL commands  on a database.  It  accomplishes  this  by using a driver  as  a  translation  layer
between  dataFEED  OPC  Suite  and  database  management  system  (DBMS).  Each  driver  is
configured with a DSN that defines the connection to the target database. 
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The DSN connection string must contain the following:

Database  location:  a  host  name  or  IP  address  and  optionally  a  database  name  and  port
number

Logon information, if it is required by the database

A more detailed description can be found on the Configuration:  Data Source -  Database Read
page.

7.3.1.10.1Configuration

The Database Read functionality is configured in the Data Source - Database Read main user
interface. The main add-on UI page can be reached by choosing the Database Read option from
the  Data  Source  section  in  the  navigation  panel  on  the  left.  The  Database  Action  section
provides  different  controls  depending  on  what  type  of  database  action  is  selected  in  the
database tree. If a database connection or the root Databases node is selected then this section
will be disabled. Three types of database actions exist:

SELECT FROM SQL statement which defines an Select action in a user friendly way.

Stored  Procedure  is  an  action  editor  which  allows  defining  actions  which  call  stored
procedures or function in a user friendly way.

General  SQL Statement  is  an  action  editor  which  allows  typing  any  SQL  query  code  and
assigning items.

The  image  below  illustrates  the  main  user  interface  of  the  Database  Read  add-on  (Select
database action selected):
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This  image represents  a Stored Procedure or  Function  statement  database  action  (Function
currently selected):
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The image below represents a general SQL statement database action:
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For more details about the Database Read functionalities see the Database Read page.

The entire Database Read add-on functionality can be activated or deactivated by using the
Activate Database Read checkbox.

Note: If  database definitions  or  database  actions  are  defined  and  the  add-on  functionality  is
deactivated,  these  definitions  will  not  be  deleted  from  the  configuration  files  (task  and
subscription files). Instead they are marked as deactivated - prefixed with the deactivated mark:
#!  These lines are then ignored by the local dataFEED OPC Suite application. 

By default the Database Read functionality is disabled. It needs to be enabled first by selecting
the Activate Database Read checkbox at the top of the Data Source - Database Read main UI
page in order to use it.

The Data Destination - Database Read main view consists of:

The Activate Database Read checkbox which allows enabling / disabling this add-on.

A tree displaying the database definitions and database actions related to them.

An action editor which displays details about or offers support in editing the selected database
action.  

Database definition handling

From  the  Data  Source  -  Database  Read  main  user  interface,  certain  operations  can  be
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performed using the buttons on the right, keyboard shortcuts or the corresponding context menu
actions:

Add a new  database definition by selecting the Databases  root  element  and using  the  Add

button , pressing the keyboard shortcut CTRL+A or selecting the Add action from the root
element context menu.

Change the properties  of  the selected database definition using the Properties  button ,
pressing the keyboard shortcut  CTRL+P or  selecting the Properties  action from  the context
menu.

Add a new action for the selected database definition using the Add button , pressing the
keyboard shortcut  CTRL+A or  selecting the Add action from  the database definition context
menu.

Change  the  properties  of  the  selected  database  action  using  the  Properties  button  ,
pressing the keyboard shortcut  CTRL+P or  selecting the Properties  action from  the context
menu.

Remove  the  selected  database  definition  /  database  action  using  the  Delete  button  ,
pressing the DELETE /  DEL keyboard key  or  selecting  the  Delete  action  from  the  context
menu.

Modify the trigger type for the selected database action by selecting the Modify  Trigger  Type
action from the context menu.

Modify the trigger  settings  for  the selected database action by  selecting  the  Modify  Trigger
Settings  action from the context menu. For more information see the Item  Trigger  Wizard or
the Timer Trigger Wizard.

The context menu of the Databases root node looks like this:

The Database Definition context menu looks like this:

The Database Action context menu looks like this:
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Each Database connection and action can be activated or deactivated separately using Toggle
Active State on/off option. Once deactivated the item is grayed out inside the view. 

For  database action definitions  in  the Database tree the trigger  type,  the update rate  and  the
execution condition can be defined. These values can be edited by clicking in the corresponding
cell.

Action editor handling for SELECT FROM actions

The SELECT FROM action editor offers a convenient way to edit a Select From  SQL statement
by displaying an interactive table  grid  containing  the  table  column  names  as  rows  with  their
respective data associations. The action editor table has the following fields:

Used  - column which determines whether the respective column will  receive any data from
the  incoming  transaction.  When  you  select  the  checkbox  in  this  cell  the  Data  Value
Placeholder Wizard will open. In this wizard you can associate the table column name with a
placeholder.  When the checkbox is  unchecked this  association will  be lost  and  the  defined
placeholder will automatically be deleted.

Column - column name in the selected database definition from which the value will be read.

Data Type - column displaying the data type of the database table column.

Data Value - column in the interactive table which displays the user defined placeholder. If the
column Used is not checked this column will contain no placeholder reference.

An  example  of  a  complex  action  editor  containing  selected  and  unselected  rows  of  both
mandatory and non-mandatory types can be seen below:

 

For more details see the Database Action Wizard - Select Statement page.
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Note: dataFEED OPC Suite displays texts encoded in UTF-8. The Unicode characters are thus
fully supported for Database names or table column names.

Attention: Due to Qt-specific  limitations, database data types cannot  be detected properly.  Qt
enumerates certain sub-types into the same categories, thus these sub-types will not be treated
as those types. 
This means that for example the database types SQL_DECIMAL, SQL_NUMERIC, SQL_REAL,
SQL_FLOAT, SQL_DOUBLE all fall into the Double type category and the application will  treat
all of them as Double.

This behavior can usually be seen in the main view.

Action editor for Stored Procedure or Function actions

The Stored Procedure  or  Functions  Action  editor  shows  the  parameter,  data  type  and  local
namespace items in a read-only view. No editing is available, like for Select statements.

The table  above shows  the list  of  parameters  for  the selected Stored  Procedure  or  Function
action, with their direction before their names, data types and the item names to which they are
assigned. The Refresh button on the right side of the table can be used to refresh the parameter
meta data from the database.

If the application finds that parameters of the stored procedure or function don't exist  anymore,
those rows will be marked as invalid, with color red.

For more details see the Database Action Wizard - Stored Procedure page.

Action editor for General SQL Statement actions

The  General  SQL  Statement  editor  does  not  offer  the  possibility  to  edit  a  general  SQL
statement. It only shows a read-only view of the SQL action.
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As an example, the following statement first runs  an initialization statement,  then it  creates  an
Insert  Into  action  and  executes  them  on  a  database.  dataFEED  OPC  Suite  replaces  the
placeholders accordingly:

use Test_Database GO INSERT INTO Test_Table (itemId,itemValue)  VALUES (<<R8> / <ItemID>>, <<R8> / <Value>>);

For more details see the Database Action Wizard - SQL Statement page.

Note:  Configuration  files  are  encoded  in  UTF-8,  thus  providing  full  support  of  Unicode
characters.

For details regarding functional limitations of the DatabaseRead, see the Limitations page.

7.3.1.10.2Database Wizard

With the Database Wizard you can create and modify an ODBC  connection to  an external
SQL database server:

Create a new  connection or  modify an existing one @ Database Wizard  -  Connection
Settings

Select the ODBC data source for the database connection @ Database Wizard - ODBC
Data Source

Specify  the  user  name  and  the  password  for  the  database  connection  @  Database
Wizard - Authentication

Specify an SQL initialization statement  for  the  database  server  @  Database  Wizard  -
Initialization

Softing dataFEED OPC Suite V4.49
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The role  of  the  Connection  Settings  wizard  page  is  to  provide  a  simple  way  for  creating  or
modifying database connections.  It  contains  two sections:  Connection Name  and  Connection
State:

The first section allows the user to specify the name of  the connection.  When creating a new
connection its name is automatically generated by the system in the format "ReadDatabase_X",
where 'X' is  the next available connection number. When modifying an existing connection,  the
user  must  provide  a  unique  connection  name  to  avoid  name  collisions  with  the  exiting
connection names.

Note: If  a  connection name  is  taken,  the  application  will  show  an  error  message:  "There  is
already  a  connection  with  this  name.  Please  choose  another  connection  name".  A  unique
connection name must be provided in any case to continue.

The second section contains a check box for activating or deactivating a connection.

The Connection Active flag specifies if the current connection will be enabled or not. In case this
is set to false (check box unchecked) DataFeed will not connect to this database at runtime so
none of its actions will be executed.
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Note: In case a connection is not active, it will be grayed out on the main view along with all the
actions associated with it.

Database Wizard - ODBC Data Source >>> 

The role of  the ODBC  Data Source  wizard page is  to  provide an intuitive and simple way for
configuring  the  database  connections.  It  contains  two  sections:  ODBC  Data  Sources  and
Selected Data Source:

The first section allows selecting an already defined ODBC connection from the System DSN. If
the desired connection does  not  exist  in  the list,  a  new  ODBC  connection can be defined by

using the Open the Windows ODBC data source manager button .

Note: Only the System DSN data sources are displayed in the ODBC Data Sources table. 

Also note the following limitation:  If  both  32  bit  and  64  bit  ODBC  drivers  are  installed  in  the
operating  system  and  there  are  connections  defined  in  both  of  them,  only  the  connections
defined in the 32 bit driver will be shown in DataFEED. DataFEED has this limitation because it
is a 32 bit application and such applications use the 32 bit ODBC driver.
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Using the Reload ODBC data sources  button  or pressing the keyboard shortcut CTRL+R
updates  the available  data source list.  After  a  new  ODBC  database definition is  added to  the
Windows System DSN, an update needs to be done in order to see the latest  addition(s).  The
ODBC Data Source table contains 2 columns:

Data Source - contains the ODBC Data Source name. This name will also be used as the
database connection name in the Databases tree.

Driver  -  contains  the  name  of  ODBC  data  source  driver  used  for  connecting  to  the
database.

The  second  section  contains  an  editable  text  box  that  is  automatically  populated  with  the
selected DSN name. The name of the data source can also be manually written in  case of  an
offline configuration when the DSN will be created later.

Note:  It  is  mandatory  to  provide  an  ODBC  data  source  name  through  which  the  database
connection  will  be  established,  therefore  it  is  not  possible  to  continue  the  wizard  without
providing one.

<<< Database Wizard - Connection Settings Database  Wizard  -  Authentication
>>>

The next step in configuring a database definition is to provide (if necessary) the authentication
information  for  connecting  to  the  ODBC.  This  is  done  in  the  Authentication  page,  which  is
organized as follows:
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A short description of this page's functionality is shown at the top of the wizard page.

The  Activate  Authentication  section  has  an  associated  checkbox  for  activating  or
deactivating this part of the database definition process. When active, the two fields for User
name and Password are enabled and the corresponding data can be filled in. By default the
Activate Authentication checkbox is  disabled and the User  name  and Password  fields  are
empty.

The last  section,  Connection Test,  allows  testing  the  current  configuration  (including  the
non-mandatory  user  name  and  password).  To  perform  the  connection  test,  click  the

Connection  test  button   or  press  the  keyboard  shortcut  CTRL+T.  The  Database
Connection  Test  dialog  appears  where  you  can  see  the  connection  test  results.  A
successful database connection test result is shown below:
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Various  pieces  of  information  about  the  server  is  also  displayed  in  this  window.  If  the  test
connection failed, the database connection test result will look like this:

 

To proceed with  the wizard and continue to  define the database initialization statement  press
the Next button. To go back to the previous page (to change the DSN) use the Back  button. Quit
the Database Wizard by pressing the Cancel button. 

To  stop  at  this  point,  press  the  Finish  button.  The  next  page,  containing  the  database
initialization statement and other details, can be skipped and default values will be set and saved
in the configuration.

<<< Database Wizard - ODBC Data Source Database Wizard - Initialization >>>

The last page of the database definition wizard is the Initialization page which allows defining an
initialization statement for the external SQL database, and other details like date and time format
and value operations.
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The first section has an associated checkbox, Activate SQL Initialization Statement, and a text
field. By default this checkbox is not selected,  therefore no SQL initialization command will  be
executed. 

The wizard page is shown below:

When the Activate SQL Initialization Statement  ckeckbox is  selected,  the free form  SQL  text
editor is enabled where you can define a custom SQL statement.

Note: This  SQL initialization statement  will  be executed each time the  local  dataFEED  OPC
Suite  application  connects  to  the  database,  that  is  when  the  local  dataFEED  OPC  Suite
application starts and also when the local  dataFEED  OPC  Suite  application reconnects  to  the
database.  It  will  not  be executed when adding new  Database Actions  in  the  dataFEED  OPC
Suite  Configurator.  The default  database specified in  the ODBC  manager  will  be  used  in  the
Configurator  and  tables  from  that  database  will  be  automatically  displayed  in  the  Database
Action Wizard - Database Table page.

Time And Date Format

Different time and date formats can be used when reading time and date values from database.
The default  values  are HH:MM:SS pp   for  the Time format   and  mm/dd/YYYY  for  the Date
format. Other defined values for Time and Date format are:

Time format: HH:MM:SS pp, HH:MM:SS.FFF pp, HH:MM:SS.FFF, HH:MM:SS
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Date format: mm/dd/YYYY, dd-mm-YYYY, dd.mm.YYYY, dd/mm/YYYY, YYYY-mm-
dd, mm-dd-YYYY

Values  for  Time and Date format  can also be defined manually but  in  this  case  special  care
must be taken to ensure that the definitions are recognized by the local  dataFEED  OPC  Suite
application.

Time Zone handles the source localization time: UTC (Universal Time Coordinated) or local time
(local time localization). The default time zone is UTC.

Value Operations

The Database Connection may be configured to  replace all  TRUE BOOLEAN values  with  "-1"
instead of "1" by marking the Replace BOOLEAN value "1" with "-1" for TRUE checkbox in the
Value Operations group box.

Note: The Replace BOOLEAN value "1" with "-1" for TRUE checkbox is marked by default  for
new Database Definitions created with dataFEED OPC Suite v4.30 and later, and unmarked for
existing  Database  Definitions  from  configurations  created  with  earlier  dataFEED  OPC  Suite
versions.

The Database Connection may also be configured to use different array separators by changing
Array elements separator token.

Note: By default the array separator is ";"

Press Finish to complete the wizard or quit the wizard by pressing the Cancel button. 

<<< Database Wizard - Authentication

7.3.1.10.3Database Action Wizard

With the Database Action Wizard you can create a new Database Action definition or modify
an existing one:

Define the database action type @ Database Action Wizard - Action Type

Define the SELECT SQL statement to be executed @ Database Action Wizard -  Select
Statement

Define the WHERE condition @ Database Action Wizard - Where Condition

Define the Stored Procedure SQL statement to be executed @ Database Action Wizard -
Stored Procedure

Define the SQL statement to be executed @ Database Action Wizard - SQL Statement
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Choose the database action trigger type @ Database Action Wizard - Trigger Type

Note: A Database  Action  Wizard  flow  will  not  include  all  the  pages  listed  above.  A  specific
branch will be followed during the wizard, according to the selections performed in some of the
pages.

Softing dataFEED OPC Suite V4.49
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The Action Type wizard page describes  the different  actions  you can choose when defining a
new Database Action. 

Here the action name can be defined. Action name must be unique within current configuration
actions and it is  used to reflect different values in system items (like: total number  of  executed
SQL statements, total number of failed SQL statements, number of  open SQL statements etc).

Besides  that  it  contains  three  radio  buttons  for  the  three  types  of  database  actions:  Select
Statement, SQL Stored Procedure or Function Statement and General SQL Statement,  plus  a
short description of each.
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Choose the type of action you want to perform on the database: 

Select Statement - only SQL Select statements can be created if this option is selected.

Stored Procedures  and Functions  -  allows  executing the created SQL stored procedures
with some parameters.

SQL Statement - allows defining a specific  SQL statement  by adding specific  SQL text  in
the a free form SQL text editor.

Note: It is  possible that some of  the defined database actions  might  appear  as  different  ones
after  the  configuration  is  reloaded  into  dataFEED  OPC  Suite  Configurator  (for  example  a
General SQL action acting as an insert into statement will appear as an Insert Into statement).

To proceed with the wizard and continue to define the selected type of database action use the
Next button, to go back to the previous wizard page use the Back  button, or quit the wizard and
discard the changes by pressing the Cancel button.

Depending on the selected Action Type the next wizard page will be:

Database Action Wizard - Select Statement - if the selected action is Select Statement,

Database Action Wizard - Stored Procedure -  if  the selected action is  Stored Procedures
and Functions,

Database Action Wizard - SQL Statement - if the selected action is SQL Statement.

The description of the Database Action Wizard will continue with the wizard pages for defining a
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Select Statement by default.

Note: When the connection  to  a  database  is  not  available,  configuring  and  editing  a  Stored
Procedure action is not allowed. The user will be presented a message about this situation. 

This is because the application needs additional meta data about stored procedures in order to
be able to configure a Stored Procedure action, like for example: not only the name of the stored
procedure, but its type also (procedure or  function);  not  only the names  of  the parameter,  but
their data types and directions as well.

Database Action Wizard - Select Statement >>>

The  Select  Statement  wizard  page  allows  selecting  the  desired  table/view  columns  that
compose the Select SQL statement action. The available tables and views names are retrieved
online when expanding rows in the top left panel. Further more on expanding a table or view row,
the columns names are provided.

The top right window provides the items available in current address space.

Finally the bottom table contains the linking between specific columns and address space items.
The matching between columns  and items  can be done by dragging columns  and items  into
bottom table.

At runtime the items will be written with the values read from the database on a routine specified
in the trigger type and settings pages. 
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Please note that  the selected items  must  be writable.  One item  can be used  only  once  in  a
select statement action.

The user can delete already created column - item links by selecting the lines and press Delete

button . The source or destination items can be modified by dropping other items on top of
them.

Only columns belonging to one table or view can be used in  one select  statement.  In  order  to
change the table or view, all the existing links  need to  be deleted then dropping columns  from
another table or view is allowed.

Column - items links handling

Besides  drag and drop facilities  to  create new  links  or  modify  existing  one,  the  links  can  be
managed with buttons from right side of the table.

Add button , or pressing the keyboard shortcut CTRL+A is available at any moment and
by using it a Select Action Properties dialog is shown. 

Properties  button , or pressing the keyboard shortcut  CTRL+P is  available  only when a
single row is selected in bottom table. When used, it opens the Select Action Properties dialog
with current column and item already filled in.

Delete  button ,  or  pressing  the  DELETE  /  DEL  is  available  is  one  or  more  rows  are
selected in bottom table. By clicking on it the selected links are deleted.

Select action properties dialog

Table column text area should be used to specify the column used in SELECT link in the format:
TableName.ColumnName.

On accept, this field needs to meet several criteria like: 
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it cannot be blank, table name and column name cannot be blank

accepted characters are: alphanumeric characters, ampersand, underscore and number sign

if  there are already  other  links  made,  the  table  name  must  match  the  used  table  and  the

column must not be used in other link

The Destination Item text must specify the fully qualified item name.

Some validation rules apply to this field also:

item should exist in address space

item should not be used in previously created links

<<< Database Action Wizard - Action Type Database Action Wizard -  Where Condtion
>>>

The Where Condition wizard page allows  composing of  a  simple condition to  be used  in  the
current statement.

The page consists of several elements that can facilitate the creation of the condition.

Table  columns  tree view  contains  all  the columns  of  the current  table  or  view.  They can  be
dragged into Column name filed.
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Beside this a tree view containing the address space can be used to drag items into Item value
field. Also, instead of items, static values can be defined for different data types.

The Currently composed SELECT statement panel is  a  read-only area where the user  can
review  the already associated  columns  with  items.  The  items  are  described  in  place  holder
manner.

The Column name field contains the used column. The user can replace this one by dragging a
column  name  from  the  Columns  tree  view.  Beside  that  the  column  name  can  be  added
manually.

Please note that in case manually edited columns do not exist in the table at runtime the action
execution will fail.

Operator  is  a  drop-down box  containing  a  list  of  operators  that  can  be  used  in  this  simple
condition builder. The available operators are:  =, <>, <, >, <=, >=

Item value or static value field  can contain  either  an item  value (dragged and dropped from
address space tree view or manually edited) or a value. The switch between these two cases
can be done with  the combo box placed right  after  this  label.  This  combo is  important  in  the
validation stage:  in  case the item  value is  selected the input  is  used to  validate  the  specified
items.

When specifying a static value with  content  of  type string the user  needs  to  specify the value
between  '  (single  quotes)  characters,  like  this:  'example  text',  for  databases  to  be  able  to
interpret the value correctly. Otherwise, the user can enter anything, but the operation might fail.

The user can reset the already created condition by using the Delete button .  The column
name and item value will be cleared and the operator reset.

Finally  the  More  button  can  be  used  to  expand  a  hidden  panel,  which  enables  the  user  to
convert the Select Statement to an SQL Statement.

Please note for the using of date and time formats that they will be converted to  the ISO  8601
format.  The  conversion  affects  address  space  items  of  data  type  DATETIME  or  STRING.
STRING  values  must  have  the  format  YYYY-mm-dd-HH:MM:SS.FFF  or  YYYY-mm-dd-
HH:MM:SS.

<<< Database Action Wizard - Select Statement Database  Action  Wizard  -  Trigger
Type >>>

The Stored Procedure and Function Definition wizard page allows  the selection of  the desired
stored procedure or  function parameters  that  compose the Stored Procedure  SQL statement
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action. The available stored procedure and function names are retrieved online when the wizard
page is loaded, along with all parameter names and their types (as in input, output, input/output
or return parameters).

The top right window provides the items available in current address space.

Finally the bottom  table contains  the linking between specific  parameters  and address  space
items. The matching between parameters and items can be done by dragging parameters and
items  into  bottom  table,  by selecting  one  of  each  from  the  corresponding  source  views  and
pressing the down-pointing button in the middle, or by using the Add  button on the right  of  the
mapping table. An entire stored procedure can be drag and dropped and all its  parameters  will
be added to the mappings table. After that items can be dragged to complete the mappings.

The contents of the Destination column in the mappings table can be reordered by using drag
and drop.

A static value can be assigned to a parameter, which can be specified on the dialog which pops
up if the user presses the Add or Properties buttons.

Stored procedures  without  any parameters  can be set  up,  too.  They are simply called by the
runtime using the assigned trigger. These stored procedures cannot be assigned any items  or
static values, or edited by the right-side buttons.

The  runtime  will  execute  the  created  stored  procedure  on  an  occasion  or  recurring  interval
specified in the trigger type and settings pages. 
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Please note that  the access  rights  of  the selected items  must  match the type of  parameters
they  are  mapped  to  (see  above).  This  means  that  an  input  parameter  can  be  assigned  a
readable  or  writeable  item,  or  both,  an  in/out,  output  and  a  return  parameter  can  only  be
assigned a writeable item and an input/output parameter a readable and writeable item.

A parameter  or  an item  can be used only once in  a  stored procedure action.  All  parameters,
except the return type parameter (if available), which is optional, have to be assigned in order for
the stored procedure call to be successful in the runtime.

The user  can delete already created parameter-item  links  by  selecting  the  desired  lines  and

pressing the Delete button . The source and destination items can be modified by dropping
other items on top of them.

Only  parameters  belonging  to  one  stored  procedure  or  function  can  be  used  in  one  stored
procedure action. In order to change the table or view, all the existing links need to  be deleted,
after which dropping parameters from another stored procedure or function is allowed. All other
stored procedures and functions will be grayed out until a new one is added.

Handling parameter-item links

Besides  drag and drop facilities  to  create new  links  or  modify  existing  one,  the  links  can  be
managed with buttons from the right side of the table.

Add button , or pressing the keyboard shortcut CTRL+A key, it is available at any moment
and by using it a stored procedure action dialog is shown. 

Properties button , or pressing the keyboard shortcut CTRL+P, it is  available only when a
single row is selected in the bottom table. When used it  opens  the Stored Procedure Action
Properties dialog with the current parameter and item already filled in.

Delete button , or pressing the DELETE / DEL key, it is  available if one or more rows are
selected in the bottom table. By clicking it the selected links are deleted.

Stored Procedure action properties dialog (item values and static values)
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Stored  Procedure  Parameter  text  area  is  used  to  specify  the  parameter  used  in  the  stored
procedure link in the format: Stored Procedure.Parameter.

On pressing the OK button this field needs to meet several criteria like: 

it cannot be blank, stored procedure name and parameter name cannot be blank

accepted character are: alphanumeric characters, ampersand, underscore and number sign

the procedure name must match the already used stored procedure name and the parameter

must not be used in other links

The  Destination  field  can  be  an  Item  or  static  values  (depending  on  the  data  type  of  the
parameter). It can be changed by selecting the desired value from the drop down menu. Original
values will be lost after closing the dialog by using the OK button, and they will be kept if Cancel
is pressed.
Also, appropriate validation messages are shown before accepting a newly created or modified
link.

Possible  data  types  for  the  static  value  field  are:  Date  time,  Integer,  Decimal,  Boolean  and
simple text.

Some validation rules are applied to Item value field:

an item name must specify the fully qualified item name

item must exist in address space; it cannot be dynamically created
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item must not be used in previously created links

Validation rules apply to the Static value field:

a static value must match the data type of the parameter (this is enforced by changing the field

to the corresponding data type field when the parameter name has been validated to exist)

no static value can be assigned to a parameter whose type is output or return type parameter

(static  values  cannot  be  assigned  values  coming  from  the  execution  process  of  a  stored

procedure)

the Item Value/Static Value drop down field is disabled in this case above

if the static value cannot be interpreted according to the type of the parameter, the value will be

treated as a text value by default

Notes for non-existing or changed stored procedures/functions or parameters:

If  a  stored procedure or  function doesn't  exist  in  the current  database,  its  mappings  will  be

invalidated with color red

If a stored procedure or function's parameter name has changed or doesn't exist any more in
the current database, it will be invalidated with color red

Invalidated stored procedures or parameter mappings cannot be edited with the Add or Modify
buttons; their meta data from their original database is not known

The user can assign new stored procedures with their parameters or individual parameters in
the mappings table to correct invalidated entries

<<< Database Action Wizard - Action Type Database Action Wizard - Trigger Type >>>

This wizard page allows defining the SQL statement text for the current database action with the
help of  the action editor.  Certain  operations  are  available  using  the  buttons  on  the  right,  the
context sensitive menu or the keyboard shortcuts:

Insert  a  data  value  placeholder  using  the  Insert  Data  Value  Placeholder  button  ,
 pressing the  keyboard  shortcut  CTRL+I  or  selecting  the  Insert  Data  Placeholder  action
from the context menu.

Modify an existing data value placeholder  using the Modify  Data Value Placeholder  button

, pressing the keyboard shortcut CTRL+M or selecting the Edit Data Placeholder action
from the context menu.

Cut,  copy,  paste or  delete  text  with  or  without  placeholders  by  selecting  the  Cut,  Copy,
Paste or Delete actions from the context menu or using the respective keyboard shortcuts
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CTRL+X, CTRL+C, CTRL+V and the DELETE / DEL key.

Free text blocks can be added in the action editor, including special characters. The database-
specific action editor does not support new line and tab characters, however. The above
example shows a call to an initialization statement followed by an Insert Into and then by a SQL
stored procedure call:

SELECT Orders.OrderID, Customers.CustomerName, Orders.OrderDate FROM Orders INNER JOIN Customers
ON Orders.CustomerID = Customers.CustomerID; 

An example of the context sensitive menu is presented below:

Note: The Cut,  Copy  and  Paste  actions  use  the  Windows  Clipboard  for  data  transfer,  thus
allowing data to be transferred to/from other applications  (e.g.  the textual  representation of  the
action editor content can be used in external applications and text from external applications can
be used in the action editor).
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Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.

Bottom panel Destination items allows composing a list of items that will be updated with  the
values provided by currently composed statement execution.

The items  can be dragged from  current  address  space  (left  tree  view)  into  the  list  (right  list
view). Items inside the list can be reordered by drag and drop operations. In order to delete items
from the list select the item then use the Delete key.

On the runtime the statement is executed and last record is fetched. The destinations items are
mapped to the columns of the retrieved record in order.

In case the number of items exceeds the number of columns, the remaining items are ignored;
also if number of columns is greater than number of items, the exceeding columns are not used.

Note: If the statement contain errors or the last record cannot be fetched, destination items will
not  be  updated.  If  the  retrieved  data  from  the  database  does  not  match  the  type  of  the
associated items, the update will fail for that particular item.

<<< Database Action Wizard - Action Type Database Action Wizard - Trigger Type >>>

The Trigger  Type wizard page provides  the possibility  to  select  the trigger  type for  the  actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurs. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Variable  Trigger  -  This  trigger  is  fired  when  a  data  change  for  the  items  in  the  variable
conditions occurs. A data change means that the value or the quality of the item changed.

Attention:  The  trigger  only  initiates  the  database  action  execution.  The  action  will  be
subsequently validated, however, and might not be executed after all.
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To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

Database Action Wizard - Trigger Item - if the selected trigger type is Item Trigger,

Database Action Wizard - Timer Selection - if the selected trigger type is Timer Trigger,

Database Action Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

The  description  of  the  Database  Action  Wizard  will  continue  with  the  wizard  pages  for
configuring an Item Trigger.

<<< Database Action Wizard - Where Condtion

7.3.1.10.4Configuration Files

All the Database Read configuration settings are stored in two separate files:

Tasks file - contains a general description of the Database definitions

Subscriptions file - which contains all the descriptions related to the stored data:

what data will be stored
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what is the frequency of storing the data

where and when will the data be stored

Note: The path and file name of these configuration files are fixed and not configurable.

The task and subscription files are stored in the Tasks  folder under the instance path. For task
configuration  a  text  file  called  Tasks.txt  and  for  subscription  configuration  a  text  file  called
Subscriptions.txt will be created in  the Tasks  configuration folder.  Although these files  can be
manually edited, using the dataFEED OPC Suite Configurator is recommended.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the configuration is manually edited try loading the configuration in  the dataFEED  OPC  Suite
Configurator as all the configuration files are automatically validated at load-time and, if there are
any  mistakes,  an  error  message  will  be  displayed.  The  dialog  will  contain  an  appropriate
description and will point to the first invalid line of the local items configuration file.

Both  configurations  files  are  plain  text  files  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility)  and they have line-oriented structure.  The elements  of  a  line are tab-separated.
The format of one line is the following:

Line type<TAB>Line data

Task Configuration File

The following line types are defined in the Tasks file: 

Line Type Description

DBR Defines  the  DSN  parameters  used  in  the  ODBC
connection:  database  server  address,  ODBC
connection name and authentication credentials.

INIT Used to specify an initialization SQL command which
is executed only once after the local  dataFEED  OPC
Suite application starts up (database selection etc).

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation. 

The DBR line

The DBR line describes the DSN parameters used in the ODBC connection. The DBR line has
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the following format:

DBR<TAB>DatabaseID<TAB>DSN<TAB>IP Address or Host name<TAB>ODBC connection name<TAB>User name<TAB>Password<TAB>ArraySeparator<TAB>ReplaceBool<TAB>DateTimeFormat<TAB>TimeFormatStore<TAB>ActiveState

Parameter Description

DBR The type of the line, predefined keyword.

DatabaseID Unique database identifier within the task file (used for
matching  the  INIT  line  and  the  statements  in  the
corresponding subscription file).

DSN The type of the database driver, predefined keyword if
ODBC connection.

IP Address or Host name Specifies  the  location  of  the  ODBC  connection.
Generally this parameter will have the localhost value.

ODBC Connection name The name of  ODBC  connection as  it  is  saved in  the
ODBC Manager.

User name Specifies what user name to use for connecting to the
DSN  connection.  This  parameter  holds  the  value  of
the  User  Name  field  in  the  Database  Wizard  -
Authentication page.

Password Specifies what password to use for connecting to the
DSN  connection.  This  parameter  holds  the  value  of
the  Password  field  in  the  Database  Wizard  -
Authentication page. This value is encrypted.

ArraySeparator The  separator  for  arrays.  This  can  be  any  string
(lenght > 0). The default value is semicolon.

ReplaceBool Replace Boolean value "1" with "-1" for TRUE.

DateTimeFormat The  format  used  to  convert  string  (read  from
database) to DateTime. Default value is mm/dd/YYYY
HH:MM:SS pp

TimeFormatStore Possible values are UTC or Local.

ActiveState TRUE if connection is enabled, FALSE otherwise. 

Examples:

DBR ReadDatabase_1 DSN localhost MySqlDB test_user1 75593C2324398DDB02 ; REPLACE_BOOL mm/dd/YYYY HH:MM:SS pp UTC TRUE
DBR ReadDatabase_2 DSN localhost OracleDB test_user2 B9FB9D1B5D09FE3100 ; REPLACE_BOOL mm/dd/YYYY HH:MM:SS pp LOCAL FALSE

Note: If the SQL_COMMANDSTORE value is not null, then SQL files are created for  each DB
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line from the Tasks file at the start-up of the local dataFEED OPC Suite application.

The INIT line

The INIT line can be used to specify an initialization SQL command for any of the database
connections. This statement will be executed once, immediately after the local dataFEED OPC
Suite starts:

INIT<TAB>Database ID<TAB>SQL statement

Parameter Description

INIT The type of the line, predefined keyword.

Database ID Unique database identifier within the task file (used for
matching  the  DB  line  and  the  statements  in  the
corresponding subscription file).

SQL statement A  database  initialization  SQL  command  that  is
executed  once,  immediately  after  the  startup  of  the
local dataFEED OPC Suite application.

Examples: 

INIT<TAB>MyDatabase_4<TAB>ALTER  SESSION  SET  NLS_LANG  =
JAPANESE_JAPAN.JA16EUC;

Note: The Database ID must be defined in the previous DB definition line.

Task File - Example:

# Database Read Add-on - configuration
#
DBR ReadDatabase_1 DSN localhost MySqlDB test_user1 75593C2324398DDB02 ; REPLACE_BOOL mm/dd/YYYY HH:MM:SS pp UTC TRUE
#
DBR ReadDatabase_2 DSN localhost SqlServerDB test_user1 75593C2324398DDB02 ; REPLACE_BOOL mm/dd/YYYY HH:MM:SS pp UTC TRUE
#
DBR ReadDatabase_3 DSN localhost OracleDB test_user2 B9FB9D1B5D09FE3100 ; REPLACE_BOOL mm/dd/YYYY HH:MM:SS pp UTC TRUE
INIT ReadDatabase_3 ALTER SESSION SET NLS_LANG = JAPANESE_JAPAN.JA16EUC;
#
DBR ReadDatabase_4 DSN localhost OracleDB2 test_user2 B9FB9D1B5D09FE3100 ; REPLACE_BOOL mm/dd/YYYY HH:MM:SS pp UTC FALSE
#

Subscription Configuration File
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The Data Source - Database Read generates multiple line types: 

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines:

The following line types are common lines and will be used to configure different functionalities:

Line Type Description

Subscription Defines the update rate with which the current  action
will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data
has changed.

The trigger  data includes  all  other  items  which  have
changed at the same time (were reported in the same
data change callback from the OPC  server).  An item
data change consists of a different value or  quality of
the respective item compared to the previous one.

Timer This  line  defines  a  trigger  which  is  fired  at  specific
time and date or at specific intervals.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation.

The subscription file is divided into two sections:

The global area:

The global  area extends  from  the first  subscription  file  line  to  the  first  trigger  line  (e.g:
ITEM, TIMER  lines). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value
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The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line.

Subscription ID It  is  used  to  identify  the  subscription  and  must  be
unique.

UPDATERATE Predefined keyword. 

Update rate value Defines the update-rate with which the current  action
will be executed.

ACTIVE Predefined keyword. 

Active value Active value which can be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Examples:

SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_300 UPDATERATE 300 ACTIVE TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. One example of this is the conditional execution of a SQL statement
in the Database Read add-on. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:
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Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication  errors.  Various  actions  can  be  executed
depending on the quality of items.

The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the
transaction have the quality Good.

Always The trigger actions are executed always,  ignoring the
quality of the items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if the quality of at
least one item in the transaction has changed.

OneBadQuality The trigger actions are executed if exactly one item in
the transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB>Subscription ID

The item line contains the following configurable parameters:
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Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created
by  concatenating  the  Server  Item  ID  and  the
Subscription  ID  with  the  underscore  character  in
between them).

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite
application  address  namespace.  This  could  be  a
server connection item ID or a local item ID.

Subscription ID Subscription  identifier  (defined  above,  see
Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM increment.I1_Subscription_300 increment.I1 Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Timer Line

This trigger is fired at a specified time and date or at specific  intervals. The associated actions
are executed on a specific  schedule or  periodically during the run time of  the local  dataFEED
OPC Suite application. 

The format of the Timer Line is:

TIMER<TAB>Timer ID<TAB>INTERVAL<TAB>Rate in milliseconds

or

TIMER<TAB>Timer ID<TAB>SCHEDULE<TAB>Schedule range<TAB>First execution<TAB>Rate<TAB>Last execution[<TAB>List Of Days]

The interval timer contains the following configurable parameters:

Parameter Description
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TIMER The type of the line, predefined keyword.

Timer ID Unique timer identifier.

INTERVAL Denotes an interval timer trigger, predefined keyword.

Interval value Defines the interval in milliseconds at which the timer
will trigger the associated action(s).

The timer schedule contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword

Timer ID Unique timer identifier.

SCHEDULE Denotes  a  scheduled  timer  trigger,  predefined
keyword.

Schedule range Defines  the  range  of  the  schedule  (see  below  the
table).

First execution Defines  the time the timer  should begin firing events
(see below the table).

Rate Defines the rate at which the timer  should trigger  the
associated action(s).

Last execution Defines  the  time  the  timer  should  stop  firing  events
(see below the table).

List Of Days Should  be  used  only  with  the  Week  and  Month
schedule.  It  must  contain  the  days  on  which  the
execution is desired. If the list of  days  is  not  present,
the obtained functionality is the same as by using the
day marker in every day of the week/month.

The timer's Schedule range may have one of the following values:

MINUTE

HOUR

DAY

WEEK - List of days: 1d = Monday, 2d = Tuesday, …, 7d = Sunday.

MONTH -  List  of  days:  1d =  First  day  of  month,  2d  =  Second  day  of  month,  …,  30d  =
Thirtieth day of month, 31d = Thirty-first day of the month.

The First execution defines the time the timer should begin firing events.

Example:
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1d13h10m15s

Note: If parts of the execution time are 0, they do not have to be in the string, e.g. 1d0h10m0s =
1d10m

The timer Rate defines the event firing rate. An empty timer Rate means a single execution.

Last Execution: The last execution time of the schedule. Could be empty.

List of Days: Shall be used only with the Week and Month schedule. It should contain the days
on which execution is desired. If the list is  not specified the same functionality can be achieved
by using the day marker in the first and last execution time. 

Note: If the List of Days and the day marker in first and last execution time are used in the same
timer trigger the two setting types should match the marked days!

Examples:

# Following timer fires events every 250 milliseconds (4 times a second):
TIMER INTERVAL 250
# Following timer fires events every 20 seconds of a minute starting at second 10 (eg. 10, 30, 50):
TIMER SCHEDULE MINUTE 10s 20s
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00
# (e.g. 6:30, 10:30, 14:30, 18:30).
TIMER SCHEDULE DAY 6h30m 4h 20h
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00, Monday to
# Friday (e.g. 6:30, 10:30, 14:30, 18:30 of each day).
TIMER SCHEDULE WEEK 6h30m 4h 20h 1d2d3d4d5d
# Following timer fires events every 4 hours starting at 6:30, ending at 22:45 (e.g. 6:30, 10:30, 14:30, 
# 18:30, 22:30), on the 1th, 2th, 10th, 20th of every month.
TIMER SCHEDULE MONTH 6h30m 4h 22h45m 1d2d10d20d
# Following timer fires events every 1 hours, 3 minutes and 3 seconds starting at 00:00:01, ending at
# 23:59:59 (e.g. 00:00:01, 01:03:04, 02:06:07 etc), on the 3rd, 6th, 9th, 12th, 15,th, 18th and 21st of every month.
TIMER Timer_02 SCHEDULE MONTH 1s 1h3m3s 23h59m59s 3d6d9d12d15d18d21d

Specific Lines:

The  following  line  types  are  Database  specific  lines  and  will  be  used  to  configure  different
functionalities:

Line Type Description

DatabaseRead (SQL2) line Defines a SQL statement.

DatabaseRead (SQL2) Line

The format of the SQL2 line is the following:

SQL2<TAB>Condition ID<TAB>Database ID<TAB>Action Name<TAB>Action Type<TAB>SQL statement<TAB>Item name list<TAB>Trigger ID



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 421

The SQL line contains the following configurable parameters:

Parameter Description

SQL2 The type of the line, predefined keyword.

Condition ID Condition  identifier  (defined  above,  see  Condition
Line).

Database ID Database definition identifier (defined above, see DB2
Line).

Action Name Unique name for  an  action  (among  all  the  database
read actions)

Action Type The type of  the action.  Possible  values:  0  for  Select
Statement;  1  Stored  Procedure/Function;  2  SQL
Statement

SQL statement A  SQL  statement  (can  be  a  Select  statement,  a
Stored  Procedure  call  or  any  General  SQL
statement).

Item name list list with items placeholders of type ID and current data
value. As in the following format:

<START_DELIMITER><ITEM_ID  Token>%
ItemID_SubscriptionID%<Current  Token><END
DELIMITER>

<START_DELIMITER> = #%-

<END DELIMITER> = -%#

<ITEM_ID Token> = ItemItemID

<Current Token> = Current

Trigger ID Associated trigger identifier (one of the above defined:
Item Trigger, Timer Trigger)

The  SQL2  statement  parameter  defines  the  SQL  instruction  which  will  be  executed  on  the
associated database when the trigger  fires  the event.  It  may contain  plain  text  and  also  data
placeholders.

An example of SQL2 configuration lines and the appropriate item lines is presented below:

ITEM Local Items.I4_2_ Local Items.I4_2
#
ITEM Local Items.I4_3_ Local Items.I4_3
#
ITEM Local Items.ItemTrigger_ Local Items.ItemTrigger
SQL2 ReadDatabase_1 Action 1 0 SELECT ID FROM TABLE_1 WHERE NAME='abc' #%-ItemItemID%Local Items.I4_2_%Current-%# Local Items.ItemTrigger_
SQL2 ReadDatabase_1 Action 2 0 SELECT ID FROM TABLE_1 WHERE NAME=#%-ItemValue%Local Items.STR_1_%Current-%# #%-ItemItemID%Local Items.I4_3_%Current-%# Local Items.ItemTrigger_
#
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ITEM Local Items.STR_1_ Local Items.STR_1
#
TIMER Timer_5sec INTERVAL 1000
SQL2 ReadDatabase_2 Action 3 0 SELECT ID_bar FROM tb_0_bar ##WHERE## #%-ItemItemID%Local Items.I4_3_%Current-%# Timer_5sec

The  first  Action  (SQL2)  will  read  the  ID  column  from  the  TABLE_1  table  (only  if  the  NAME
column is equal to 'abc' string) and put the value into the Local Items.I4_2_ ITEM.  This  will
be executed only if an Item is triggered (Local Items.ItemTrigger_).

The second Action (SQL2) will read the ID column from the TABLE_1 table. The where clause is
using a Placeholder: the Current value of  the Local Items.STR_1_ Item will  be replaced at
each  execution.  This  will  be  executed  only  if  an  Item  is  triggered  (Local

Items.ItemTrigger_). 

The third Action (SQL2) will read the ID_bar column from tb_0_bar table. It does not use a where
clause. This will be executed only if the timer trigger (Timer_5sec) expires.

If  the  statements  are  associated  with  triggers  of  type  Item,  the  respective  statements  are
evaluated on each item change, but are only executed if all of the following conditions are true:

The subscription item ID of the statement has to be defined in the configuration. 

A change occurs for the respective item.

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

If  the  statements  are  associated  with  triggers  of  type  Timer,  the  respective  statements  are
evaluated and executed only if all of the following conditions are true: 

The subscription item ID of the statement has to be defined in the configuration. 

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

Note: The order of the triggers and actions in the subscription configuration files is not random.
A  trigger  should  always  be  followed  by  its  associated  actions.  Interleaving  items  or  actions
manually can lead to invalid configurations.

7.3.1.10.5Limitations

The functional limitations for Database Read are described below:

1. ODBC Driver limitations: If both 32 bit and 64 bit ODBC drivers are installed in the operating
system and there are connections defined in both of them, only the connections defined in the
32 bit driver will be shown in DataFEED. DataFEED has this limitation because it is  a 32 bit
application and such applications use the 32 bit ODBC driver.
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2. With Oracle Databases the DateTime type items  from  PLC  engines  can be used only with
TIMESTAMP types.

3. Due  to  Qt-specific  limitations,  database  data  types  cannot  be  detected  property.  Qt
enumerates  certain  sub-types  into  the  same  categories,  thus  these  sub-types  will  not  be
treated as  those types.  This  means  that  for  example  the  database  types  SQL_DECIMAL,
SQL_NUMERIC,  SQL_REAL,  SQL_FLOAT,  SQL_DOUBLE  all  fall  into  the  Double  type
category and the application will treat all of them as Double.

4. In MSSQL you can call only scalar-valued functions types, no table-valued function calls  are
possible.

5. On MySQL the SystemItems:  ItemsWrittenFailedLastAction,  ItemsWrittenFailedTotal  are not
updated if overflow happens on item retrieval.

6. If the MSSQL Action contains WAITFOR statement the SQL server  documentation remarks
that  "Cursors  cannot  be opened on WAITFOR  statements."  so the System  Items  can't  be
updated correctly.

7.3.1.11 Appendix

This  section  contains  general  information  that  applies  to  all  or  multiple  controllers  or  device
families.

Main sections are:

Import Wizard

Export Wizard

Global Settings Wizard

PLC Connection Item Properties

Item Syntax

TSAP information

7.3.1.11.1Import Wizard

The Softing Configurator allows the import of PLC connection items from an external file.

The import action can be triggered by using the Import  from  file  button ,  by pressing the
keyboard shortcut CTRL+I or by selecting the Import action in the context sensitive menu.

Note:  The  import  action  is  available  for  the  root  item  and  for  items  of  type  Node  from  the
namespace.
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Attention: The import action is not available for items of type Tag.

Note: Name conflicts between the old  and new  data items  are solved by renaming the newly
imported items. They are renamed by appending a two-digit number at the end of  the name of
the first duplicated item.

When the import action is triggered, the Filter Import Wizard is started.

  The Filter Import Wizard allows importing different data items:

Select the file to be imported @ Import Wizard - Import File Selection

Select  the  connection  to  import  symbols  from  @  Import  Wizard  -  Import  Symbols
Selection

Examine the import results @ Import Wizard - Import Results

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Import File Selection wizard page allows you to choose a file to be imported.

The file  can be selected by manually typing its  name  in  the  File  input  box  or  by  clicking  the
browse button located to the right of the input box (a standard file selection dialog will open).
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The file path and name should be valid (they should point to an existing file).

The already existing address space can be deleted. It is  overwritten with the imported address
space.

 In addition it is  allowed to merge the existing address space with the newly imported one.  The
merging conflicts  are  resolved  by  overwriting  the  existing  identifiers  with  the  newly  imported
ones.  

Note: If item identifiers for items that are used as data sources or data destination items cause
a conflict, the import operation will de aborted and the existing address space will be kept.

The delete address space option can not be enabled if at least one item is used as data source
or data destination inside the starting point of the import operation.

In case when an import if alias file is requested on a node from the address space different the
connection root node, the "Import directly on the connection root  node"  option is  available.
when this option is enabled, independent of the selected node, the import is  executed directly on
the connection root node.

When you press Next, the file path and name are verified. If the file identified by the specified file
path and name does not exist, an error message is displayed.

The actual import begins if the selected file is valid.

After pressing Next, the file is analyzed and there are two paths to continue the import operation:

1. If the specified file contains only one single set of symbols,  the wizard is  continued with  the
import  operation itself.  If  the import  takes  longer  to  complete,  a  waiting dialog is  displayed.
When the import operation is finished, the Import Results page is displayed.

2. If the specified file contains definitions of symbols for multiple connections (i.e. a Multiprotocol
OPC Server symbols file was specified for import), the wizard is continued with the Symbols
Selection page.
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Import Wizard - Import Symbols Selection >>>

Import Wizard - Import Results >>>

The Symbols Selection wizard page allows you to choose a connection to import symbols from.

A list with all available PLC connections defining symbols  in  the selected file  is  presented and
you must select the desired connections within it.

Note: It  is  user's  responsibility  to  choose  a  proper  connection  (matching  the  protocol  of  the
currently operated PLC connection).

The actual import begins after pressing Next. If the import  takes  longer  to  complete,  a  waiting
dialog is displayed. When the import operation is finished, the Import Results page is displayed.

Import Wizard - Import Results >>>

The Import Results wizard page displays the import results.
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This  page is  the final  page of  the Filter  Export  Wizard.  A back  button  is  not  provided  as  the
import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number items imported. This number includes only the items of type Tag, the items of
type Node are not counted.

The confirmation message that the import was successful.

2. After a successful import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

An Import Results example for a failed import operation can be seen below:
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When the import  wizard is  closed after  a  successful  import,  the new  items  are added to  the
current PLC connection tree as a branch of the currently selected node item.

<<< Import Wizard - Import File Selection

7.3.1.11.2Export Wizard

The dataFEED OPC Suite Configurator allows exporting the PLC connection items.  The entire
namespace tree or just a sub-branch of the PLC connection can be exported.

The export action can be triggered by pushing the Export button , by pressing the keyboard
shortcut CTRL+E or  by selecting the Export  action in  the context  sensitive menu.  The export
action is available for the root item and for any element of type Node of the namespace.

Attention: The export action is not available for nodes of type Tag or Property.

The exported file will contain all the items from the branch of the selected node.

When the export action is triggered the Filter Export Wizard is started.

  The Filter Export Wizard allows exporting different data items:

Select  the  file  the  data  items  are  to  be  exported  to  @  Export  Wizard  -  Export  File
Selection

Examine the export results @ Export Wizard - Export Results
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The Export  File  Selection wizard page allows  you to  choose a file  name and  location  for  the
exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the browse button located to the right of the input box (a standard file saving dialog
will open).

When the Next button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
name already exists, a message box will ask whether to overwrite the existing file or not (select
another file). The actual filter export operation begins if the path to the file is valid and either a file
with the specified name does not exist or it exists and overwrite has been chosen.

When the export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>

The Export Results wizard page displays the export results as shown in the image below:
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This  page is  the final  page of  the Filter  Export  Wizard.  A back  button  is  not  provided  as  the
export action cannot be undone. The export can be successful or it can fail:

1. After a successful export the results page contains the following information:

The absolute path of the exported file.

The number of filter items exported. This number includes  only the items  of  type Tag and
Property, the data items of type Node are not counted.

The confirmation message that the export was successful.

2. After a failed export the results page contains the following information:

The reason why the export failed.

The confirmation message that the export failed.

An Export Results example for a failed export operation can be seen below:



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 431

<<< Export Wizard - Export File Selection

7.3.1.11.3Global Settings Wizard

  With the Gloabal Settings Wizard you can modify connection settings that will be applied to all
device connections:

Specify basic settings @ Global Settings Wizard - Basic

Specify advanced settings @ Global Settings Wizard - Advanced

Softing dataFEED OPC Suite V4.49
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In this page you can change settings related with the connections  timeouts  and symbols  case
sensitivity:

Application timeout (time between the sending of a read or write to a PLC and receiving an
answer  from  the  PLC).  When  this  timeout  has  expired  and  the  PLC  doesn't  send  an
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answer, the connection is reestablished.

Connection timeout (in this time period the servers tries to build up a connection to the PLC,
the value "0"  disables  the  functionality).  When  a  connection  couldn't  be  established,  the
quality bad not connected is sent after this time period to the OPC client. 

How the server shall handle the symbol files: case sensitive or not (default no). The part of
the symbol that addresses the connection is case sensitive anyway.

Press the Advanced button to proceed with the next page or Finish button to exit the wizard at
this point. You can abort the operation with the Cancel button.

Global Settings Wizard - Advanced >>>

In this page you can change more advanced settings that will affect all or some specific  device
connections.
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Protocol timer tick (interval)

At the time intervals specified here the CPU releases computing time for the OPC  server.  The
OPC server then checks to determine whether data need to be processed. The default  setting
can usually be retained. 

Attention: If the utilization load is very high, this can be reduced by assigning a greater value in
the timer protocol.

Optimization for write 

Write optimization takes  effect  differently depending whether  the high performance protocol  is
enabled or not for the applicable access path.

Write Optimization HPP = No HPP = Yes

Related  blocks  always
placed together (max.)

With  multiple
write accesses  to
an  item,  only  the
last  value  should
be written.

No effect
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Time  sequence  is
retained. 

Possible If  HPP=Yes,  the  time  sequence
should  always  be  adhered  to  for
all set write optimizations.

Prioritized  write
accesses,  time
sequence is retained. 

Possible Should not have any effect

The following tables depict all the optimization for write related configuration options, each with a
brief description.

Attribute Description

Combine  Coherent  Blocks
always (max)

This  maximum  form  of  optimization  causes  fewer  PLC
frames to be transmitted which reduces the load. 

When a counter counts up very fast, the respective last value
(or the current value at the moment) is written to the PLC.

Chronological Order is
Preserved

The items  that  are  written  are  arranged  chronologically  one
behind the other and, after successfully read accessing of the
applicable DBs, are written to the PLC.

Related  blocks  are  placed  together.  Overlapping  items  are
written separately.  Individual  bits  of  a  word  are  also  written
individually. This  ensures  that  a  bit  that  can also be set  and
deleted very quickly and can also be forwarded to  the  PLC.
This ensures the signal flow.

Write every Item separately Every  item  is  transmitted  individually.  Nothing  is  optimized.
The procedure  is  the  same  as  with  Chronological  Order  is
Preserved.

Write with Priority,
Chronological Order is
Preserved 

Write accesses are handled with a high priority. 

A  read  access  that  is  currently  running  is  finished  first,
however.  Afterwards,  the  write  access  is  then  initiated
immediately.  If  several  items  of  a  block  are  to  be  write-
accessed,  these are written one after  the other  in  the  order
that they were received.  

The  block  is  then  read  back  so  that  the  user  receives  an
immediate response message.

If  items  of  another  block  are  still  to  be  written,  the  write
procedure  is  initiated  without  delay  and  continued  as
described above.

This write  optimization may somewhat  delay the entire  write
procedure since the area that was written must also be read
out again. 

Write  with  Immediate  Positive Default value: Unchecked
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Confirm Waiting for the acknowledgement of a write procedure on the
PLC  may block the client  which  can  be  a  nuisance.  In  this
case,  we  recommend  "Write  with  immediate  positive
acknowledgement".  When  this  optimization  is  selected,  the
user  receives  an  immediate  positive  acknowledgement  and
not  the actual  result  of  the write  access.  The option can  be
selected to  speed up  synchronous  write  procedures  on  the
PLC  since you don’t  have to  wait  for  the  acknowledgement.
This  setting  is  intended  for  clients  that  cannot  select
asynchronous write accesses

String format

S5 and S7 strings are organized differently. S5 strings do not have length information while the

first two bytes of an S7 string contain this information. 

Since the item  syntax for  S5 and S7 strings  is  identical  (DBxSy.z),  you set  here whether  the

string format is to be interpreted as an S7 string or an S5 string.

It is standard to interpret the string as an S5 string with an S5 access path and an S7 string with

an S7 access path. This setting can be changed to interpret every string as an S5 string. 

Tag Browsing

When an OPC server has a great number of data points in the icon table, these are transmitted

to the OPC client on request. This requires working storage space and computing time.  When

the  commissioning  of  OPC  communication  is  concluded  and  this  functionality  is  no  longer

needed, it can be switched off. This reduces the time that the server requires to boot after a new

start.

Wait for ControLogix browse ready

After  program  start,  the tags  of  a  CLX connection are compared with  the  online  PLC.  Under

some  circumstances,  this  can  take  quite  a  while.  If  data  points  are  registered  for  such  a

connection, this may cause the server to  output  an error  message saying that  the item  is  not

available. This option can be enabled to  keep this  from  happening.  The registration of  an item

blocks the OPC client until CLX browsing has been concluded. 

<<< Global Settings Wizard - Basic
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7.3.1.11.4Item Syntax

This  chapter  describes  the  item  syntax  which  can  be  used  to  set  up  items  (tags)  for  the
corresponding connection.

S7 Item Syntax

S5 Item Syntax

Modbus Item Syntax

PLC-5 / SLC Item Syntax 

MELSEC-Q Item Syntax 

Send/Receive Item Syntax

General aspects

Arrays 

The word array means  a series  of  equal  elements  (field,  row,  data area).  An array combines
several units of one data tpye in a field. To create an array, the length of the array is added to the
standard syntax, separated by a period. 

Arrays are NOT possible for: BOOL, DATE AND TIME, DATE, TIME, TIME OF DAY, STRINGS
(is already an array of characters);

as well as for all suffixes which are string or bool to the client: BA (already an array of bits), KA,
S5T, KT, D, T, DT, DU, TOD

Suffixes

Bit Masking

With a bit mask several bits of  a  data type can be read or  written,  by combining them  to one
decimal value. Bit maskign of arrays is possible as well. 

Syntax

8 bits of data word 0 of data block 5 shall be read beginning with  bit  2.  Therefore the following
syntax is used: 

- db5.w0#2.8 oder

- db5.w0#2,8 oder

- db5.w0#2#8

Examples

DB10.W03.4
DB10.DWord2#20.10
DB10.DWord6#20.10KF
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DB10.DInt10#20#10

Note: Does not work with Left Byte or Right Byte (DL, DR) and Suffix BA

Note: Do not mask bits of REAL or KG

The S7 item syntax is set up as shown below: 

[Group.]<Area><Data type><Start address>[.Array size][Suffix]

If the data type is BOOL, the bit number is required. 

[Group.]<Area><Data type><Start address><.Bit no.>[.Array size][Suffix]

Legend: <> Mandatory   [ ] optional

<Area>

Syntax Orientation1 >Access
Rights

Notes

Data block DBx.

V synonym DB1

BYTE Read / write With  blocks,
specification  of  a
block  number  x  is
required  (x  =  1  to
65535).  A period  or  a
comma  must  appear
after  the  block
number.

Instance block DIx. BYTE Read / write

Flag M or F BYTE Read / write

Timer T WORD Read

Counter Z or C WORD Read / write

Input E or I BYTE Read

Output A or O or Q BYTE Read / write
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I/O input PE or PI BYTE Read

I/O output PA or PO or PQ BYTE Read / write

1 BYTE-oriented means that a byte is addressed for each physical address. 

  WORD-oriented means that a word (16 bits) is addressed for each physical address. 

<Data type>

Type
Sy
nta
x

DB
/ DI

F
(M)

I/O
(E/
A)

PE
/PA

C/T

Wit
h
Arr
ay

Us
efu
l
Suf
fix

OPC Data type

BIT

VT_BOOL

X DB
5.X
4.3

MX
1.3

----
---

----
---

------- ----
---

----
---

-------

BIT

VT_BOOL

DB
5.4.
3

M1.
3

E4.
3

I4.3

A4.
3

O4.
3

PE
4.5

PI4
.5

PA
1.3

PO
1.3

------- ----
---

----
---

-------

BYTE

VT_UI1

B

Byt
e

DB
5.B
2

DB
5.B
yte
2

MB
4

MB
yte
4

FB
4

FB
yte
4

EB
4

EB
yte
4

IB4

IByt
e4

AB
5

AB
yte
5

PE
B4

PE
Byt
e4

PIB
4

PIB
yte
4

PA
B5

PA
Byt

------- DB
5.B
2.4

DB
5.B
yte
2.4

MB
4.3

MB
yte
4.3

FB
4.4

BA

BC
D

RI

RU

VT_BOOL | VT_ARRAY

VT_I2

VT_R4

VT_R4



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 439

OB
5

OB
yte
5

e5

PO
B5

PO
Byt
e5

FB
yte
4.4

PO
B5.
3

etc.

WORD

VT_UI2

W

Wo
rd

DB
5.
W3

DB
5.
Wo
rd3

M
W4

M
Wo
rd4

FW
4

FW
ord
4

E
W4

E
Wo
rd4

IW
4

IW
ord
4

AW
5

AW
ord
5

O
W5

O
Wo
rd5

Q
Wo
rd5

PE
W4

PE
Wo
rd4

PI
W4

PI
Wo
rd4

PA
Wo
rd5

PA
Wo
rd5

PO
W5

PO
Wo
rd5

C5

Z5

T5

DB
5.
W3
.2

DB
5.
Wo
rd3
.2

M
W4
.2

E
Wo
rd4
.2

PA
Wo
rd5
.3

C5.
3

Z5.
10

T5.
2

etc.

BA

BC
D

D

DT

DU

KF

KT

RI

RU

S5
T

S
WA
B

TR

VT_BOOL | VT_ARRAY

 VT_UI2

 VT_BSTR

VT_BSTR

VT_BSTR

VT_I2

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_UI2

VT_R4

INT

VT_I2

I

Int

DB
5.I3

DB
5.In
t3

MI4

MIn
t4

FI4

EI4

EIn
t4

II4

PEI
4

PEI
nt4

PII4

------- DB
5.I3
.2

DB
5.In
t3.2

BA 

BC
D 

DT 

VT_BOOL | VT_ARRAY

VT_I2

VT_BSTR

VT_BSTR
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FInt
4

IInt
4

AI5

AInt
5

OI5

OIn
t5

PIIn
t4

PAI
5

PAI
nt5

PO
I5

PO
Int5

MI4
.4

FInt
4.3

AInt
5.3

OI5
.2

OIn
t5.5

PO
Int5
.4

etc.

DU
 

KT 

RI 

RU
 

S5
T

S
WA
B 

TR

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_I2

VT_R4

REAL

VT_R4

R

Re
al

DB
5.R
2

DB
5.R
EA
L2

MR
4

MR
EA
L4

ER
4

ER
EA
L4

IR4

IRE
AL
4

AR
4

AR
EA
L4

OR
4

OR
EA
L4

PE
R4

PE
RE
AL
4

PIR
4

PIR
EA
L4

PA
R4

PA
RE
AL
4

PO
R4

PO
RE
AL
4

------ DB
5.R
2.2

DB
5.R
EA
L2.
4

MR
4.5

ER
4.4

AR
EA
L4.
5

PE
R4.
2

PA
R4.
7

PO
R4.
3

----
---

-------
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etc.

STRING

VT_BSTR

S  3

Stri
ng

DB
5.S
1.2

DB
5.S
trin
g1.
2

MS
2.3

MS
trin
g2.
3

----
---

----
---

------- DB
5.S
1.2.
5

DB
5.S
trin
g1.
2.5

KA VT_BSTR

S7-STRING

VT_BSTR

G  3 DB
5.G
2.2

MG
2.3

----
---

----
---

------- ----
---

KA VT_BSTR

DOUBLE WORD

VT_UI4

D
W

Dw
ord

DB
5.D
W3

DB
5.D
wor
d3

MD
W4

MD
Wo
rd4

FD
W4

FD
Wo
rd4

ED
W4

ED
Wo
rd4

ID
W4

ID
Wo
rd4

AD
W5

AD
Wo
rd5

OD
W5

OD
Wo
rd5

QD
W5

PE
D
W4

PE
D
Wo
rd4

PID
W4

PID
Wo
rd4

PA
D
W5

PA
D
Wo
rd5

PO
D
W5

PO
D
Wo
rd5

------- DB
5.D
W3

MD
W4
.2

FD
W4
.2

ED
W4
.4

AD
Wo
rd5
.8

PE
D
W4
.8

PA
D
W5
.4

PO
D
W5
.4

BA 

BC
D 

KF 

KG
 

RI 

RU
 

S5
T

S
WA
B 

T 

TO
D

VT_BOOL | VT_ARRAY

VT_I4

VT_I4

VT_R4

VT_R4

VT_R4

VT_BSTR

VT_R4

VT_BSTR

VT_BSTR
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etc.

DOUBLE INT

VT_I4

D

DI

DIn
t

DB
5.D
3  2

DB
5.D
I3

DB
5.D
Int3

MD
I4

MD
Int4

FDI
4

FDI
nt4

EDI
4

EDI
nt4

IDI
4

IDI
nt4

ADI
5

ADI
nt5

OD
I5

OD
Int5

QD
I5

PE
DI4

PE
DIn
t4

PID
I4

PID
Int4

PA
DI5

PA
DIn
t5

PO
DI5

PO
DIn
t5

------- DB
5.D
3.2

DB
5.D
I3.2

DB
5.D
Int3
.4

MD
I4.5

EDI
4.5

ADI
5.2

PE
DI4
.5

PA
DIn
t5.2

etc.

BA

BC
D

KG

RI

RU

S
WA
B

T

TO
D

VT_BOOL | VT_ARRAY

VT_I4

VT_R4

VT_R4

VT_R4

VT_I4

VT_BSTR

VT_BSTR

2 Caution! Danger of mixup with S5 syntax for bit (DB5D1.2)

3 With SF you can force an S5 string. With SS you can force an S7.

Notes on counters and timers

Counters and timers are always addressed by words. For this reason, the specification of a data
type is not required! 
The start address directly follows the “T” or “C/Z” area. Timers can only be read!  Counters can
be read and written.

Timer values are indicated in seconds (e.g., T = 0.7 => T = 0.7 s = 700 ms).

Counters are represented in decimals (0 to 999). 

<Start address>

The start address specifies the addresses starting at which can be read or written.

Example: DB5.DW6: Double word 6 of the data block 5 is the start address. 
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Example: MB17: Flag byte 17 is the start address. 

If the start address is a certain bit, the bit number must also be specified.

<.Bit number>

The bit number must always be specified when the data type is BOOL. 

Example: I4.3: bit 3 of input byte 4 – an input bit is addressed here.

Example: MX12.1: Bit 1 of flag byte 12 – a flag bit is addressed here. 

[.Array size]

An array (i.e., field,  row,  data area)  is  a  series  of  equal  elements.  An array combines  several
units of one data type into a field. If, for example, several words are read out from a data block,
this  is  called an array of  words.  To  create  an  array,  the  length  of  the  array  is  added  to  the
standard syntax separated by a dot.

Example: DB10.REAL2.5.

The S5 syntax has the following structure. 

[Group.]<Area><Data type><Start address>[.Array size][Suffix]

The bit number must be specified if the data type is BOOL. 

[Group.]<Area><Data type><Start address><.Bit no.>[.Array size][Suffix]

Legend: <> mandatory   [ ] optional

[Group.]

Operand  areas  can  be  combined  into  groups.  If  there  are  gaps  in  the  I/O  (e.g.,  O10.1  and
O10.3),  these can be skipped by creating different  groups.  The gaps  are then not  requested.
The  group  name  is  always  set  in  front  of  the  item  name  and  separated  by  a  period
(Groupname.Itemname). The group name consists of “G” and the number.

Example: 

G1.O10.1

G2.O10.3

The gap is skipped. The data points are accessed separately and not combined.

<Area>
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Syntax Orientation 1 Access Rights Notes

Data block DBx. WORD Read / write With  blocks,  a
block number x is
required (x = 1 to
65535).

Expanded block DXx. WORD Read / write

Flag M or F BYTE Read / write

Timer T WORD Read

Counter Z or C WORD Read

Input E or I BYTE Read

Output A or O or Q BYTE Read / write

I/O P BYTE Read / write

Expanded I/O OB BYTE Read / write

System area WORD Read

Absolute memory
cells

AS WORD Read

1 BYTE-oriented means that a byte is addressed for each physical address. 

WORD-oriented means that a word (16 bits) is addressed for each physical address. 

<Data type> for data blocks and expanded data blocks 

Synt
ax

Exa
mple

with
Arra
y

Useful
Suffix

OPC Data Type

BIT

VT_BOOL

D DB5
D4.1
2

------
-

------- -------

BYTE

VT_UI1

DB DB5
DB3

DB5
DB3.
5

BA VT_BOOL | VT_ARRAY

LEFT BYTE

VT_UI1

DL DB5
DL4

DB5
DL4.
2

BA VT_BOOL | VT_ARRAY
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RIGHT BYTE

VT_UI1

DR DB5
DR2

DB5
DR2.
5

BA VT_BOOL | VT_ARRAY

WORD

VT_UI2

DW DB5
DW4

DB5
DW4
.5

BA

BCD

D

DT

DU

KF

KT

RI

RU

S5T

SWAB

TR

VT_BOOL | VT_ARRAY

VT_UI2

VT_BSTR

VT_BSTR

VT_BSTR

VT_I2

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_UI2

VT_R4

DOUBLE WORD

VT_UI4

DD DB5
DD3

DB5
DD3.
2

BA

BCD

IEEE

KF

KG

RI

RU

SWAB

T

TOD

VT_BOOL | VT_ARRAY

VT_I4

VT_R4

VT_I4

VT_R4

VT_R4

VT_R4

VT_I4

VT_BSTR

VT_BSTR

STRING

VT_BSTR

S DB5
S2.3

------
-

------- -------
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<Data type> for all other areas

Syn
tax

M
(F)

I/O P  /
OB

C  /
T  /
RS
/ AS

wit
h
Arr
ay

Sign.
Suffix

OPC Data Type

BIT

VT_BOOL

M4.
3

F4.
3

E4.
3

I4.3

A4.
3

Q4.
3

-----
--

-----
--

-----
--

------- -------

BYTE

VT_UI1

B MB
4

FB4

EB
4

IB4

AB5

QB
5

PB
4

OB
4

-----
--

MB
4.3

FB4
.4

EB
4.4

IB4.
5

AB5
.2

QB
5.5

PB
4.2

OB
4.3

------- -------

WORD

VT_UI2

W MW
4

FW
4

EW
4

IW4

AW
5

QW
5

PW
2

OW
2

C5

T5

RS
4

BS
4

AS5

MW
4.2

FW
4.4

EW
4.5

IW4
.2

BA

BCD

D

DT

DU

KF

VT_BOOL | VT_ARRAY

VT_UI2

VT_BSTR

VT_BSTR

VT_BSTR

VT_I2
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AW
5.5

QW
5.2

PW
2.1
0

OW
2.3

C5.
5

T5.
3

RS
4.2

BS
4.7

AS5
.2

KT

RI

RU

S5T

SWAB

TR

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_UI2

VT_R4

DOUBLE WORD

VT_UI4

D MD
4

FD
4

ED
4

ID4

AD
5

QD
5

PD
5

OD
5

-----
--

MD
4.4

FD
4.2

ED
4.6

ID4.
2

AD
5.6

QD
5.2

PD
5.4

OD
5.9

BA

BCD

IEEE

KF

KG

RI

RU

SWAB

T

TOD

VT_BOOL | VT_ARRAY

VT_I4

VT_R4

VT_I4

VT_R4

VT_R4

VT_R4

VT_I4

VT_BSTR

VT_BSTR

STRING S MS ----- ----- ----- ----- -------



Softing dataFEED OPC Suite V4.49 - User Manual

448 © Softing Industrial Automation GmbH

VT_BSTR 4.5

FS4
.5

-- -- -- --

Notes on counters and timers

Counters and timers are always addressed by words. For this reason, the specification of a data
type is not required! The start address is directly connected to the “T” or “C/Z” area. Timers can
only be read! Counters can be read and written. Timer values are indicated in seconds (e.g., T =
0.7 => T = 0.7 s = 700 ms).

Counters are represented with decimals (0 to 999). 

<Start address>

The start address specifies the addresses starting at which can be read or written.

Example: DB5.DW6: Double word 6 of the data block 5 is the start address. 

Example: MB17: Flag byte 17 is the start address. 

If the start address is a certain bit, the bit number must also be specified.

<.Bit number>

The bit number must always be specified when the data type is BOOL. 

Example: I4.3: bit 3 of input byte 4 – an input bit is addressed here.

Example: MX12.1: Bit 1 of flag byte 12 – a flag bit is addressed here. 

[.Array size]

An array (i.e., field,  row,  data area)  is  a  series  of  equal  elements.  An array combines  several
units of one data type into a field. If, for example, several words are read out from a data block,
this  is  called an array of  words.  To  create  an  array,  the  length  of  the  array  is  added  to  the
standard syntax separated by a dot.

Example: DB10DW3.4

[Suffix]

A value can be represented in  another  format  with  the aid  of  a  suffix.  The  S5  syntax  without
suffix a data type without a sign. A data type with a sign requires a suffix. 

Example: DB10DW3.4BCD.

The Modbus Item syntax is set up as shown below.

 [Group.]<Area><Data type><Start address>[.Array size][Suffix]
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If the data type is BOOL, this requires the bit number. 

[Group.]<Area><Data type><Start address><.Bit number>[.Array size][Suffix]

If the connection "UnitID individual with item syntax" is selected, the following applies: 

[UnitID.][Group.]<Area><Data type><Start address><.Bit number>[.Array size][Suffix]

Legend: <> Mandatory   [ ] Optional

[Group.]

Operand areas can be combined into groups. 

The area: 0 - 65535. If "UnitID individual with item syntax" is selected, the area is reduced to 0 -
255.

If there are gaps in the I/O, these can be skipped by creating different groups. The gap is  then
not requested. 

The group name is placed in front of the item name and separated by a dot 

Gruppenname.Itemname (Groupname.Itemname). 

The group name is made up of G and a number. 

Example:

G1.40001

G2.R2

G3.S20.30

[UnitID.]

The UnitId is specified for this item with the item syntax. 

For  this  the  Unitname  is  placed  set  in  front  of  the  item  name  and  separated  by  a  dot
(Unitidname.Itemname).

The Unitidname is made up of the Id and the number.

The area: 0 - 255

When a group is specified, the area of the group numbers is reduced to 0 - 255.

If the UnitID is missing in the Itemsyntax, the parameterized UnitID is transferred to the PLC. 
Example:

Id1.40001

Id2.R2
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Id3.S20.30

Id1.G2.R3 UnitId + Group

<Area>

Syntax Abbrev. Abbrev.
Number

Orientation
1

Access
rights

Discrete Inputs I

E

DI

DE

1xxxxx BIT Read

Discrete Outputs A

O

Q

DA

DO

DQ

0xxxxx BIT Read / write

Input Register ER

IR

3xxxxx WORD Read

Register

(Holding Register)

R

HR

4xxxxx WORD Read / write

Discrete Inputs Octal  2 J - BIT Read

Discrete Outputs Octal  2 P - BIT Read / write

1 BIT-oriented means that one bit is addressed for each physical address. 

WORD-oriented means that one word (16 bits) is addressed for each physical address.

2 Entry of the start address is octal and the numbers 8 and 9 are invalid  characters.  Internally,
the address is handled decimally and must be considered for logger and status.

Discrete inputs and outputs occupy 1 bit  on the PLC.  With  read and write  accesses  they are
processed as 8-bit values. This means that before the write access, 8 bits are read. With High
Performance Protocol enabled it is possible to write a single bit.
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Areas can either be addressed via the above stated alphabetic sequence or via a number. This
means  that  a  discrete input  can be addressed by the abbreviation “E”  the  same  as  with  the
number “1.”

<Data type>

Synt
ax

Syntax
R

Synta
x

E / A

Syntax

ER

with
Array

Useful
Suffix

OPC Data Type

BIT

VT_BOOL

X RX5.2

HRX5.
2

4X5.2

E255

I255

DE25
5

DI255

12554
3

---- ---- ---- ----

INT

VT_I2

(signed)

None

I

R50

HR50

400050

RI50

HRI50

4I150

---- ER120

IR120

312034

ERI120

IRI120

3I1203
4

R50.2

HR50.2

400050.
2

ER120.2

IR120.2

312034.
2

BCD

D

WDT*

KT

RI

RU

S5T

SWAB

BA

VT_I2

VT_BSTR

VT_BSTR

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_I2

VT_BOOL|VT_ARRAY

WORD

VT_UI2

(unsigned)

W RW50

HRW5
0

4W50

---- ERW1
20

IRW12
0

3W120
34

RW50.2

HRW50.
2

4W0005
0.2

ERW12
0.2

IRW120.
2

BCD

D

WDT*

KT

RI

RU

S5T

VT_I2

VT_BSTR

VT_BSTR

VT_BSTR

VT_R4

VT_R4

VT_BSTR
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3W1203
4.2

SWAB

BA

VT_I2

VT_BOOL|VT_ARRAY

DOUBLE INT

VT_I4

(signed)

D

DI

RD50

HRD50

4D50

RDI50

HRDI5
0

4DI50

---- ERD12
0

IRD12
0

3D120
34

ERDI1
20

IRDI12
0

3DI120
34

RD50.2

HRD50.
2

3D1203
4.2

ERDI12
0.2

IRDI120.
2

3DI1203
4.2

BCD

D

WDT*

KT

RI

RU

S5T

SWAB

BA

VT_I2

VT_BSTR

VT_BSTR

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_I2

VT_BOOL|VT_ARRAY

DOUBLE WORD

VT_UI4

(unsigned)

DW RDW5
0

HRDW
50

4DW5
0

---- ERDW
120

IRDW1
20

3DW1
2034

RDW50.
3

HRDW5
0.3

4DW50.
3

ERDW1
20.3

IRDW12
0.3

3DW12
034.3

BCD

SWAB

KG

IEEE

TR

RI

RU

T

WDT  3

BA

VT_I4

VT_I4

VT_R4

VT_R4

VT_R4

VT_R4

VT_R4

VT_BSTR

VT_BSTR

VT_BOOL|VT_ARRAY

REAL

VT_R4

R RR5 ---- ERR5 RR5.3

ERR5.2

---- ----

DOUBLE

VT_R8

RD RRD5 ---- ERRD
5

RRD5.1
0

---- ----

STRING S RS5.4 ---- ERS5.
4

---- KA VT_BSTR
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VT_BSTR SWAB VT_BSTR

3  With the suffix WDT (Wago Date and Time) 4 registers (8 bytes) are read.

<Start address>

The start address specifies the address starting at which read or write accesses begin.

Example: ER120: input register 120

If the start address is a certain bit, the bit number must also be specified. 

<.Bit number>

The bit number must always be specified when the data type is BOOL!

Example: HRX5.2: Bit 2 of holding register 5

[.Array size]

Arrays are created to combine several units of one data type together in one field. 

Example: HRD50.3

[Suffix]

A suffix is used to represent a value in another format. 

Example: HRD50.3WDT (representation in Wago Date and Time format) 

The item syntax for PLC-5 and SLC is shown below. 

<Area>[File number]<Start address>[.Array size][Suffix]

Legend: <> Mandatory    [ ] Optional

<Area>

File Type Syntax Orientation  
1

Access
Rights

Default  File
number

Address 

Output O BIT Read / Write 0 octal

Input I BIT Lesen 1 octal

Integer N WORD Read / Write 7 decimal

Binary B WORD Read / Write 3 decimal
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Float F DOUBLE
WORD

Read / Write 8 decimal

String ST SLC-String Read / Write 3 decimal

SFC-Status SC WORD Read / Write 3 decimal

Status S WORD Read / Write 2 decimal

Timer T WORD Read / Write 4 decimal

Counter C WORD Read / Write 5 decimal

Control R WORD Read / Write 6 decimal

ASCII A WORD Read / Write 3 decimal

1 BIT-oriented means that one bit is addressed for each physical address. 
WORD-oriented means that one word (16 bits) is addressed for each physical address.
DOUBLE WORD-oriented means that one double word (32 bits) is  addressed for each physical
address. 

[File numer]

Specification of the file number is optional. If it is  not specified, the default  file  number  is  used.
See column marked Default File Number in the table. 

<Start address>

The start  address  specifies  the address  starting at  which read or  write  accesses  begin.  The
start address can consist of 2 pieces of information. Word (floating) number and when a single
bit  is  accessed,  then the bit  number.  The word number  can be omitted with  a  bit.  The  word
number or the floating number is  introduced by a colon (:).  The bit  number  is  then introduced
with  a slash (/)  <:word>  or  <:float>  or  </bit>.  A format  can be entered behind  the  colon.  If  a
format is not entered, the data format in the Orientation column is used. 

Format Synta
x

Item
Format

String S STRING

High Byte H WORD

Low Byte L WORD

Byte B WORD

The address is octal for some areas. It is decimal for others. See column labeled Address. 
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Either the word number, the float number or the bit number is specified as the start address. 

<:word> or <:float> or </bit>

The following syntax is used to address a certain bit within a word. 

<:word/bit>

NOTE: When bits are write-accessed, the whole word is written!

Syntax Explanation

O:0 Word 0 in output file 0 

O:0/12 Bit 10 (12 octal = 10 decimal) in output file 0 

O/12 Bit 10 (12 octal = 10 decimal) in output file 0 

I:37 Word 31 (37 octal = 31 decimal) in input file 1

I4:37/2 Bit 2 in word 31 ( (37 octal = 31 decimal) in input file 4 

I:1/0 Bit 0 in word 1 in input file 1

B3/26 Bit 26 in binary file 3

B12:5.15 Array of 15 words in binary file 12, starting at word 5

B12:5/15 Bit 15 in word 5 of binary file 12

F8:0 Float 0

F9:10.16 Array of 16 double words of float file 9, starting at double word 10

N23:4 Word 4 of integer file 23

N23:4.10 Array of 10 words in integer file 23, starting at word 4

N23:4/2 Bit 2 of word 4 in integer file 23 = bit 66 in integer file 23

N23/66 Bit 66 in integer file 23

[.Array size]

Arrays are created to combine everal units of one data type in a  field  together.  Arrays  are only
possible for word areas and float areas. 
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Examples: N23:4.10

[Suffix]

A suffix can be used to represent a value in another format. If no suffix is specified, the formats
from the Orientation column are used.

Two syntax versions are available for setting up items. 

1. Simple version:

[Group.]<Area><Start address>[.Array size][Suffix]

2. Expanded version:

[Group.]<Area><.Type><Start address>[.Array size][Suffix]

Legend: <> Mandatory    [ ] Optional

REMEMBER :

• With the expanded version, a period or a comma is required between the <area> and the
<type>. If the period or comma is omitted, the syntax uses the simple version. The <type> then
corresponds to the default type (for bit area BIT,  for  word area WORD  – see table  <Bereich>
(Area)). 

• If the representation of the start address is HEX, all numbers for this area are also HEX. 

• The HEX / decimal numbers can be changed with the following prefixes. 

Conversion of HEX -> DEC: Input of 0d (number zero + the letter d) before the decimal address 

Conversion  of  DEC  ->  HEX:  Input  of  0x  (number  0  +  the  letter  x)  before  the  hexadecimal
address

• When words, double words or strings are registered in a bit area, the start address is a
bit  address  and  only  possible  on  word  boundaries  (dec.  0/16/32...  or  hex:  0/10/20...)  (e.g.,
Y.D10.3).

• Bit masking is possible. The bit mask is specified before the suffix (see bit masking).

• Bit arrays in bit areas are not possible.

• Bit  arrays  in  WORD  areas  with  HEX representation,  are  not  possible  because  of  the
suffix BA (BitArray) is interpreted as a hexadecimal number.

 [Group.]

Areas can be separated into groups of related addresses.
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If the I/O has gaps, these can be left out by creating groups for  read and write  accesses.  The
addresses before the gap are put in  the one behind and the ones  behind the gap in  the other
one. The gap is not requested. 

The letter G and the group number are set in  front  of  the item  names  and separated by a dot
(GNr.Itemname).

Example:

G1.Y10

G2.Y30

Areas in different groups are queried individually and are not combined. 

<Area>

Syntax Orientation  1 Representation  of  the
Start Address

Special Relay SM BIT Decimal

Special Register SD WORD Decimal

Input Relay X BIT HEX

Output Relay Y BIT HEX

Internal Relay M BIT Decimal

Latch Relay L BIT Decimal

Annunciator F BIT Decimal

Edge Relay V BIT Decimal

Link Relay B BIT HEX

Data Register D WORD Decimal

Link Register W WORD HEX

Timer Contact TS BIT Decimal

Timer Coil TC BIT Decimal

Timer Current Value TN WORD Decimal
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Retentive Timer Contact SS BIT Decimal

Retentive Timer Coil SC BIT Decimal

Retentive  Timer  Current
Value

SN WORD Decimal

Counter Contact CS BIT Decimal

Counter Coil CC BIT Decimal

Counter Current Value CN WORD Decimal

Special Link Relay SB BIT HEX

Special Link Register SW WORD HEX

Step Relay S BIT Decimal

Direct Input DX BIT HEX

Direct Output DY BIT HEX

Index Register Z WORD Decimal

File Register

(Normal  Access  by  block
Switching)

R WORD Decimal

File Register

(Serial No. Access)

ZR WORD Decimal

1   BIT-oriented means  that  one bit  is  addressed  for  each  physical  address.  WORD-oriented
means that one word (16 bits) is addressed for each physical address.

<.Type> <,Type>

Sy
nt
ax

Si
m
pl
e
Sy
nt
ax

Ex.:

Bit
Area

Ex.:

Word
Area

with
Arra
y 
Bit
Area

with
Array 
Word
Area

Sign.
Suffix
es

OPC Data Type
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BIT

VT_BOOL

X DY
1

----- D.X1.2 ----- ----- ----- -----

BIT 3

VT_BOOL

----
-

DY
1

----- D.1.2 ----- ----- ----- -----

BYTE

VT_UI2

B

BY
TE

----
-

Y.B1
0

Y.BY
TE10

R.B1

R.BYTE
1

Y.B1
0.5

Y.BY
TE10
.5

R.B1.3

R.BYTE
1.3

----- -----

INT

VT_I2

I

IN
T

Y.I
10

Y.I
NT
10

Y.I10

Y.INT
10

R. I 2

R. INT 2

Y.I10
.3

Y.INT
10.3

R.I2.3 

R.INT2.3

BCD

D

WDT*

KT

RI

RU

S5T

SWAB

BA

VT_I2

VT_BSTR

VT_BSTR

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_I2

VT_BOOL|VT_ARRAY

WORD

VT_UI2

W

W
O
R
D

R2
0

Y.W1
0

Y.W
ORD
10

R.W2

R.WOR
D2

Y.W
10.3

Y.W
ORD
10.3

R.W2.3 

R.WOR
D2.3

BCD

D

WDT 2

KT

RI

RU

S5T

SWAB

BA

VT_I2

VT_BSTR

VT_BSTR

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_UI2

VT_BOOL|VT_ARRAY

DOUBLE WORD D ----
-

Y.D1
0

R.D2 Y.D1
0.3

R.D2.3 BCD VT_I4
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VT_UI4 D
W

D
W
O
R
D

Y.D
WO
RD1
0

R.DWO
RD2

Y.D
WO
RD1
0.3

R.DWO
RD2.3

SWAB

KG

IEEE

TR

RI

RU

T

WDT  2

BA

VT_UI4

VT_R4

VT_R4

VT_R4

VT_R4

VT_R4

VT_BSTR

VT_BSTR

VT_BOOL|VT_ARRAY

DOUBLE INT

VT_I4

DI

DI
NT

----
-

Y.DI1
0

Y.DIN
T10

R.DI2

R.DINT2

Y.DI1
0.3

Y.DI
NT10
.3

R.DI2.3

R.DINT2
.3

BCD

SWAB

KG

IEEE

TR

RI

RU

T

WDT  2

BA

VT_I4

VT_I4

VT_R4

VT_R4

VT_R4

VT_R4

VT_R4

VT_BSTR

VT_BSTR

VT_BOOL|VT_ARRAY

REAL

VT_R4

R

R
EA
L

----
-

Y.R1
0

Y.RE
AL10

R.R2

R.REAL
2

Y.R1
0.3

Y.RE
AL10
.3

R.R2.3

R.REAL
2.3

----- -----

STRING

VT_BSTR

S

ST
RI
N
G

----
-

Y.S1
0.20

Y.ST
RING
10.20

R.S2

R.STRIN
G2.20

----- ----- KA

SWAB

VT_BSTR

VT_BSTR

2 For suffix WDT (Wago Date and Time) four registers (8 bytes) are read.
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3 Careful: With HEX addresses, it’s better to select the version with the X.

[.Array size]

Arrays are created to combine several units of one data type into one field. 

Examples:

D20.300

 [Suffix]

Suffixes can be used to represent a value in another format. 

Example: D20.300KF 

The Send/Receive Item syntax is set up as follows. 

<Job><Data type><Start address>[.Array size][Suffix]

If the data type is BOOL, this requires specification of the bit number. 

<Job><Data type><Start address><.Bit number>[.Array size][Suffix]

Legend: <> Mandatory    [ ] Optional

<Job>

Syntax

SEND S

RECEIVE R

<Data type>

Synt
ax

Synt
ax
Send

Synt
ax

Rece
ive

with
Array

Useful
Suffix

OPC Data Type

BIT

VT_BOOL

X SX1.
2

RX1.
2

----- ----- -----
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BIT

VT_BOOL

----- S1.2 R1.2 ----- ----- -----

BYTE

VT_UI1

B

BYTE

SB4

SBYT
E4

RB5

RBY
TE5

SB4.
4

SBYT
E4.5

RB5.
10

RBY
TE5.
3

BA

BCD

RI

RU

VT_BOOL|VT_ARRAY

VT_I2

VT_R4

VT_R4

CHAR

VT_BSTR

C

CHA
R

SC4

SCH
AR4

RC5

RCH
AR5

SC4.
2

SCH
AR4.
2

RC5.
4

RCH
AR5.
4

DT

BA

VT_BSTR

VT_BOOL|VT_ARRAY

WORD

VT_UI2

W

WOR
D

SW1
0

SWO
RD10

RW1
0

RWO
RD10

SW1
0.2

SWO
RD10
.2

RW1
0.4

RWO
RD10
.4

BA

BCD

D

KF

KT

RI

RU

S5T

SWAB

TR

VT_BOOL|VT_ARRAY

VT_I2

VT_BSTR

VT_I2

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_UI2

VT_R4

INT I SI4 RI6 SI4.2 BA VT_BOOL|VT_ARRAY
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VT_I2 INT SINT
4

RINT
6

SINT
4.2

RI6.1
0

RINT
6.10

BCD

KT

RI

RU

S5T

SWAB

TR

VT_I4

VT_BSTR

VT_R4

VT_R4

VT_BSTR

VT_I4

VT_R4

DOUBLE WORD

VT_UI4

D

DW

DWO
RD

SD6

SDW
6

SDW
ORD
6

RD6

RDW
6

RDW
ORD
6

SD6.
2

SDW
6.2

SDW
ORD
6.2

RD6.
5

RDW
6.5

RDW
ORD
6.5

BA

BCD

KF

KG

RI

RU

SWAB

T

VT_BOOL|VT_ARRAY

VT_I4

VT_I4

VT_R4

VT_R4

VT_R4

VT_UI4

VT_BSTR

DOUBLE INT

VT_I4

DI

DINT

SDI6

SDIN
T6

RDI2

RDIN
T2

SDI6.
2

SDIN
T6.2

RDI2.
5

RDIN
T2.5

BA

BCD

KG

RI

RU

SWAB

T

VT_BOOL|VT_ARRAY

VT_I4

VT_R4

VT_R4

VT_R4

VT_I4

VT_BSTR

REAL

VT_R4

R

REAL

SR2

SRE
AL2

RR2

RRE
AL2

SR2.
2

SRE
AL2.2

----- -----
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RR2.
5

RRE
AL2.5

STRING

VT_BSTR

S

STRI
NG

SS5.
2

SST
RING
5.2

RS5.
2

RST
RING
5.2

----- KA

DT

VT_BSTR

VT_BSTR

S7-STRING

VT_BSTR

G SG5.
2

RG5.
2

----- KA

DT

VT_BSTR

VT_BSTR

<Start address>

The start address specifies the byte address starting at which sending and receiving begins.

Example: SWORD10: Word 10 is the start address. 

If the start address is a certain bit, specification of the bit number is also required. 

<.Bit number>

When the data type is BOOL, the bit number must be specified!

Example: SX1.2: Bit 2 of byte 1 is the start address.

[.Array size]

Arrays are created to combine several units of one data type into a field. 

Example: RWORD10.4

[Suffix]

A suffix can be used to represent a value in another format. 

7.3.1.11.5Siemens S7-2 Advanced Settings

Advanced settings dialog contain a set of parameters needed in order to create a connection to
an Siemens S7-2 device. All parameters are connection specific.
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Parameter Name Description Default value and value
range (if applicable)

Service Timeout Maximum time in milliseconds allowed
for a service being completely
executed. One service might be
spitted into multiple protocol requests
based on number of operations which
should be processed in a single call -
therefore it is advisable to have a
larger value for this parameter.

Default value: 30 seconds
(configurable at millisecond
range)

Range: 1 to 600 seconds

Restriction: The value

to the double of Request
Timeout value). 

Services Queue Size Maximum number of concurrent
pending services for execution. Any
additional service call made outside of
the services queue is automatically
rejected.

Default value: 1000

Range: 100 to 5000

Connection Timeout Time in milliseconds the connection
API waits for connection to be made. 

Also, it is used as watchdog operation
for S7-2 connections. In case there is
no traffic on the network (beside the
keep alive mechanism) for an interval
longer than the Connection Timeout
value the connection will be
automatically disconnect into the
communication module. This should
normally not happen as the application

Default value: 10 seconds
(configurable at millisecond
range). 

Range: 1 to 600 seconds

Restriction: The value

to the value of Connection
Check Period multiplied with
the maximum between 1 and
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triggered keep alive mechanism is
active.

Reconnect Retry Counter
value.

Connection  Check
Period

Time in milliseconds used for
monitoring the PLC connection and its
availability on the network. The keep
alive mechanism is handled sending a
message for each Connection Check
Period.

Default value: 5 seconds
(configurable at milliseconds
range).

Range: 1 to 600 seconds

Restriction: The value

to the Request Timeout
value.

Restriction: The value

to the Connection Timeout
value divided with maximum
between 1 and the
Reconnect Retry Counter
value.

Request Timeout Time in milliseconds used by the
protocol communication module to
complete a request at the device
layer. This is the maximum time
allowed for the PLC to execute and
confirm execution of a request. It
should be adjustable based on
network latency and PLC
performance.

Default value: 3 seconds
(configurable at millisecond
range).

Range: 1 - 300 seconds

Restriction: The value

to the minimum between the
Connection Check Period
value and Service Timeout
value divided by 2.

Reconnect  Retry
Period

Delay between consecutive
reconnecting attempts to the PLC.

Default value:  1 second
(configurable at millisecond
range).

Range: 0 to 60 seconds

Reconnect  Retry
Counter

The number of connection attempts
before to mark a connection as not
accessible.  

Default value: 0 (Referring to
the default retries counter. In
this case the communication
module decides itself when
and how many times a
reconnection attempt is tried.

Range: 0 to 60
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Restriction: Thee value
should be at most equal to
the Connection Timeout
value divided with the
Connection Check Period
value.

Store Persistent Data By selecting this option data will be
stored at the stopping time. Basically
a snapshot of the application
containing information about the
current address space is stored at the
configuration location and at the
restart time this snapshot is loaded
before the initialization of
communication module.

This will reduce the time needed for
the first browse and validate
operations.

Note:  All  restrictions  are  automatically  applied  by  the  configurator.  Values  outside  of  these
restrictions are not permitted.

The default settings can be restored by using the [Default Settings] button.

7.3.1.11.6PLC Test Connection

The Test Connection button  checks the PLC Device connection. The dataFEED OPC Suite
Configurator tries to connect to the external PLC Device. A dialog is shown with the test results.
If the connection was successful, the following dialog box is displayed:



Softing dataFEED OPC Suite V4.49 - User Manual

468 © Softing Industrial Automation GmbH

If no connection could be established, the following dialog box is displayed:

7.3.1.11.7Plc Connection Item Properties

The properties of the Filter Item can be set when adding Filter Items and can be modified when
editing previously added Filter Items.
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Add a New Plc Item
The add operation is triggered by selecting the parent  node and then pressing the Add a new

item button  , using the shortcut or selecting the Add action from the context menu. When
adding a new Filter Item the following dialog is displayed:

Note: When you select items of type Node, the only configurable parameter is the Name.

Note: The Access rights  and Data type parameters are read-only. The Access Rights  reflects
the access right which are set on the connection, while the Data type is automatically completed
based on valid PLC data syntax which is provided by the user in the field Syntax.

The available configuration options in this dialog are described in the table below:

Attribute Description

Type The type of the data item.

The possible types are: Node and Tag.

Name The OPC item name identifying the corresponding data item
inside the dataFEED OPC Suite namespace.
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Id The full OPC item path for the data item inside the dataFEED
OPC Suite namespace.

Syntax The PLC syntax for the data item.

The PLC  syntax is  dependent  of  the  protocol  for  which  the
current PLC Connection is configured.

For more information please click here.

Access rights The access rights for the data item.

The possible values are: Read, Write, Read and Write.

Data type The data type of the data item.

The data type for  the item  is  extracted out  of  a  valid  syntax
provided by the user.

Note: Items of type Node may have child items of any existing type.

Note: Items of type Tag cannot have any children. Therefore, Add is not available for tags.

The OPC  filter  data items  of  the namespace may be  of  any  data  type  covered  by  the  OPC
Specifications.  The  following  table  describes  the  available  data  types  mapped  to  the
corresponding VARIANT types from the OPC Specification.

Data type VARIANT type Description

I1 VT_I1 8 bit signed integer.

UI1 VT_UI1 8 bit unsigned integer.

I2 VT_I2 16 bit signed integer.

UI2 VT_UI2 16 bit unsigned integer.

I4 VT_I4 32 bit signed integer.

UI4 VT_UI4 32 bit unsigned integer.

I8 VT_I8 64 bit signed integer.

UI8 VT_UI8 64 bit unsigned integer.

R4 VT_R4 32 bit floating point.

R8 VT_R8 64 bit floating point.

BOOL VT_BOOL Boolean.

STRING VT_BSTR String.
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DATETIME VT_DATE Date and time.

DECIMAL VT_CY Decimal.

ANY VT_VARIANT Any data type.

Note: Arrays of fixed and variable length are also supported for these data types. 

Modify a Plc Item

The modify operation is  triggered by selecting the node to  be modified and then pressing the

Properties  button ,  using the shortcut  or  selecting the Properties  action from  the context
menu. When modifying an existing Filter Item the following dialog is displayed:

The configuration options are the same as in the above described Add a New Plc Item dialog.

Note: The Type of the data item cannot be changed anymore.

Note: The Modify action is also triggered by double-clicking on tree items without children.
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7.3.1.11.8TSAP

TSAP = Transport Service Access Point

ISO  (H1)  uses  so-called  TSAPs  in  the  transport  layer  to  address  the  applications.  These
connection points are required for both ISO (H1) connections and RFC1006 connections.

Parameter for RFC1006 Connections

Station A Station B

Local TSAP A Local TSAP B 

Remote TSAP B Remote TSAP A 

IP address A IP address B

Before a connection can be established, the TSAPs must correspond crosswise (i.e., the “local
TSAP” of communication partner A must  correspond to  the “remote TSAP”  of  communication
partner B). In contrast, the “remote TSAP” of station A must correspond to the “local  TSAP”  of
station B.

Local TSAP (station A) = remote TSAP (station B) 

Remote TSAP (station A) = local TSAP (station B)

This requirement is easy to ad here to if you select identical values for “local TSAP” and “remote
TSAP.” Local TSAP and remote TSAP may be identical. 
If several connections are set up between 2 stations,  the TSAPs  of  the individual  connections
must be different. 

The combination of  TSAP +   IP  address  must  be unambiguous  so that  a  connection can  be
precisely specified. 

Rules for entering the TSAPs for S7 connections

TSAPs have a minimum length of 2 bytes and a maximum length of 8 bytes. 

TSAPs can be entered either as hex or as ASCII characters.  

The TSAPs for S7 connections have a special  meaning.  See TSAP for  S7 connection.  See
TSAP for S7 connection.

Rules for the entry of the TSAPs for S5 connections 

TSAPs have a minimum length of 2 bytes and a maximum length of 8 bytes for TCP/IP. 

TSAPs can be entered either as hex or as ASCII characters.  
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The TSAPs for S5 connections have no special meaning. They are selected at random. 

7.3.1.11.9TSAP for S7

So-called  standard  TSAPs  are  used  for  connections  that  cannot  be  parameterized  (i.e.,
standard connections). The following rules apply to these. 

First group

Contains device identifiers for those that are provided in S7 resources. 

01: PG or PC

02: OS (operator or monitoring device)

03: Other (e.g., OPC server, Simatic S7 PLC)

Second group

Contains the addresses of these components

Left character (bit 7...4):

Rack number multiplied by 2

Right character (bit 3...0):

Slot (< 16) of the CPU. Slot 2 is always used for the S7-300.

The standard TSAPs MUST be used on the controller side (remote TSAP of the OPC server
station).

Although the own TSAP (local TSAP of the OPC server station) can be selected as desired, its
should have the same format. We recommend using TSAP 01 01 as the own TSAP. 
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Examples:

01 01 PC running on the server; direct addressing 

03 43 OPC communication with the S7 CPU on rack 2, slot 3 

03 02 OPC communication with the S7 CPU on rack 0, slot 2

03 2E OPC communication with the S7-CPU on rack 1, slot 14

Note: The binary standard TSAPs are entered in the HEX window (left).

S7-300

The S7-300 is usually addressed with the TSAP 03 02 (binary).

S7-400

The S7-400 is usually addressed with the TSAP 03 03 (binary).

S7-1200

The S7-1200 is usually addressed with the TSAP 03 01 (binary).

S7-1500

The S7-1500 is usually addressed with the TSAP 03 01 (binary).

7.3.1.11.
10

IP Address

The basics

In order to establish communication between two technical devices,  each of  the devices  must
be able to send data to the other device. To ensure that these data arrive at  the right  place on
the other station, this  station must  be named (i.e.,  addressed)  unambiguously.  In  IP  networks
this is done with an IP address. 

An OPC server can address a PLC directly via its IP address (e.g.,  192.168.1.20).  A PLC  can
also be addressed via its name. This means that the name of the PLC must be stored with the
applicable IP address and the domain server must be entered in the TCP/IP of the server. The
server  asks  for  a  domain  name  (e.g.,  “PLC1”,  the  IP  address  for  a  name  server)  and  then
addresses the PLC directly via its IP address “192.168.1.20.”

IP address

Every IP data package begins with an information area for transportation through the IP layer  –
the IP header. This header also contains two fields in which the IP addresses of both the sender
and the receiver are entered before the data package is sent. Relaying occurs in layer 3 of  the
OSI model – the relaying layer. 

Setup
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IPv4

The  IPv4  addresses  predominantly  used  since  the  introduction  of  version  4  of  the  Internet
protocol  consist  of  32 bits  (i.e.,  4  octets  –  bytes).  This  means  that  232  (i.e.,  4,294,967,296)
addresses can be represented. In  dotted decimal  notation,  the 4 octets  are written in  decimal
presentation as four whole numbers separated from each other by dots from 0 to 255. 

Example:        192.168.1.20.

IPv6 – new version with larger address area

Due to the quickly increasing need for IP addresses, the day is coming when the usable address
area of IPv4 will be exhausted. 

The IANA address pool was used up on February 3, 2011. IPv6 was primarily developed for that
reason. It uses 128 bits to store addresses which means that 2128 = 25616 

(=  340.282.366.920.938.463.463.374.607.431.768.211.456   3,4  ·  1038)  addresses  can  be
represented. This number is sufficient to provide at least 665.570.793.348.866.944 

(= 6,65 · 1017) IP addresses for every square millimeter of the earth’s surface. 

Since  the  decimal  representation
ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd.ddd  would  be  confusing  and
difficult  to  handle,  we usually represent  IPv6 addresses  as  hexadecimal  numbers.  To  further
simplify this  representation,  two  octets  each  of  the  address  are  combined  and  presented  in
groups separated by colons. XXXX:XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX.

Example:        2001:0db8:85a3:0000:0000:8a2e:0370:7344

To further shorten the presentation, zeros can be left off at the beginning of a block.

A sequence of  blocks  which  only  consist  of  zeros  is  replaced  by  ::  but  only  once  per  IPV6
address. 

Example:        2001:db8:85a3::8a2e:370:7344

When IPV6 is used, usually names are specified instead of the IP addresses. 

7.3.1.11.
11

Suffixes

Suffixes can be used to represent a value in another format. 

Suffixes Syntax Used
for

Area Dat
a
typ
e

Variant Data Type Co
mm
ent
s

BitArray BA

Byte,

Word,

No. of bits:

Size in bytes times 8

Size in words times16

BO
OL
EA

VT_BOOL | ARRAY

VT_BOOL | ARRAY

Wit
h
the
BA
suffi
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Int,

DWor
d,

DInt

Size in Int times 16

Size in DWord times 32

Size in DInt times 32

N

BO
OL
EA
N

BO
OL
EA
N

BO
OL
EA
N

BO
OL
EA
N

VT_BOOL | ARRAY

VT_BOOL | ARRAY

VT_BOOL | ARRAY

x,
the
data
sotr
age
sav
ed
on
the
PL
C
are
sho
wn
as
an
arra
y  of
bits.
 

BCD BCD Byte,

Word,

Int,

DWor
d,

DInt

Byte:

Word:

Int:

DWord:

DInt:

0 to 99

0 to 9999

0 to 9999

0 to 9999999

0 to 9999999

SH
OR
T

SH
OR
T

VT_I1

VT_I2

VT_I2

VT_I4

VT_I4

Wit
h
the
BC
D
suffi
x,
the
data
sav
ed
on
the
PL
C
are
sho
wn
as
non
-
sign
ed,
bina
ry-
cod
ed
valu
es.
For
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exa
mpl
e,
the
deci
mal
valu
e
"65
535
"  is
sho
wn
as
"99
99".

Date D Word 1990-01-01 to

2168-12-31

ST
RIN
G

VT_DATE The
suffi
x  D
is
use
d  to
sho
w
the
data
sav
ed
on
the
PL
C
as
data
type
DA
TE.
The
DA
TE
data
type
occ
upie
s
one
wor
d.
The
cont
ent
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corr
esp
ond
s  to
the
nu
mb
er
of
day
s
sinc
e
01.0
1.19
90.
The
repr
ese
ntati
on
cont
ains
the
year
, the
day
and
the
mo
nth,
sep
arat
ed
by a
hyp
hen.
Sep
tem
ber
1,
200
6  is
sho
wn
as
200
6-
01-
09.
The
valu
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e
ran
ge
is
fro
m  0
(0
day
s 

sinc
e
01.0
1.19
90:
199
0-
01-
01)
to
653
78
(65
378
day
s
sinc
e
01.0
1.19
90:
216
8-
12-
31).

Rul
es
for
use
of
suffi
x D:

·

T
h
e
ye
ar
s
1
9
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9
0
u
p
to
a
n
d
in
cl
u
di
n
g
2
0
8
9
c
a
n
b
e
s
p
e
cif
ie
d
wi
th
2
or
4
p
o
sit
io
n
s.
T
h
e
ye
ar
s
st
ar
tin
g
wi
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th
2
0
9
0
m
u
st
b
e
e
nt
er
e
d
wi
th
4
p
o
sit
io
n
s.
 
9
0
to
9
9
=
=
>
1
9
9
0
to
1
9
9
9 
0
0
to
8
9
=
=
>
2
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0
0
0
to
2
0
8
9

·

T
h
e
m
o
nt
h
s
a
n
d
d
ay
s
c
a
n
b
e
s
p
e
cif
ie
d
wi
th
eit
h
er
1
or
2
p
o
sit
io
n
s.

· A
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ny
thi
n
g
b
ut
n
u
m
b
er
s
c
a
n
b
e
u
s
e
d
a
s
a
s
e
p
ar
at
or
(e
.g
.,
8
9/
0
9/
1
7)
.
A
ny
n
u
m
b
er
of
s
e
p
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ar
at
or
s
c
a
n
b
e
u
s
e
d.

Date and Time DT Word,
Int

1990-1-1-
00:00:00.000 to

2089-12-31-
23:59:59.999

ST
RIN
G

VT_DATE The
DT
suffi
x  is
use
d  to
sho
w
the
data
sav
ed
on
the
PL
C
as
co
mbi
ned
data
type
DA
TE_
AN
D_T
IME.
The
data
type
DA
TE_
AN
D_T
IME
has
8
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byte
s
(64
bits)
.
The
year
, the
mo
nth,
the
day,
the
hou
r,
the
min
utes
, the
sec
ond
s
and
the
milli
sec
ond
s
are
incl
ude
d.
Re
me
mb
er
the
sep
arat
ors
(hyp
hen,
colo
n
and
peri
od)!

Date and Time (SQL) DU Word,
Int

1990-01-01
00:00:00.000 to

2089-12-31

ST
RIN
G

VT_DATE The
DU
suffi
x  is
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23:59:59.999 use
d  to
sho
w
the
data
sav
ed
on
the
PL
C
as
co
mbi
ned
data
type
DA
TE_
AN
D_T
IME
in
SQ
L-
co
mp
atibl
e
for
mat
.
The
re is
no
hyp
hen
in
fron
t  of
the
time
.

ASCII to Hex KA String
,  S7-
String

HEX: 0 to 9, A to F ST
RIN
G

VT_BSTR The
KA
suffi
x  is
use
d  to
sho
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w
the
data
sav
ed
on
the
PL
C  in
hex
cha
ract
ers.

Signed KF Byte
(LByt
e,
RByte
, S5),

Word
(S5),

DWor
d (S5)

Byte: -128 to 127

Word:  -32768  to
32767

DWord:  -2147483648
to 2147483647

CH
AR

SH
OR
T

LO
NG

VT_I2

VT_I2

VT_I4

The
KF
suffi
x  is
use
d  to
sho
w
the
data
sav
ed
on
the
PL
C
as a
sign
ed,
fixe
d-
poin
t
nu
mb
er.

S5-KG KG DWor
d,
DInt

0,1469368E-38  to
0,1701412E39

Caution: The KG area
in  the  PLC  is  larger
than on the PC!

RE
AL

VT_R4 The
KG
suffi
x  is
use
d  to
han
dle
the
data
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sav
ed
on
the
PL
C
as a
4-
byte
,
float
ing
poin
t
nu
mb
er.

S5-KT-Format KT Word,
Int

000.0 to 999.3 ST
RIN
G

VT_BSTR The
KT
suffi
x  is
use
d  to
sho
w
the
data
sav
ed
on
the
PL
C
as a
2-
byte
time
con
stan
t.
The
time
basi
s  is
sup
plie
d  in
addi
tion
to
the
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time
valu
e.
The
valu
e
ran
ge
is
fro
m
000.
0  to
999.
3.

Signed to Real RI Byte,
Word,
Int,
DWor
d,
DInt

Converts  item  into  a
real value and rounds
off  the  value  during
write-access.

RE
AL

VT_R4 The
RI
suffi
x  is
use
d  to
sho
w
the
data
sav
ed
on
the
PL
C
as a
sign
ed,
RE
AL
data
type
.
Wh
en
writi
ng
to
the
PL
C,
the
valu
e  is
rou
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nde
d
up. 

Exa
mpl
e:
db9
dw0
RI –
the
valu
e
10.7
is
rou
nde
d up
to
11.

Unsigned to Real RU Byte,
Word,
Int,
DWor
d,
DInt

Converts  an item  into
a  real  value  and
rounds  off  the  value
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7.3.2 Data Processing

This section of the Softing dataFEED OPC Suite Online Help describes the different dataFEED
OPC Suite data processing modules.
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  Softing dataFEED OPC Suite - Data Processing

Protection against data loss @ Configuration: Data Processing - Store And Forward

Exchange data between OPC servers @ Configuration: Data Processing - Exchange

7.3.2.1 Store And Forward

This section of the Softing dataFEED OPC Suite Online Help describes how to configure Store
And Forward within Softing dataFEED OPC Suite.

The  Store  And  Forward  functionality  allows  the  data  to  be  stored  while  a  connection  is
interrupted and to be transferred when the connection resumes. The storage side of  the Store
And Forward functionality can be configured in the Store And Forward plug-in.

The Store And Forward needs  a server  which monitors  the connection to  a  certain  client  and
when  this  connection  is  offline  it  starts  storing  data  with  the  defined  settings.  When  the
connection is  back on the server  starts  forwarding  the  data  to  the  client.  The  corresponding
connection monitoring for Store And Forward can only be used for one special OPC  or  Tunnel
client.  This  special  monitoring client  is,  depending on the configuration,  either  identified  by  its
name or always the first connected client.

The special forward client can only access the data items explicitly defined as monitoring items
on the server side. In the dataFEED OPC Suite Configurator all the data items from the server
are always visible, however only the actual monitoring items can be used in the local dataFEED
OPC Suite application during run time.

Such a special forward client can be configured from the dataFEED OPC Suite Configurator by
activating the Use as forward Client option for the desired server connection. This option is found
in the OPC Server Wizard - Store And Forward page.

The local  dataFEED  OPC  Suite  application ensures  that  no data is  lost  while  the  connection
between the server  and client  is  interrupted.  Through  the  Store  functionality  dataFEED  OPC
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Suite stores the values of included items, and through the Forward functionality it  ensures  that
the stored data will be available for the client after the connection has been re-established.

Specific  details about creating and handling the Store And Forward definitions can be found on
the Configuration: Data Processing - Store And Forward page.

7.3.2.1.1 Configuration

To start configuring the Store And Forward functionality select Store And Forward from the Data
Processing group in the navigator on the left.

The Store And Forward main user interface will show up. The main elements  of  this  page are
the Store And Forward Settings and the Monitoring Items.

The checked items from the tree shown under Monitoring Items are the items selected for Store
And Forward. When the connection to the name-identified client is  lost – or when the last client
disconnects if the name-identified client option is not set – only the selected items will be cached
locally until the maximum number of data changes is reached.

Note: The Monitoring Items tree list is only visible if there is a configuration loaded.

Note: The Monitoring Items tree list is only editable if Store And Forward is activated.
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The Store And Forward main user interface is divided into the following areas:

The Activate Store And Forward checkbox

The Settings group box

The Monitoring Items group box

The Activate Store And Forward checkbox

Store  And  Forward  can  be  activated  by  enabling  the  checkbox  at  the  top  of  the  main  user
interface. By default the Store And Forward add-on is disabled and because it is  a costly add-on
it should only be enabled when its functionality is required.

If  Store And Forward is  deactivated the Store And Forward add-on is  not  loaded by  the  local
dataFEED OPC Suite application at run time.

When Store And Forward is deactivated its  configuration data is  not  deleted but  the add-on is
only disabled. If activated again the existing data becomes available.

The Settings group box

The Store And Forward functionality is configured in the Store And Forward Settings Wizard.
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In this wizard the following data can be configured:

The local storage path and file name, the file size at which a warning is issued, the number
of maximum data changes to be stored in the local data storage and whether  to  overwrite
the data changes or not (when the maximum data changes has been reached).

The store and forward monitoring client which can be identified as the first connecting client
or a specific client identified by its name.

The forward settings which include the forward method and the forward cycle time.

The monitored storage items.

Some  of  the  wizard  values  have  defaults  but  it  is  highly  advisable  to  verify  them  before
proceeding to include items for monitoring in Store And Forward.

This wizard is opened when the Activate Store And Forward checkbox is  selected or  by using

the Modify the Store And Forward Settings button .

The Monitoring Items group box

The Monitoring Items  group  box  contains  the  entire  dataFEED  OPC  Suite  namespace  tree.
Each item in this tree is preceded by a checkbox. Only the items  for  which the corresponding
checkbox is checked are monitored in Store And Forward during the local dataFEED OPC Suite
application run time.

Operation

From the Store And Forward main user  interface certain  operations  can be performed on the
selected  checked/unchecked  items  using  the  buttons  on  the  right,  accessing  the  context
sensitive menu or pressing the keyboard shortcuts. The following actions are available:

Include the selected item  and  all  of  its  children  in  the  Store  And  Forward  monitoring  by
pressing the SPACE key on the keyboard (when the corresponding item  checkbox is  not
checked) or by selecting Include from the context menu.

Exclude the selected item and all of its  children from the Store And Forward monitoring by
pressing  the  SPACE  key  on  the  keyboard  (when  the  corresponding  item  checkbox  is
checked) or by selecting Exclude from the context menu.

Re-establish the server connection and refresh the data items using the Refresh data items

button , pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh
Data action from the context menu.

Access the Store And Forward Settings to modify tag update rate and execution condition
by selecting the Settings action from the context menu.

Add a new item under the selected node by using the Add button , pressing the CTRL
+A keyboard shortcut  or  selecting the Add action  from  the  context  menu.  Depending  on
what node is selected a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.
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If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Delete the selected Store And Forward item by using the Delete button ,  pressing the
DEL / DELETE key or selecting the Delete action from the context menu.

Copy and paste the selected Store And Forward item and all of its  children by selecting the
Copy  and Paste  commands  from  the  context  menu.  These  operations  are  only  allowed
between items of the same data source type.

Import Store And Forward items from an external file through the Import Wizard by selecting
the  Import  action  from  the  context  menu.  The  imported  items  should  exist  in  the
configuration to  which they are imported,  or  the data source should allow  the  creation  of
dynamic items.

Export Store And Forward items to an external file through the Export  Wizard by selecting
the Export action from the context menu.

Open the item properties dialog by using the Properties  button , pressing the keyboard
shortcut CTRL+P or selecting the Properties  action from the context menu.  Depending on
what item is selected a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Open the Global  Alias  Values  dialog to  configure global  alias  and initial  values  by using  the

Configure global alias and initial values  button  or pressing the keyboard shortcut  CTRL
+D.  Each Store And Forward monitored item  is  included with  a  default  update  rate  and  an
execution condition. If desired the default  value and the alias  value can be changed through
this dialog. 

Delete the selected item and all of its children by clicking the Delete button , pressing the
DEL / DELETE key or selecting the Delete action from the context menu.

Note: The available  context  menu  options  depend  on  the  selection  in  the  tree.  Multiple  item
selection is disabled in trees.

Note: The Settings context menu action is only available for items of type Tag.

Note: The Add action is only valid for items of type Node (including root node items).
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Note: The Import action is only allowed for items of type Node (including root node items).

The following examples show the context menus for items of the Tag and Node types  under  a
server connection:

Note: The tool tips on the tree also display item attributes.

Status Bar

The status bar contains the properties of the selected tree item:

The item class (type).

The item ID which actually is its hierarchical name in the dataFEED OPC Suite tree.

If the selected item is of type Tag or Property then its monitoring status is also displayed. If
the item is monitored for Store And Forward then its update rate and its execution condition
are displayed as well. If  the item  is  not  monitored then a message confirming this  will  be
shown (e.g. Not Monitored).

The Store And Forward settings and items  are stored in  a  separate file  with  a  specific  format
which can be seen in the File Format page.
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See the Store And Forward Wizard page for details about how to generally configure the Store
And Forward add-on.

See the Store And Forward Items Settings page for details about how to configure specific  Store
And Forward items.

See the Store And Forward Import Wizard and Export Wizard for details about how  to  use the
import and the export functionality of this add-on.

7.3.2.1.2 Store and Forward Item Settings

The Store And Forward Settings dialog allows changing the item's properties that are specific  to
Store And Forward.

This  dialog  can  be  accessed  by  selecting  the  Settings  action  from  the  context  menu.  The
Settings context menu action is only available for items monitored for Store And Forward.

A dialog box is displayed:

In this dialog the specific  Store And Forward item properties can be changed. These properties
only apply when the Store And Forward add-on begins  storing the data changes,  that  is  when
the last client disconnects (if client identification by name is not set) or (if client identification by
name is set) when the specific client disconnects.

Attribute Description

Update rate The interval  between the data polling for  the specific  item.  This  may be
the Global Alias Value or a specific interval value in milliseconds.

Execution
condition

The condition which decides  whether  the polled item  value  is  stored  or
not.  This  value may  be  the  Global  Alias  Value  or  one  of  the  following:
AllGoodQuality, Always, ItemQualityChanged or OneBadQuality.

By default the values of these attributes are the ones set in the Global Alias Values dialog. The
Alias values represent global values for the entire application. When you change the Global Alias
Values, items with Alias settings are automatically updated.
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7.3.2.1.3 Store and Forward Wizard

This wizard allows the server side and storage side configuration of  the local  dataFEED  OPC
Suite application's Store And Forward functionality.

The wizard starts  automatically when Store And Forward  is  activated.  It  can  also  be  started

using  the  Modify  the  Store  And  Forward  Settings  button  .  The  first  time  this  wizard  is
displayed it adopts some default values.

This wizard allows the following:

Configuration of the local storage properties.

Configuration of the forward settings.

Definition of the data items to be monitored and locally stored.

  With  the Store And Forward Wizard you can configure the server  respectively the storage
side of the Store And Forward functionality of the Local Application:

Obtain general information about  the Store And Forward Wizard @ Store And Forward
Wizard - Welcome

Configure the local data storage @ Store And Forward Wizard - Local Storage

Specify  the  external  monitoring  client  identification  @  Store  And  Forward  Wizard  -
Monitoring Client

Configure the data forwarding options @ Store And Forward Wizard - Forward Settings

Define the storage items to be monitored and locally stored @ Store And Forward Wizard
- Storage Items 

This page provides a short overview of the Store And Forward Settings that  can be configured
on the following pages. This page requests no input as it only shows what the wizard allows:

Configuring the local storage properties.

Configuring the forward settings.

Defining the data items to be monitored and locally stored.
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Press the Next button to proceed with the wizard or abort the operation with the Cancel button.

Store And Forward Wizard - Local Storage >>>

On  the  Local  Storage  wizard  page  the  local  storage  settings  can  be  configured:  the  Local
Storage File settings and the Stored Transactions settings.
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Local Storage File

In the Local Storage File group box the following settings can be configured:

The path where the storage file should be located. If the path does not  point  to  an existing
folder  then  the  corresponding  path  will  be  created  either  by  the  dataFEED  OPC  Suite
Configurator when the Next button is pressed, or at run time by the local  dataFEED  OPC
Suite application.

The file  name identifying the storage file.  The  file  is  created  at  the  run  time  of  the  local
dataFEED OPC Suite application. If the file exists it will be overwritten.

Stored Transactions

In the Stored Transactions group box the following settings can be configured:

The maximum number of transactions to be stored in the local data storage file. This value
is entered in the Max. transactions input box.

Whether to overwrite previously stored transactions when the above specified number has
been reached. If the Overwrite values checkbox is not checked then no more data changes
will be stored when the maximum  number  of  transactions  has  been reached (this  allows
access to the first stored transactions).  If  the checkbox is  checked the oldest  transaction
will  be overwritten with  the newest  one when  the  maximum  number  of  transactions  has
been reached (this allows access to the latest stored transactions).
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Continue to  the next  wizard page by pressing the Next  button,  return to  the  previous  one  by
using the Back button, or discard the changes made so far by clicking the Cancel button.

<<< Store And Forward Wizard - Welcome Store  And  Forward  Wizard  -  Monitoring
Client >>>

On the Monitoring Client  wizard page you can configure the client  monitoring settings  for  the
local dataFEED OPC Suite application:

The monitoring client  can be identified during the run time of  the local  dataFEED  OPC  Suite
application either as the first connected client or by its name.

If the First Connected Client option is selected, the stored data will be forwarded to the first
client  that  connects.  When  the  connected  client  disconnects  from  the  server,  the  store
mechanism is activated. The next client that successfully connects  to  the server  after  the
initial client disconnected becomes the forward client, receiving the stored data. No normal
clients (non-forward) may be connected to the server in this case.

If the Identified By Client Name option is selected, the stored data will be forwarded to  the
client bearing a specific Client name. The input field for the client name must not be empty.
When the name-identified forward client disconnects from the server, the store mechanism
is activated. The stored data is forwarded to the next client of the specified name. Unlike the
previous  case,  clients  that  do not  have the specified name can connect  to  the server  as
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normal clients (they will receive data for their subscriptions); the forward client will still have
to have the specified Client Name. 

Note: In  the First  Connected Client  mode only one client  at  a  time  can  be  connected  to  the
server; no other clients are allowed to connect to the server after the first client has successfully
connected.

Note: In the Identified By Client Name mode, if a client bearing a specific  name connects to the
server while another client with the same name is already connected, the previously connected
client will be disconnected and the newly connected client will become the forward client. For a
reliable  functionality  it  is  recommended  to  use  only  one  client  with  the  specific  name  as
forwarding client.

Advance in the wizard by using the Next button,  return to  the Local  Storage  page by pressing
the Back button or cancel the wizard with the Cancel button.

<<< Store And Forward Wizard - Local Storage Store  And  Forward  Wizard  -
Forward Client >>>

On the Forward Settings wizard page the data forwarding settings can be configured:
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Forwarding Method

In the Forwarding Method group you can choose between the following options:

If  "Original  Transactions"  is  selected,  the  stored  data  changes  will  be  forwarded  in
transactions  of  the  same  type  and  size,  in  which  they  originally  occurred.  This  is  the
recommended option.

If  "Packed  Data  Changes"  is  selected,  the  maximum  number  of  forward  changes  also
needs to be specified. This is an advanced feature. This option can be selected in order to
specify  a  certain  bigger  number  of  data  changes  to  be  forwarded  in  a  single  OPC
transaction. Note that with this forwarding method, a fast data forwarding can be achieved,
but the original transactions are lost and normally a special handling on the client side would
be needed. 

Advance to the next wizard page by pressing the Next button, return to the previous  one using
the Back button or discard the changes made so far by clicking the Cancel button.

<<< Store And Forward Wizard - Monitoring Client Store And Forward Wizard - Storage
Items >>>

On the Storage Items wizard page you can select the items you want to monitor using the Store
And Forward functionality:
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This page is similar to the Configuration: Data Processing - Store And Forward page. There you
will find a description of all the available actions.

Note: The expanded Local Namespace  nodes  will  not  maintain  their  folded/unfolded structure
from  theStorage Items  wizard page to  the  Data  Processing  -  Store  And  Forward  main  user
interface  page  after  pressing  the  Finish  button.  The  selection  of  monitoring  items  will  be
retained, however.

Press the Finish button to save all the changes made in this wizard or discard all changes with
the Cancel button.

<<< Store And Forward Wizard - Forward Client

7.3.2.1.4 File Format

The Store And Forward configuration settings are stored in two separate files:

Task file which contains general descriptions for Store And Forward.

Subscription file which contains all descriptions relating to the stored data:

which items are monitored for changes

the update rate and the execution condition for all the items.
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Note: The file path and the file name of these configuration files are fixed and not configurable.

The task and subscription files  are stored in  the Tasks  folder  under  the current  configuration
folder. Two files are created in the Tasks folder for the Store And Forward add-on: the Tasks.txt
file which will hold the tasks and the Subscriptions.txt file which will contain the items  selected
for Store And Forward. The configuration file  can be managed with  the dataFEED  OPC  Suite
Configurator or it can be manually edited.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If  the  Store  And  Forward  configuration  files  are  manually  edited  try  loading  the  entire
configuration  in  the  dataFEED  OPC  Suite  Configurator,  as  all  the  configuration  files  are
automatically validated at  load-time and,  if  there are any mistakes,  an  error  message  will  be
displayed. The dialog will contain an appropriate description and will point to the first invalid line
of the local items configuration file.

The filter files are plain text files encoded in UTF-8 (thus  providing full  UNICODE compatibility)
and they have a line-oriented structure. The elements of a line are tab-separated. Each line has
the following format:

Line type<TAB>Line data 

Task Configuration File

The following line types are defined in the Tasks file: 

Line Type Description

Store And Forward Defines the Store And Forward task ID and eventually the forward client
name.

Max. Item Changes Defines  the  maximum  number  of  data  changes  to  be  stored  in  the
storage file.

Store Max. File Size Defines the maximum size of the storage file which will raise an alarm if
reached.

Store Folder Defines the absolute path to the storage file.

Store File Name Defines the name of the storage file.

Store  Rollover
Values

Defines the behavior of the store mechanism when the maximum data
changes limit is  reached: whether to overwrite the old data changes or
whether to ignore the new data changes when the maximum number of
data changes is reached and new data changes are available.

Forward Method Defines when the forward process starts after a client is reconnected.



Softing dataFEED OPC Suite V4.49 - User Manual

514 © Softing Industrial Automation GmbH

Forward  Packed
Data Changes

Defines  the  method  used  for  forwarding  the  stored  data  to  the
monitoring client.

Forward  Max.  Data
Changes

Defines  the  maximum  number  of  data  changes  to  be  forwarded  per
transaction.

Forward Cycle Time Defines the minimum interval of forwarding stored data changes to the
monitoring client.

Commented  Lines
(#)

Any line that starts with the "#" character is considered a comment line
which is ignored during evaluation.

The Store And Forward Line

The Store And Forward line defines the Store And Forward task ID  and eventually the forward
client name. A Store And Forward line has the following format:

STOREANDFORWARD<TAB>SF Task ID<TAB>CLIENTID<TAB>Client name

The Store And Forward line contains the following configurable parameters:

Parameter Description

STOREANDFORWARD The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

CLIENTID Predefined keyword.

Client name String defining the monitoring client name. If this value is an empty
string  then  the  data  forwarding  will  start  for  the  first  connected
client. The client name may contain any Unicode characters.

The Max. Item Changes Line

The Max. Item Changes line defines the maximum number of data changes to be stored in the
storage file. A Max. Item Changes line has the following format:

STORE_MAXITEMCHANGES<TAB>SF Task ID<TAB>Data changes number

The Max. Item Changes line contains the following configurable parameters:

Parameter Description

STORE_MAXITEMCHA The type of the line, predefined keyword.
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SF Task ID Store And Forward unique task identifier.

Data changes number Defines the maximum number of item data changes  to  be stored
in the storage file.

The Store Max. File Size Line

The Store Max. File Size line defines the maximum  size of  the storage file  which will  raise an
alarm if reached. A Store Max. File Size line has the following format:

STORE_MAXFILESIZE<TAB>SF Task ID<TAB>File Size Number<TAB>File Size Unit

The Store Max. File Size line contains the following configurable parameters:

Parameter Description

STORE_MAXFILESIZE The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

File Size Number The number part of the maximum file size.

Example: 200 if the maximum desired file size is 200MB.

File Size Unit The unit part of the maximum file size. Allowed values are: KB, MB
and GB.

Example: MB if the maximum desired file size is 200MB.

The Store Folder Line

The Store Folder line defines the absolute path to  the storage file.  A Store Folder  line has  the
following format:

STORE_FOLDER<TAB>SF Task ID<TAB>Folder Path

The Store Folder line contains the following configurable parameters:

Parameter Description

STORE_FOLDER The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.
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Folder Path The absolute path for the Store And Forward file (see below).

The Store File Name Line

The Store File Name line defines the name of the storage file.  A Store File  Name line has  the
following format:

STORE_FILEBASENAME<TAB>SF Task ID<TAB>File Name

The Store File Name line contains the following configurable parameters:

Parameter Description

STORE_FILEBASENAM
E

The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

File Name The  Store  And  Forward  file  name  (which  will  be  created  in  the
above path).

The Store Rollover Values Line

The Store Rollover Values line defines the behavior of the store mechanism when the maximum
data changes limit is  reached: whether to overwrite the old  data changes  or  whether  to  ignore
the new data changes when the maximum number of  data changes  is  reached and new  data
changes are available. A Store Rollover Values line has the following format:

STORE_ROLLOVERVALUES<TAB>SF Task ID<TAB>Rollover value

The Store Rollover Values line contains the following configurable parameters:

Parameter Description

STORE_ROLLOVERVA
LUES

The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

Rollover value The  rollover  value  can  be  one  of  the  following:  ON  or  OFF.  If
rollover  is  ON  and  the  maximum  data  changes  limit  is  reached
then the old values will be overwritten by the new ones; if it is  OFF
the new values will be ignored.
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The Forward Monitoring Method Line

The Forward Monitoring Method line defines  when the forward process  starts  after  a  client  is
reconnected.  So  far  there  is  only  one  supported  value:  OnClientConnected.  A  Forward
Monitoring Method line has the following format:

FORWARD<TAB>SF Task ID<TAB>Forward value

The Forward Monitoring Method line contains the following configurable parameters:

Parameter Description

FORWARD The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

Forward value This value should always be OnClientConnected.

The Forward Packed Data Changes Line

The Forward Packed Data Changes line defines the method used for forwarding the stored data
to the monitoring client. Softing dataFEED OPC Suite offers two forwarding methods:

original transaction forwarding

packed transaction forwarding

Original transaction forwarding forwards the initial transactions as  they originally occurred;  this
method  is  recommended  rather  than  packed  transaction  forwarding.  Packed  transaction
forwarding  forwards  a  specific  bigger  number  of  data  changes  (from  more  than  one  initial
transaction)  per  single  transaction.  Define  the  maximum  data  changes  to  be  forwarded  per
transaction in the Forward Max. Changes Line. A fast data forwarding can be achieved with this
forwarding  method  but  the  original  transactions  are  lost  and  therefore  a  special  client  side
handling would be necessary.

A Forward Packed Data Changes line has the following format:

FORWARD_PACKED_DATA_CHANGES<TAB>SF Task ID<TAB>Packed Value

The Forward Packed Data Changes line contains the following configurable parameters:

Parameter Description

FORWARD_PACKED_DAT
A_CHANGES

The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.
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Packed Value This  value can be FALSE  or  TRUE.  FALSE  means  that  the
initial  transactions  will  be  forwarded  as  they  were  originally
received. TRUE means that a specific  greater number of data
changes (from more than one initial transaction) will be packed
in a forwarded transaction.

The Forward Max. Changes Line

The Forward Max. Changes line defines the maximum number of data changes to be forwarded
per  transaction.  This  line is  only effective if  the  Forward  Packed  Data  Changes  line  has  the
Packed Value set to TRUE. A Forward Max. Changes line has the following format:

FORWARD_MAXCHANGES<TAB>SF Task ID<TAB>Max. Changes Value

The Forward Max. Changes line contains the following configurable parameters:

Parameter Description

FORWARD_MAXCHANGES The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

Max. Changes Value Defines  the  maximum  number  of  item  data  changes  to  be
forwarded per transaction.

The Forward Cycle Time Line

The  Forward  Cycle  Time  line  defines  the  minimum  interval  of  forwarding  the  stored  data
changes  to  the  monitoring  client.  To  advise  the  local  dataFEED  OPC  Suite  application  to
forward the data changes as fast as possible, the value 0 may be used. A Forward Cycle Time
line has the following format:

FORWARD_CYCLE_TIME<TAB>SF Task ID<TAB>Cycle Time Value

The Forward Cycle Time line contains the following configurable parameters:

Parameter Description

FORWARD_CYCLE_TIME The type of the line, predefined keyword.

SF Task ID Store And Forward unique task identifier.

Cycle Time Value Defines the interval value expressed in milliseconds.
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Task File - Example:

# Store And Forward Add-on - configuration
STOREANDFORWARD SFTask_ID CLIENTID
STORE_MAXITEMCHANGES SFTask_ID 100000
STORE_MAXFILESIZE SFTask_ID 1024 Mb
STORE_FOLDER SFTask_ID C:\Documents and Settings\All Users\Documents\dataFEED OPC Suite\Configuration1
STORE_FILEBASENAME SFTask_ID StoreAndForward
STORE_ROLLOVERVALUES SFTask_ID ON
FORWARD SFTask_ID OnClientConnected
FORWARD_MAXCHANGES SFTask_ID 5000
FORWARD_PACKED_DATA_CHANGES SFTask_ID TRUE
FORWARD_CYCLE_TIME SFTask_ID 100

Subscription Configuration File

The Data Processing - Store And Forward functionality generates multiple line types:

common lines for all consumer add-ons: conditions, subscriptions and item trigger lines;

specific lines for Store And Forward: STORE lines.

Common Lines:

The following lines are common lines and will be used to configure different functionalities:

Line Type Description

Subscription Defines the update rate with which the current action will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data has changed.

The trigger data includes all other items which have changed at the same
time  (were  reported  in  the  same  data  change  callback  from  the  OPC
server). An item data change consists of a different value or quality of the
respective item compared to the previous one.

Commented  Lines
(#)

Any line that  starts  with  the "#"  character  is  considered a comment  line
which is ignored during evaluation.

The subscription file is divided into two sections:

The global area:

The global  area extends  from  the first  subscription file  line to  the  first  trigger  line  (e.g.:
ITEM line). 

This area contains definitions valid for the entire subscription file. 
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The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Note: In  the common lines  section there will  always  be  two  lines  (a  subscription  line  and  a
condition  line)  with  empty  IDs  representing  the  global  subscription  and  the  global  condition,
respectively.  The values  in  these  lines  can  be  accessed  through  the  Global  Alias  And  Initial
Values dialog of the dataFEED OPC Suite Configurator.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line, predefined keyword.

Subscription ID Unique subscription identifier.

UPDATERATE Predefined keyword.

Update rate value Defines the update rate of the current subscription.

ACTIVE Predefined keyword.

Active value Active value which may be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from within the dataFEED OPC Suite Configurator. By default the active value is set to TRUE for
every subscription (meaning that all subscriptions are active since creation). If  a  subscription's
active value is set to FALSE  then the data changes  of  the items  configured to  be part  of  that
subscription will be ignored.

Examples:
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SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_300 UPDATERATE 300 ACTIVE TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication errors.  Various  actions  may  be  executed
depending on the quality of the item values. The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the transaction
have the quality Good.

Always The trigger actions are executed always, ignoring the quality of the
items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if  the quality of  at  least  one
item in the transaction has changed.

OneBadQuality The  trigger  actions  are  executed  if  exactly  one  item  in  the
transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
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Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB>Subscription Id

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created  by
concatenating the Server Item ID  and the Subscription ID  with  the
underscore character in between them).

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite  application
address namespace. This could be a server connection item ID or
a local item ID.

Subscription ID Subscription identifier (defined above, see Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM increment.I1_Subscription_300 increment.I1 Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Specific Lines:

The following line is Store And Forward specific:

Line Type Description
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STORE The STORE line defines the Store And Forward action related to the
item trigger.

A STORE line has the following format: 

STORE<TAB>Condition ID<TAB>SF Task ID

The STORE line contains the following configurable parameters:

Parameter Description

STORE The type of the line, predefined keyword.

Condition ID Condition identifier (defined above, see Condition Line).

SF Task ID Store And Forward unique task identifier.

Subscription Item ID Subscription item identifier (defined above, see Item Trigger Line).

Subscription File - Example:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_2000 UPDATERATE 2000 ACTIVE TRUE
#
#
ITEM OPC_1.increment.I1_Subscription_2000 OPC_1.increment.I1 Subscription_2000
STORE AllGoodQuality SFTask_ID OPC_1.increment.I1_Subscription_2000
#
ITEM OPC_1.increment.I4_Subscription_2000 OPC_1.increment.I4 Subscription_2000
STORE AllGoodQuality SFTask_ID OPC_1.increment.I4_Subscription_2000
#
ITEM OPC_1.maths.cos_ OPC_1.maths.cos
STORE SFTask_ID OPC_1.maths.cos_
#
ITEM OPC_1.maths.sin_ OPC_1.maths.sin
STORE SFTask_ID OPC_1.maths.sin_
#
ITEM OPC_1.watch.device 1.value 1_ OPC_1.watch.device 1.value 1
STORE SFTask_ID OPC_1.watch.device 1.value 1_
#
ITEM OPC_1.watch.device 1.value 2_ OPC_1.watch.device 1.value 2
STORE SFTask_ID OPC_1.watch.device 1.value 2_
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7.3.2.1.5 Import Wizard

The Softing Configurator allows the import of Store And Forward items from an external file.

The external file should be a plain-text tab-separated file with the specific Store And Forward File
Format.

The Store And Forward Import Wizard can be triggered by selecting the Import action  from
the Monitoring Items  tree context sensitive menu.  Depending on the current  tree selection the
import action may be allowed or not. After the import file is successfully parsed the selected tree
item sub-branch is verified whether it contains the imported items or not. If the item sub-branch
contains the imported items then these items are marked for  monitoring.  If  the imported items
do not exist in the current item's sub-branch they will be created and marked for  monitoring (if
the current item's server connection supports dynamic items). If the sub-branch of the selected
item does not contain the imported items  and the selected item's  server  connection does  not
support dynamic items then the non-existing items will not be created.

Note: If only part of the imported items are contained in the sub-branch of the currently selected
item and the item's server connection does not support dynamic items then the import is  done
only partly: the existing items are marked for monitoring and the non-existing items are ignored.

When the import action is triggered the Store And Forward Import Wizard is started.

  The Store And Forward Import  Wizard allows  importing different  Store And Forward items
and actions:

Select the file to be imported @ Import Wizard - Import File Selection

Examine the import results @ Import Wizard - Import Results

The Store And Forward actions can be imported into the namespace of the Store And Forward
add-on from a text file with a specific format. The external filter files should be plain text files and
have a line-oriented structure.  The elements  of  a  line must  be tab-separated.  For  each Store
And Forward data item  a line is  added to  the file.  The number  of  elements  of  a  specific  line
depends  on the  line  type.  For  each  item  that  should  be  marked  for  monitoring  a  Store  And
Forward action line (STORE) must exist in the file to be imported.

In an import file for Data Processing - Store And Forward, multiple line types can be found:

common lines for all consumer add-ons: conditions, subscriptions and item trigger lines;

specific lines for Store And Forward: STORE lines.

Common Lines:

The following lines are common lines and will be used to configure different functionalities:
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Line Type Description

Subscription Defines the update rate with which the current action will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data has changed.

An  item  data  change  consists  of  a  different  value  or  quality  of  the
respective item compared to the previous one.

Commented  Lines
(#)

Any line that  starts  with  the "#"  character  is  considered a comment  line
which is ignored during evaluation.

The subscription file is divided into two sections:

The global area

The global  area extends  from  the first  subscription file  line to  the  first  trigger  line  (e.g.:
ITEM line). 

This area contains definitions valid for the entire subscription file. 

The local area

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Note: In  the common lines  section there will  always  be  two  lines  (a  subscription  line  and  a
condition  line)  with  empty  IDs  representing  the  global  subscription  and  the  global  condition,
respectively.  The values  in  these  lines  can  be  accessed  through  the  Global  Alias  And  Initial
Values dialog of the dataFEED OPC Suite Configurator.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line, predefined keyword.

Subscription ID Unique subscription identifier.

UPDATERATE Predefined keyword.

Update rate value Defines the update rate of the current subscription.
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ACTIVE Predefined keyword.

Active value Active value which may be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from within the dataFEED OPC Suite Configurator. By default the active value is set to TRUE for
every subscription (meaning that all subscriptions are active since creation). If  a  subscription's
active value is set to FALSE  then the data changes  of  the items  configured to  be part  of  that
subscription will be ignored.

Examples:

SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_300 UPDATERATE 300 ACTIVE TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication errors.  Various  actions  may  be  executed
depending on the quality of the item values. The following condition statements are supported: 

Condition Description
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AllGoodQuality The trigger actions are executed only if all items in the transaction
have the quality Good.

Always The trigger actions are executed always, ignoring the quality of the
items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if  the quality of  at  least  one
item in the transaction has changed.

OneBadQuality The  trigger  actions  are  executed  if  exactly  one  item  in  the
transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality

Item Trigger Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB><Subscription Id>

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created  by
concatenating the Server Item ID  and the Subscription ID  with  the
underscore character in between them).

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite  application
address namespace. This could be a server connection item ID or
a local item ID.

Subscription ID Subscription identifier (defined above, see Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
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trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM increment.I1_Subscription_300 increment.I1 Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Specific Lines:

The following line is Store And Forward specific:

Line Type Description

STORE The STORE line defines the Store And Forward action related to the
item trigger.

A STORE line has the following format: 

STORE<TAB>Condition ID<TAB>SF Task ID

The STORE line contains the following configurable parameters:

Parameter Description

STORE The type of the line, predefined keyword.

Condition ID Condition identifier (defined above, see Condition Line).

SF Task ID Store And Forward unique task identifier.

Subscription Item ID Subscription item identifier (defined above, see Item Trigger Line).

Subscription File - Example:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_2000 UPDATERATE 2000 ACTIVE TRUE
#
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#
ITEM OPC_1.increment.I1_Subscription_2000 OPC_1.increment.I1 Subscription_2000
STORE AllGoodQuality SFTask_ID OPC_1.increment.I1_Subscription_2000
#
ITEM OPC_1.increment.I4_Subscription_2000 OPC_1.increment.I4 Subscription_2000
STORE AllGoodQuality SFTask_ID OPC_1.increment.I4_Subscription_2000
#
ITEM OPC_1.maths.cos_ OPC_1.maths.cos
STORE SFTask_ID OPC_1.maths.cos_
#
ITEM OPC_1.maths.sin_ OPC_1.maths.sin
STORE SFTask_ID OPC_1.maths.sin_
#
ITEM OPC_1.watch.device 1.value 1_ OPC_1.watch.device 1.value 1
STORE SFTask_ID OPC_1.watch.device 1.value 1_
#
ITEM OPC_1.watch.device 1.value 2_ OPC_1.watch.device 1.value 2
STORE SFTask_ID OPC_1.watch.device 1.value 2_

The Import File Selection wizard page allows you to choose a file to be imported. The file can be
selected by manually typing its name in the File input box or by clicking the browse button to the
right of the input box (a standard file selection dialog will open).

The file  path and name should be valid  (they should point  to  an existing file).  When the Next
button is pressed the file path and name are verified. If the file identified by the specified file path
and name does not exist an error message is displayed. The actual import begins if the selected
file is valid. If the import takes longer to complete a waiting dialog is displayed. When the import
operation is finished the Import Results page is displayed.

Import Wizard - Import Results >>>
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The Import Results wizard page displays the import results.

This  page  is  the  final  page  of  the  Store  And  Forward  Import  Wizard.  A  back  button  is  not
provided as the import action cannot be undone. The import can be successful or it can fail:

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number of imported Store And Forward items (actions).

The number of newly imported (created) Store And Forward items.

The number of subscriptions imported.

The number of execution conditions imported.

The number of data items imported.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

An Import Results example for a failed import operation can be seen below:
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When the import wizard is closed after a successful import, the new items are marked (or, if the
server connection supports dynamic items, they are added and then marked)  for  monitoring in
the Store And Forward item tree.

<<< Import Wizard - Import File Selection

7.3.2.1.6 Export Wizard

The  dataFEED  OPC  Suite  Configurator  allows  the  export  of  Store  And  Forward  items  and
actions to an external file.

The external file will be a tab-separated file with the specific Store And Forward file format.

The export action can be triggered by selecting the Export action  from the Monitoring Items
tree context sensitive menu. Depending on the current tree selection the export  action may be
allowed or not. 

The exported file will contain all the items marked for Store And Forward monitoring, with  all  of
the execution conditions, subscriptions and triggers.

When the export action is triggered the Store And Forward Export Wizard is started.

  The Store And Forward Export Wizard allows exporting Store And Forward items and actions:

Select the file the Store And Forward items and actions are to  be exported to  @ Export
Wizard - Export File Selection
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Examine the export results @ Export Wizard - Export Results

The  Export  File  Selection  wizard  page  allows  you  to  choose  a  file  path  and  name  for  the
exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the browse button located to the right of the input box (a standard file saving dialog
will open).

When the Next button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
name already exists, a message box will ask whether to overwrite the existing file or not (select
another file). The actual Store And Forward export operation begins when the path to the file  is
valid and either a file with the specified name does not exist or it exists and overwrite has been
chosen.

When the export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>

The Export Results wizard page displays the export results.
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This  page  is  the  final  page  of  the  Store  And  Forward  Export  Wizard.  A  back  button  is  not
provided as the export action cannot be undone. The export can be successful or it can fail:

1. After a successful export the results page contains the following information:

The absolute path of the exported file.

The number of exported Store And Forward actions.

The number of exported Store And Forward data items.

The confirmation message that the export was successful.

2. After a failed export the results page contains the following information:

The reason why the export failed.

The confirmation message that the export failed.

<<< Export Wizard - Export File Selection

7.3.2.2 Exchange

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
Exchange functionality within Softing dataFEED OPC Suite.
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The OPC Exchange add-on is used for exchanging data between two OPC  servers.  The data
change received from one item of the local dataFEED OPC Suite application's namespace will
be written into another item of the local dataFEED OPC Suite application namespace normally
residing on another server. It is  also possible  to  exchange data within  a  single  OPC  server  or
between  distinct  Local  Items.  An  exchange  action  always  comprises  a  source  item  and  a
destination item whereby the source item value is written into the destination item.

Note: The source item  of  an exchange action should  allow  reading  and  the  destination  item
should allow writing.

Exchange Action

An Exchange Action contains the following attributes:

1. Source item

2. Destination item

3. Update rate

4. Condition

5. Exchange value(s)

An Exchange Action may be created simply by selecting items from the source and destination
trees and adding them to the exchange actions table. When a new Exchange Action is  created,
it receives the default initial update rate, execution condition and exchange value(s), parameters
that can be easily changed later. Specific  details about how to create and handle the Exchange
actions can be found on the Configuration: Data Processing - Exchange page. A description of
the Exchange file format can be found on the Exchange File Format page.
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7.3.2.2.1 Configuration

The Exchange add-on main user  interface allows  configuring the Exchange mechanism.  This
main user interface can be reached by selecting the Exchange option from the Data Processing
section in the navigation panel on the left.

The main Exchange user interface has the following components:

Activate Exchange checkbox

Source and Destination Selection item trees

Exchange Data List table.

The exchange actions can be configured by using the buttons, the context menu, the keyboard
shortcuts or by performing drag and drop actions.
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Activate Exchange

The Exchange add-on has to be activated before you can use it. If the Exchange add-on is  not
activated then the module is  not  loaded by the local  dataFEED  OPC  Suite  application  at  run
time. When Exchange is deactivated the configured data is  not  deleted but  only disabled.  The
data is available again when the Exchange add-on is reactivated.

Exchange Trees Handling

The source  and  destination  trees  contain  the  entire  dataFEED  OPC  Suite  namespace.  Any
exchange items  of  type Tag or  Property which satisfy the access  rights  rule  can be used as
source or  destination.  The source items  should at  least  have the access  right  Read  and  the
destination items should at least have the access right Write.

Note: Items of type Node can also be used as exchange sources or destinations if they satisfy
the access rights constraint.

The  dataFEED  OPC  Suite  root  node  and  the  data  sources  cannot  be  used  as  exchange
sources or destinations. Items of type Tag or  Property which are not  valid  cannot  be used as
exchange sources or destinations, therefore these items are disabled (grayed out).

Note: The same item cannot be used as source and destination in the same exchange action,
therefore the Insert  a  new Exchange action  button is  disabled.  If  such an exchange  action  is
created nevertheless – through the context menu or by performing a drag and drop operation –
an error  dialog will  be displayed and the respective item  will  not  be transferred to  the current
exchange action.

In both the source and the destination trees  the context  menu is  dependent  on the active tree
selection. Multiple selection is disabled in both trees.

Operation

From the Exchange main user interface certain operations can be performed over the selected
exchange action as well as for the selected source and destination items.  The operations  are
easily accessible  using the buttons  on the right,  accessing the context  sensitive  menu  or  by
pressing the keyboard shortcuts. The following actions are available:

Insert a new exchange action for the selected source and destination items using the Insert

a new Exchange action button  or pressing the keyboard shortcut CTRL+N.

Change the properties of the selected Exchange action using the Properties of the selected

Exchange  action  button  ,  pressing  the  keyboard  shortcut  CTRL+P  or  selecting  the
Properties action from the context menu.

Add a new Exchange action using the Add a new Exchange action button , pressing the
keyboard shortcut  CTRL+A or  selecting the Add a new Exchange action  action  from  the
context menu.

Configure global  alias  and initial  values  using the Configure global  alias  and  initial  values
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button  or pressing the keyboard shortcut CTRL+D.

Remove the selected Exchange action(s) using the Delete button ,  pressing the DEL /
DELETE key or selecting the Delete action from the context menu.

Use  the  selected  Source  Item  in  the  current  Exchange  action  by  selecting  the  Use  As
Source Item action from the Local Namespace - Source Items tree context menu.

Use the selected Destination Item in the current Exchange action by selecting the Use As
Destination Item action from the Local Namespace - Destination Items tree context menu.

Use the selected Source Item in a new Exchange action by selecting the Insert New Source
Item action from the Local Namespace - Source Items tree context menu.

Use the selected Destination Item  in  a  new  Exchange action by selecting the Insert  New
Destination Item action from the Local Namespace - Destination Items tree context menu.

Specific  tree handling actions  are available  through the context  menu for  the Source and
Destination Selection trees. For more details see the Tree Handling chapter.

Import Exchange actions from an external file by selecting the Import action from the context
menu.

Export the selected Exchange actions to an external file by selecting the Export action from
the context menu.

Modify the trigger type for  the selected exchange action selecting the Modify Trigger  Type
action from the context menu.

Modify the trigger  settings  for  the  selected  exchange  action  selecting  the  Modify  Trigger
Settings action from the context menu. For more information see the Item Trigger wizard or
the Variable Trigger wizard page.

Switch to Advanced Exchange action via Advance Exchange Action Editor by using Modify

button ,  pressing the keyboard shortcut  CTRL+M or  selecting the Switch to  Advanced
Exchange action from the context menu.

An example of the Local Namespace - Source Items  context menu over a Tag item originating
from a server connection can be seen below:

An example of the Exchange Data List context menu can be seen below:
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Note:  The  item  trees  from  the  Source  and  Destination  Selection  section  display  the  item's
attributes as tool tips.

Note: The Exchange Data List allows multiple selection therefore the available actions  depend
on the active selection (empty line selected, single line selected or  multiple  lines  selected).  An
Exchange line contains all the attributes of the respective Exchange action.

Exchange Action Attributes

Exchange Attribute Description

Source item The  source  item  ID  consisting  of  the  item's  complete
hierarchical name.

Destination item The  destination  item  ID  consisting  of  the  item's  complete
hierarchical name.

Trigger Type The trigger type of the actual exchange action.

The default trigger type is Item.

Trigger Settings The trigger of the actual exchange action.

Update rate The rate at which the data values are polled from  the source
item and written to the destination item.

The entries  marked with  Alias  bear  the global  alias  value  of
the configuration. The alias value can be changed through the
Global Alias Values dialog.

Condition The execution condition of the actual exchange action.

The entries  marked with  Alias  bear  the global  alias  value  of
the configuration. The alias value can be changed through the
Global Alias Values dialog.

Exchange value(s) The exchange value(s) are the value(s) to be transferred from
the source to destination items.

The entry marked with "Alias" is the global alias  value for  the
whole configuration. The alias value can be changed from the
Global Alias Values dialog.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 539

Add an Exchange Action

Exchange actions can be added to the Exchange Data List by:

Performing drag and drop actions from the Source and Destination Selection trees  into  an
empty  line  of  the  Exchange  Data  List,  targeting  the  Source  Item  or  Destination  Item
columns.

Using the Insert  new Exchange action  button  when  two  valid  items  from  the  Source
Items  and Destination Items  trees under the Source and Destination Selection section are
selected.

Consecutively selecting the Insert  New Source Item  (or  the Insert  New Destination  Item)
and the Use as  Destination Item  (or  the  Use  as  Source  Item)  actions  from  the  context
menu  of  the  Source  Items  and  Destination  Items  trees  (no  Exchange  action  must  be
selected).

Using the Add a new Exchange action button .

Selecting the Insert New Exchange Action from the Exchange Data List's  context sensitive
menu.

Global Alias and Initial Values

All  the newly added exchange  actions  bear  the  default  values  for  the  update  rate,  execution
condition and exchange value(s). These values are the ones set in the Global Alias Values and
Global  Initial  Values  dialog.  The respective dialog can  be  reached  using  the  Configure  global

alias and initial values button .

Modify an Exchange Action

Exchange actions in the Exchange Data List can be modified by:

Performing drag and drop actions from the Source and Destination Selection trees  into  an
existing  line  of  the  Exchange  Data  List,  targeting  the  Source  Item  or  Destination  Item
columns.

Selecting either  the Use as  Source Item  or  the Use as  Destination Item  action  from  the
context menu of the Source Items  and Destination Items  trees  (an Exchange action must
be selected).

Using the Properties of the selected Exchange action button .

Double-clicking an existing Exchange action in the Exchange Data List.

Selecting the Properties action from the Exchange Data List's context sensitive menu.
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Click on a selected line in the update rate cell. A spin box appears which allows  modifying

the update rate .

Click  on  a  selected  line  in  the  condition  cell.  A  drop  down  box  appears  which  allows
modifying the condition.

Click on a selected  line  in  the  exchange  value(s)  cell.  A  drop  down  box  appears  which
allows modifying the exchange value(s).

The Properties button  on the right side of the table opens the Exchange Action dialog for
the selected exchange action.

Double clicking on an Exchange action row in the data list opens the Exchange Action dialog
for that selected exchange action.

"Properties"  from  the  context  sensitive  menu  opens  the  Exchange  Action  dialog  for  that
selected exchange action.

 Advanced Exchange Action Editor

Attention: This functionality is applied only for  data destination items  with  STRING  (String)
data type and Plain Text publish format (for MQTT destination tags). 



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 541

This  option  allow  you  to  format  the  data  value  destination  by  inserting  text  lines  and
placeholders:

The Modify the Advanced Exchange action or button  on the right side of  the table  opens
the Advance Exchange Action Editor dialog.

The Switch to Simple Exchange action allow to restore an Advanced action to Simple action.

An example of the Advanced Exchange Data List context menu can be seen below:

Delete an Exchange Action

To remove the desired Exchange action(s) from the Exchange Data List,  select  the Exchange

action(s) to be deleted and click the Delete the selected Exchange actions  button , press the
DEL / DELETE key or select the Delete action from the context sensitive menu.

Import / export Exchange Action(s)

The  selected  action(s)  in  the  Exchange  Data  List  can  be  exported  or  external  Exchange
action(s) can be imported in  order  to  enhance the configurability.  The import  /  export  wizards
can be triggered by selecting the Import  and Export  context  menu  actions  over  the  selected
Exchange action(s).  For  more  details  concerning  the  import  /  export  actions  see  the  Import
Wizard and Export Wizard pages.

Status Bar

The status bar contains the properties of the selected item from the control that has the focus. 

If the focus is in one of the trees, the status bar contains the properties of the selected item:

item class

item ID which is its hierarchical name in the dataFEED OPC Suite tree

whether the item is used in any Exchange action or not. If it is  used in  only one Exchange
action, then the Exchange action information is  also displayed:  update rate and execution
condition. If it is used in multiple Exchange actions, then the number of actions in which it is
used is displayed.
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If the focus is in the Exchange actions  data list,  then the properties  of  the selected Exchange
action are displayed:

source item name

destination item name

trigger type

trigger settings

update rate

execution condition

exchange value(s)

7.3.2.2.2 Exchange Action Properties

This page describes the process of adding and modifying an Exchange action.

Add a New Exchange Action

This operation can be triggered by performing various actions as described in the Configuration:
Data Processing -  Exchange page.  The  add  Exchange  Action  dialog  controls  are  described
below:

Source item ID, destination item ID, update rate, execution condition and the exchange value(s)
can be edited in this dialog.
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The  source  item  ID  and  destination  item  ID  should  be  valid  hierarchical  names  pointing  to
existing items in the dataFEED OPC Suite tree and must respect the access rights restrictions
(the  source  item  should  be  at  least  readable  and  the  destination  item  should  be  at  least
writable).  Items  of  the  types  Tag,  Property  or  Node  can  be  used  as  exchange  sources  or
destinations as long as the access rights rule is respected.

The update rate, execution condition and the exchange value(s)  initially  have the values  set  in
Global Initial Values which can easily be changed from the Global Alias Values and Global Initial
Values dialog. More details about these attributes can be found in the Exchange Action Attributes
section of the Configuration: Data Processing - Exchange page.

Note: If the source or destination item has a valid path in the dataFEED OPC Suite tree, but the
item itself comes from a dynamic server connection and does not exist then it  can be created
from this dialog.

Note: The source and destination items of an Exchange action must be different items.

Modify an Exchange Action

This operation can be triggered by performing various actions as described in the Configuration:
Data Processing - Exchange page. The modify Exchange Action dialog controls are described
in the above Add a New Exchange Action section. The modify Exchange Action dialog is shown
below:
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The dialog is populated with the attributes of the selected Exchange action.

7.3.2.2.3 Advance Exchange Action Editor

This page describes the process of using the Advance Exchange Action Editor. 

Attention: This functionality is applied only for  data destination items  with  STRING  (String)
data type and Plain Text publish format (for MQTT destination tags). 

 Modify an Exchange Action

This  option  allow  you  to  format  the  data  value  destination  by  inserting  text  lines  and
placeholders. Like File Action Editor the Advance Exchange Action Editor supports the Tab and
New Line characters.

For  example,  the  following  statement  writes  the  text  to  the  file,  replacing  the  placeholders
accordingly: 

TXT: The value of <<I1> / <ItemID>> was changed to <<I1> / <ItemValue>> at <<I1> / <ItemTimestampMS>> 
XML: <value ItemID="<<I1> / <ItemID>>" ItemValue="<<I1> / <ItemValue>>" ItemTimestamp="<<I1> / <ItemTimestampMS>>" 
TSV: <<I1> / <ItemID>>#%-TAB-%#<<I1> / <ItemValue>>#%-TAB-%#<<I1> / <ItemTimestampMS>>#%-CLRF-%#

This wizard page allows defining the text for the current  action using the action editor.  Certain
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operations can be performed using the buttons on the right,  the context  sensitive menu or  the
keyboard shortcuts:

Insert  a  data  value  placeholder  using  the  Insert  Data  Value  Placeholder  button  ,
 pressing the keyboard shortcut:  CTRL+I  or  selecting  the  Insert  Data  Value  Placeholder
action from the context menu.  

Modify an existing data value placeholder  using the Modify  Data Value Placeholder  button

,  pressing  the  keyboard  shortcut:  CTRL+M  or  selecting  the  Edit  Data  Value
Placeholder action from the context menu.

Cut, copy, paste or delete text with or without placeholders selecting the Cut, Copy,  Paste
or Delete actions from the context  menu or  using the keyboard shortcuts  associated with
these actions CTRL+X, CTRL+C, CTRL+V respectively the DELETE / DEL keyboard key.

An example of the context sensitive menu is shown below:

Note:  The  Cut,  Copy  and  Paste  actions  use  the  Windows  Clipboard  for  data  transfer  thus
allowing data to be transferred to/from other applications  (e.g.  the textual  representation of  the
action editor content can be used in external applications and text from external application can
be used in the action editor).

Attention: Please keep in mind that placeholders copied to clipboard (through the Copy  or Cut
commands) will  only be pasted back as  placeholders  if  the clipboard has  not  been tampered
with, otherwise the placeholders will be pasted as plain text.

Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.

To proceed forward and define the trigger type use the Next button, to go back to  the previous
wizard page use the Back button. Exit the wizard using the Cancel button.
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7.3.2.2.4 File Format

The Exchange actions are stored in a single plain text configuration file called Subscriptions.txt
which resides in the Task folder under the current configuration folder.

Note: The path and the name of the Exchange actions configuration cannot be configured.

The configuration file can be managed with the dataFEED OPC Suite Configurator or it can be
manually edited.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the Subscriptions configuration file is manually edited try loading the entire configuration in the
dataFEED  OPC  Suite  Configurator  as  all  the configuration files  are automatically  validated  at
load-time and,  if  there are any mistakes,  an error  message will  be  displayed.  The  dialog  will
contain  an  appropriate  description  and  will  point  to  the  first  invalid  line  of  the  subscription
configuration file. 

The  subscription  file  is  a  plain  text  file,  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility) and having a line-oriented structure. The elements of a line are tab-separated. The
format of one line is the following:

Line type<TAB>Line data

Line Types

The Exchange add-on generates multiple line types:

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines

The following lines are common lines and will be used to configure different functionalities:

Line Type Description

Subscription Defines the update rate with which the current action will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data has changed.

An  item  data  change  consists  of  a  different  value  or  quality  of  the
respective item compared to the previous one.
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Commented  Lines
(#)

Any line that  starts  with  the "#"  character  is  considered a comment  line
which is ignored during evaluation.

The subscription file is divided into two sections:

The global area:

The global area extends from the first subscription file line to the first trigger line (e.g: ITEM
line). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Note: In  the common lines  section there will  always  be  two  lines  (a  subscription  line  and  a
condition  line)  with  empty  IDs  representing  the  global  subscription  and  the  global  condition,
respectively.  The values  in  these  lines  can  be  accessed  through  the  Global  Alias  And  Initial
Values dialog of the dataFEED OPC Suite Configurator.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line, predefined keyword.

Subscription ID Unique subscription identifier.

UPDATERATE Predefined keyword.

Update rate value Defines the update rate of the current subscription.

ACTIVE Predefined keyword.

Active value Active value which may be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
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dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Examples:

SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_300 UPDATERATE 300 ACTIVE TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement 

Conditions  can be used to  react  to  communication errors.  Various  actions  may  be  executed
depending on the quality of the item values. The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the transaction
have the quality Good.

Always The trigger actions are executed always, ignoring the quality of the
items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if  the quality of  at  least  one
item in the transaction has changed.

OneBadQuality The  trigger  actions  are  executed  if  exactly  one  item  in  the
transaction has the quality Bad.
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The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application. 

An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB><Subscription Id>

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique subscription item  identifier  (implicitly  created by joining the
Server  Item  ID  and  the  Subscription  ID  with  the  underscore
character in between them).

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite  application
address namespace. This could be a server connection item ID or
a local item ID.

Subscription ID Subscription identifier (defined above, see Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM increment.I1_Subscription_300 increment.I1 Subscription_300
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Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Specific Lines

The following lines are Exchange specific:

Line type Format

Modifier line Defines the exchange value(s) to be used in an exchange action.

Copy line Defines  the items  involved in  the exchange  process,  denoting  the  source
and destination.

Modifier Line

The modifier line names the exchange value(s)  used in  an exchange action.  The modifier  line
has the following format:.

MODIFIER<TAB>Modifier ID<TAB>Modifier type

The modifier line contains the following configurable parameters:

Parameter Description

MODIFIER The type of the line, predefined keyword.

Modifier ID Unique modifier identifier (implicitly created by cloning the type value it bears).

Modifier
type 

The type of the data to be exchanged. It may have any of the following values: V,
VQ, VQT.

The possible modifier types are:

Condition Description

Data Value (V) This modifier denotes that only the value data attribute is exchanged.

Data  Value  and
Quality (VQ)

This  modifier  denotes  that  the  value  and  the  quality  data  attributes  are
exchanged.

Data  Value,
Quality  and
Timestamp
(VQT)

This modifier denotes  that  all  of  the data attributes  (value,  quality and the
timestamp) are exchanged.
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The modifier lines always contain the global condition and besides that contain all modifiers that
are used at least once in exchange actions.

The default global modifier always has an empty Modifier ID. The default value for this modifier
is Value.

Copy Line

The copy line is the essential exchange action line in  the subscription file.  It  joins  together  the
exchange condition, the source item along with its originating subscription, the destination item
along with its source subscription and the modifier value. The copy line has the following format:.

COPY<TAB>Condition ID<TAB>Source Subscription Item ID<TAB>Destination Subscription Item ID<TAB>Modifier ID

The copy line contains the following configurable parameters:

Parameter Description

COPY The type of the line, predefined keyword.

Condition ID Condition identifier (defined above, see Condition Line).

Source  Subscription
Item ID

Source subscription item identifier (defined above, see Item Line).

Destination  Subscription
Item ID

Destination  subscription  item  identifier  (defined  above,  see  Item
Line).

Modifier ID Modifier identifier (defined above, see Modifier Line).

Deactivated Exchange

When the Exchange add-on is deactivated all the Exchange specific  lines are pre-padded with
the #! characters. This way the data remains saved in the configuration file but will be ignored by
the local dataFEED OPC Suite application at run time.

Subscription File - Example:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
CONDITION OneBadQuality OneBadQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_800 UPDATERATE 800 ACTIVE TRUE
SUBSCRIPTION Subscription_900 UPDATERATE 900 ACTIVE TRUE
#
MODIFIER V
MODIFIER VQ VQ
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MODIFIER VQT VQT
#
#
ITEM Local Items.Node1.Tag1_ Local Items.Node1.Tag1
#
ITEM Local Items.Node1.Tag2_Subscription_900 Local Items.Node1.Tag2 Subscription_900
#
ITEM OPC_1.dynamic.myTag_Subscription_800 OPC_1.dynamic.myTag Subscription_800
#
ITEM OPC_1.increment.BOOL_ OPC_1.increment.BOOL
COPY OPC_1.increment.BOOL_ Local Items.Node1.Tag1_
#
ITEM OPC_1.increment.BOOL array_Subscription_900 OPC_1.increment.BOOL array Subscription_900
COPY AllGoodQuality OPC_1.increment.BOOL array_Subscription_900 Local Items.Node1.Tag2_Subscription_900 VQ
#
ITEM OPC_1.increment.CY_Subscription_800 OPC_1.increment.CY Subscription_800
COPY OneBadQuality OPC_1.increment.CY_Subscription_800 OPC_1.dynamic.myTag_Subscription_800 VQT

7.3.2.2.5 Trigger Wizard

The Trigger Wizard allows modifying the trigger for the current action:

Obtain general information about the Trigger Wizard @ Trigger Wizard - Welcome

Pick a trigger type @ Trigger Wizard - Trigger Type

Select the trigger item @ Trigger Wizard - Trigger Item

Assign an existing timer trigger @ Trigger Wizard - Timer Selection

Select the variable trigger @ Trigger Wizard - Variable Trigger
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The Welcome wizard page describes the main steps for defining a trigger:

Choosing a trigger type.

Configuring the respective trigger settings.
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To proceed with  the trigger  creation use the Next  button,  or  quit  the  wizard  by  pressing  the
Cancel button.

Trigger Wizard - Trigger Type >>>

The Trigger  Type  wizard page provides  the possibility  to  select  the trigger  type for  the actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Variable Trigger - This trigger is fired when a data change for the items used in the variable
trigger  condition  occurs.  A  data  change  means  that  the  value  or  the  quality  of  the  item
changed.

Attention: The trigger  only initiates  the file  action  execution.  The  action  will  be  subsequently
validated, however, and might not be executed after all.
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To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

Trigger Wizard - Trigger Item - if the selected trigger type is Item Trigger,

Trigger Wizard - Timer Selection - if the selected trigger type is Timer Trigger,

Trigger Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

The description of the Trigger Wizard will continue with the wizard pages for configuring an Item
Trigger.

<<< Trigger Wizard - Welcome
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7.3.2.2.6 Item Trigger Wizard

The Item Trigger Wizard allows modifying the item trigger for the current action:

Obtain  general  information  about  the  Item  Trigger  Wizard  @  Item  Trigger  Wizard  -
Welcome

Configure the trigger item @ Item Trigger Wizard - Trigger Item
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The Welcome page describes the basic steps for completing the Item Trigger definition.

Proceed to the next page by pressing the Next button or exit the wizard by pressing the Cancel
button.
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Item Trigger Wizard - Trigger Item >>>

On the Trigger Item wizard page you can configure the trigger item you want to use.

This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item id of the selected trigger item and also
typing an item id thus selecting the respective item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
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dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

Complete the wizard using the  Finish  button or  return to  the previous  wizard  page  using  the
Back button. To exit the wizard and discard all the changes click the Cancel button.

<<< Item Trigger Wizard - Welcome
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7.3.2.2.7 Timer Trigger Wizard

The Timer Trigger Wizard allows modifying the timer trigger for the current action:

Obtain general information about the Timer Trigger @ Timer Trigger Wizard - Welcome

Select an existing timer trigger @ Timer Trigger Wizard - Timer Selection

Name the newly created timer trigger @ Timer Trigger Wizard - Timer Identity

Choose the timer type @ Timer Trigger Wizard - Timer Type

Configure the corresponding timer schedule @ Timer  Trigger  Wizard -  Schedule Timer
Settings

Define the timer interval @ Timer Trigger Wizard - Interval Timer Settings

Note: A Timer Trigger Wizard flow will not include all the pages listed above. A specific  branch
will be followed during the wizard according to the selections performed in some of the pages.

Timer triggers have some advantages and disadvantages when used in actions of the Exchange
add-on.

Advantages:

in  case  of  static  items  (items  which  are  not  changing  their  values  dynamically  for  a
determined period of time) the value is sent from cache to the destination each timer interval
period  (if  in  the  meantime  the  value  of  the  destination  was  changed  then  a  new  write
operation will  be executed after  a  timeout  interval  –  basically  the  destination  item  will  be
synchronized with the value from cache)

in case of a configuration which synchronizes the update-rate with the timer trigger interval
the application will act similarly to a polling interval

in  case that  the destination will  become offline (but  being online at  the initialization  time),
next  time when it  will  become online all  the destination items  will  be  written  again  at  the
timer trigger execution time, thus  the addon works  as  a synchronizer.  If  it  is  not  online at
initialization time, this does not happen

Disadvantages:

all the add-ons being subscription based (with a polling mechanism) the value of the cache
is updated based on the item update-rate and not the timer trigger. In some case, when the
two are unsynchronized, the cache value which is sent to the destination items  can be an
older one (example: if timer interval  is  1000ms  and source item  update-rate is  60.000ms,
then the written value can be no more than 60 seconds older than current execution time) 

in case of a static item from a data-source which did not send the initial  data-change then
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the cache is  never  updated,  thus  we will  always  send to  the destination the same value/
Quality pair: null/Bad_WaitingForInitialData

for a schedule timer trigger or an interval timer trigger with a  big  value we are subscribing
the item based on the update-rate interval, thus the user expects  a  device read only while
the timer is reached but there still is a lot of traffic on the network due the subscribed items

in case of a DA1 or DA2 OPC Server the sending of the initial  value inside an update-rate
interval is  not mandatory (not required by the specs), in case of static items,  it  can be the
case that our cache is never updated. Still this is only a possible problem on old  OPC  DA
servers

validation mechanism is only executed on the initialization phase (known limitation), which in
case of some invalid connections (not online at  the initialization time,  but  becoming online
later) actions are invalidated and never executed. This a global problem of all add-ons

in the PLC engine the subscription update-rate is not the one which is  used for  the polling
mechanism  (it  is  internal  to  the communication library).  Due  to  this  reason  in  case  of  a
usage of a timer trigger (interval) the following three values  are involved:  timer  value,  item
subscription update-rate and the polling interval.  The timer  will  trigger  the execution of  the
action which will  use the internal  cache updated based on the  subscription  rate  but  with
values which are read from the device only on the polling interval
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The Welcome wizard page describes the basic steps for completing the timer definition.
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Continue to the next  wizard page by using the Next  button or  quit  the wizard by pressing the
Cancel button.

Timer Trigger Wizard - Timer Selection >>>

The Timer Selection wizard page allows configuring the actual timer trigger.
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The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:

Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.
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A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is Trigger
Wizard - Timer Identity.

Click the Finish  button to  finish the wizard,  or  use  the  Back  button  to  return  to  the  previous
wizard page. To exit the wizard click the Cancel button.

<<< Timer Trigger Wizard - Welcome

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.
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If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire Timer Trigger Wizard by pressing the Cancel button.

<<< Timer Trigger Wizard - Timer Selection Timer Trigger Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time interval  can be configured  on  the  Timer  Trigger  Wizard  -  Interval
Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the Timer Trigger Wizard - Schedule Timer Settings wizard
page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button,  or  exit  this  sub-wizard (thereby aborting the  Timer
Trigger Wizard) by pressing the Cancel button.

The description of the Timer Trigger Wizard will continue with the wizard pages for  configuring
a Schedule Timer.

<<< Timer Trigger Wizard - Timer Identity Timer  Trigger  Wizard  -  Schedule  Timer
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Settings >>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the  Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 567

Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< Timer Trigger Wizard - Timer Type Timer Trigger Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Trigger Wizard - Timer Type Timer Trigger Wizard - Timer Selection >>>

7.3.2.2.8 Import Wizard

The dataFEED OPC Suite Configurator allows the import of Exchange actions from an external
file.  The external  file  should be a plain  text  tab-separated file  with  the  specific  Exchange  File
Format. The import action can be triggered by selecting the Import  action from  the Exchange
Data List context sensitive menu. The import action is not dependent on the selection from the
data list.  The imported actions  are always  appended to  the  existing  Exchange  Data  List  list.
When the import action is triggered the Exchange Import Wizard is started.

  The Exchange Import Wizard allows importing exchange actions:

Select the file to be imported @ Import Wizard - Import File Selection

Examine the import results @ Import Wizard - Import Results
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The Exchange actions can be imported into the namespace of the Exchange add-on from a text
file with a specific format. The external files should be plain text files with line-oriented structure.
The elements of each line must be tab-separated. For each Copy line an Exchange action will
be created.

Line Types

The Exchange add-on generates multiple line types:

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;
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specific lines: modifier lines and copy lines.

Common Lines

The following lines are common lines and will be used to configure different functionalities:

Line Type Description

Subscription Defines the update rate with which the current action will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data has changed.

An  item  data  change  consists  of  a  different  value  or  quality  of  the
respective item compared to the previous one.

Commented  Lines
(#)

Any line that  starts  with  the "#"  character  is  considered a comment  line
which is ignored during evaluation.

The subscription file is divided into two sections:

The global area:

The global area extends from the first subscription file line to the first trigger line (e.g: ITEM
line). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Note: In  the common lines  section there will  always  be  two  lines  (a  subscription  line  and  a
condition  one)  with  empty  IDs  representing  the  global  subscription  respectively  the  global
condition. The values in these lines can be accessed through the Global Alias And Initial Values
dialog of the dataFEED OPC Suite Configurator.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description
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SUBSCRIPTION The type of the line, predefined keyword.

Subscription ID Unique subscription identifier.

UPDATERATE Predefined keyword.

Update rate value Defines the update rate of the current subscription.

ACTIVE Predefined keyword.

Active value Active value which may be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of very subscription will be ignored.

Examples:

SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_300 UPDATERATE 300 ACTIVE TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement 
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Conditions  can be used to  react  to  communication errors.  Various  actions  may  be  executed
depending on the quality of the item values. The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the transaction
have the quality Good.

Always The trigger actions are executed always, ignoring the quality of the
items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if  the quality of  at  least  one
item in the transaction has changed.

OneBadQuality The  trigger  actions  are  executed  if  exactly  one  item  in  the
transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application. 

An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB><Subscription Id>

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created  by
concatenating the Server Item Id and with Subscription ID  with  the
underscore character in between them).
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Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite  application
address namespace. This could be a server connection item ID or
a local item ID.

Subscription ID Subscription identifier (defined above, see Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM increment.I1_Subscription_300 increment.I1 Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Specific Lines

The following lines are Exchange specific:

Line type Format

Modifier line Defines the exchange value(s) to be used in an exchange action.

Copy line Defines  the items  involved in  the exchange  process,  denoting  the  source
and destination.

Modifier Line

The modifier line names the exchange value(s)  used in  an exchange action.  The modifier  line
has the following format:.

MODIFIER<TAB>Modifier ID<TAB>Modifier type

The modifier line contains the following configurable parameters:

Parameter Description

MODIFIER The type of the line, predefined keyword.

Modifier ID Unique modifier identifier (implicitly created by cloning the type value it bears).
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Modifier
type 

The type of the data to be exchanged. It may have any of the following values: V,
VQ, VQT.

The possible modifier types are:

Condition Description

Data Value (V) This modifier denotes that only the value data attribute is exchanged.

Data  Value  and
Quality (VQ)

This  modifier  denotes  that  the  value  and  the  quality  data  attributes  are
exchanged.

Data  Value,
Quality  and
Timestamp
(VQT)

This modifier denotes  that  all  of  the data attributes  (value,  quality and the
timestamp) are exchanged.

The modifier lines always contain the global condition and besides that contain all modifiers that
are used at least once in exchange actions.

The default global modifier always has an empty Modifier ID. The default value for this modifier
is Value.

Copy Line

The copy line is the essential exchange action line in  the subscription file.  It  joins  together  the
exchange condition, the source item along with its originating subscription, the destination item
along with its source subscription and the modifier value. The copy line has the following format:.

COPY<TAB>Condition ID<TAB>Source Subscription Item ID<TAB>Destination Subscription Item ID<TAB>Modifier ID

The copy line contains the following configurable parameters:

Parameter Description

COPY The type of the line, predefined keyword.

Condition ID Condition identifier (defined above, see Condition Line).

Source  Subscription
Item ID

Source subscription item identifier (defined above, see Item Line).

Destination  Subscription
Item ID

Destination  subscription  item  identifier  (defined  above,  see  Item
Line).

Modifier ID Modifier identifier (defined above, see Modifier Line).
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Subscription Import File - Example:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
CONDITION OneBadQuality OneBadQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_800 UPDATERATE 800 ACTIVE TRUE
SUBSCRIPTION Subscription_900 UPDATERATE 900 ACTIVE TRUE
#
MODIFIER V
MODIFIER VQ VQ
MODIFIER VQT VQT
#
#
ITEM Local Items.Node1.Tag1_ Local Items.Node1.Tag1
#
ITEM Local Items.Node1.Tag2_Subscription_900 Local Items.Node1.Tag2 Subscription_900
#
ITEM OPC_1.dynamic.myTag_Subscription_800 OPC_1.dynamic.myTag Subscription_800
#
ITEM OPC_1.increment.BOOL_ OPC_1.increment.BOOL
COPY OPC_1.increment.BOOL_ Local Items.Node1.Tag1_
#
ITEM OPC_1.increment.BOOL array_Subscription_900 OPC_1.increment.BOOL array Subscription_900
COPY AllGoodQuality OPC_1.increment.BOOL array_Subscription_900 Local Items.Node1.Tag2_Subscription_900 VQ
#
ITEM OPC_1.increment.CY_Subscription_800 OPC_1.increment.CY Subscription_800
COPY OneBadQuality OPC_1.increment.CY_Subscription_800 OPC_1.dynamic.myTag_Subscription_800 VQT

The Import File Selection wizard page allows you to choose a file to be imported. The file can be
selected  by  manually  typing  its  name  in  the  File  input  box  or  by  clicking  the  browse  button
located to the right of the input box (a standard file opening dialog will open).
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The file  path and name should be valid  (they should point  to  an existing file).  When the Next
button is pressed the file path and name are verified. If the file identified by the specified file path
and name does not exist an error message is displayed. The actual import begins if the selected
file is valid. If the import takes longer to complete a waiting dialog is displayed. When the import
operation is finished the Import Results page is displayed.

Import Wizard - Import Results >>>

The Import Results wizard page displays the import results.
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This page is the final page of the Exchange Import Wizard. A back button is not provided as the
import action cannot be undone. The import can be successfully or it can fail.

1. After a successful import the results page contains the following information:

The absolute path of the imported file.

The number of imported Exchange actions.

The number of imported subscriptions.

The number of imported execution conditions.

The number of imported data items.

The confirmation message that the import was successful.

2. After a failed import the results page contains the following information:

The invalid line where the import failed.

The reason why the line is considered invalid.

The confirmation message that the import failed.

When the import wizard is closed after a successful import, the new items are appended to the
Exchange data list.

<<< Import Wizard - Import File Selection

7.3.2.2.9 Export Wizard

The dataFEED OPC  Suite  Configurator  allows  exporting Exchange actions  to  an external  file.
The external file will be a tab-separated file with the specific  Exchange File Format. The export
action  can  be  triggered  by  selecting  the  Export  entry  from  the  Exchange  Data  List  context
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sensitive menu.  The exported file  will  contain  all  the  selected  Exchange  actions,  with  all  the
execution conditions, subscriptions, modifiers and items used in them. When the export  action
is triggered the Exchange Export Wizard is started.

  The Exchange Export Wizard allows exporting Exchange actions:

Select  the file  the Exchange actions  to  be  exported  to  @  Export  Wizard  -  Export  File
Selection

Examine the export results @ Export Wizard - Export Results

Softing dataFEED OPC Suite V4.49
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The  Export  File  Selection  wizard  page  allows  you  to  choose  a  file  path  and  name  for  the
exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the browse button located to the right of the input box (a standard file saving dialog
will open).

When the Next button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
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name already exists, a message box will ask whether to overwrite the existing file or not (select
another file). The actual filter export operation begins if the path to the file is valid and either a file
with the specified name does not  exist  or  it  exists  and overwrite  has  been chosen.  When the
export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>

The Export Results wizard page displays the export results.

This page is the final page of the Exchange Export Wizard. A back button is not provided as the
export action cannot be undone. The export can be successful or it can fail:

1. After a successful export the results page contains the following information:

The absolute path of the exported file.

The number of exported Exchange actions.

The number of exported Exchange data items.

The confirmation message that the export was successful.

2. After a failed export the results page contains the following information:

The reason why the export failed.

The confirmation message that the export failed.

<<< Export Wizard - Export File Selection
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7.3.3 Data Destinations

This section of the Softing dataFEED OPC Suite Online Help describes the different dataFEED
OPC Suite data destinations.

  Softing dataFEED OPC Suite - Data Destinations

Access  of  external  OPC  Tunnel  clients  to  the local  namespace @ Configuration:  Data
Destination - Tunnel Client

Access  of  external  OPC  clients  to  the  local  namespace  @  Configuration:  Data
Destination - OPC Client
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Archive data to a database @ Configuration: Data Destination - Database

Archive data to a file @ Configuration: Data Destination - File

Communicate with OPC UA Clients @ Configuration: Data Destination - OPC UA Client

7.3.3.1 OPC UA Client

This chapter explains, which settings can be done for the data destination "OPC UA Client".

For building up a communication to an OPC UA Client, "Activate OPC UA" has to be enabled.

Enabling the OPC UA client data destination functionality allows external OPC UA clients to
access the data and alarm items of the local dataFEED OPC Suite application via the OPC UA
protocol. 
A more detailed description of how to configure the OPC client data destination functionality can
be found in the Configuration Data Destination - OPC UA Client section.

Softing dataFEED OPC Suite V4.49
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7.3.3.1.1 Configuration

Note: The OPC UA functionality is activated per default for newly created configurations. If you
do not  want  to  allow  a communication to  OPC  UA clients,  you  have  to  deactivate  the  option
"Activate OPC UA".

Attribute Description

Activate OPC UA Activates  or  deactivates  the possibility  to  communicate  with
OPC UA Clients.

Server Identity Server  name  and  server  endpoint  are  assigned  here.  As
shown above a defined format is used per default. The server
endpoint is  the ID  that  is  used by the dataFEED  OPC  Suite
configuration to  register  at  the  discovery  server.  "More  Info"
displays additional identification characteristics.
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Security Configuration Here you specify, which message security mode and security
policy is to be used.

Authentication Settings Here you configure the authentication settings  that  are  used
by OPC UA Clients  to  register  at  the local  discovery service
for building up a communication to dataFEED OPC Suite.

Certificates Here you can protect the communication between dataFEED
OPC  Suite  and  OPC  UA clients  by  using  certificates.  Only
clients  with  corresponding  certificates  are  then  allowed  to
access dataFEED OPC Suite.

Discovery Server Registration If this field is enabled, the dataFEED OPC Suite Configuration
automatically registers  at  the Local  Discovery Service;  OPC
UA Clients  are using the same  Local  Discovery  Service  for
getting access to dataFEED OPC Suite.

Use unique namespace for all
defined data source
connections.

By default for each defined data source connection is  added
into the address  space in  its  own namespace,  enabling this
functionality  will  result  in  aggregating  all  the  data  source
connection  into  only  one  namespace  inside  the  exposed
address space.

Basically  the  first  namespace  (namespace  index  0)  is
reserved  for  OPC  Foundation  stack  items,  the  second
namespace (namespace index 1) is used by the OPC Toolkit
internal  items  and  the  other  ones  can  be  used  for  by  the
application. With this function enabled, all the connections will
be part of the third namespace ( namespace index 2) instead
of being defined an own namespace for each connection.

Server Identity
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This dialog displays several identity settings that cannot be edited in this dialog.

Server Name: The name of the dataFEED OPC Suite configuration is  always  displayed in
the last position of the list.

Server  URI:  Globally unique identifier  for  the application  instance.  The  server  URI  should
match the URI of the application certificate.

Product URI: Globally unique product identifier.

Server Endpoint: An endpoint  defines  a physical  address  by means  of  a  URL that  clients
may use to  connect  to  the OPC  UA Server.  With  the  Server  Endpoint,  dataFEED  OPC
Suite registers at the Discovery Server.

Security Configuration

At  least  one message security mode and  one  security  policy  have  to  be  selected.  It  is  also
possible,  to  have multiple  security configurations.  That  means,  that  more  than  one  message
security mode and security policy is selected.

As  message  security  mode  you  can  choose  between  none,  a  signed  and  a  signed  and
encrypted mode.

The security policy  can  be  not  encrypted  or  you  can  choose  between  two  different  security
algorithms.

Authentication Settings
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By enabling anonymous policy, there is no authentication necessary.

The access to dataFEED OPC Suite can be protected by using a user name and password, as
well as by using certificates.

Certificates

This dialog facilitates certificates handling and details view.
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Left column contains Own certificate, Trusted certificates  and Rejected certificates  lists  while
the right column is populated with the details of the selected certificate.

Own Certificate.

This list contains only one certificate and offers the possibility to be exported.

By using the export button  the user is prompted to select a destination folder where to save
dataFEED  OPC  Suite  UA Client  application  certificate.  This  functionality  is  particularly  useful
when the Message security mode is other than "none".

The regeneration of own certificate is allowed by using the  button. The own certificate can be
generated  by  specifying  the  digest  algorithm  and  encryption  key  size.  By  default  the  own
certificate  is  regenerated  using  SHA256  digest  algorithm  and  2048  encryption  key  size
independent of the settings from the previous certificate. Be aware that after a this operation the
application  own  certificate  was  regenerated  and  all  secured  connections  to  the  application
should be reconfigured -  the trust  relation between  application  and  connected  servers/clients
should be renew. 

Also, In case of activation of  Basic256Sha256 security policy -  the regeneration of  certificates
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using Sha1 digest algorithm with 1028 key size is forbidden.

Regeneration  of  certificates  using  Sha1  digest  algorithm  with  1024  key  size  will  disable  the
Basic256Sha256 security endpoint.

 

Trusted Certificates.

This group contains the list of the currently trusted certificates.  The validity date can be easily
checked on the "Valid Until" column. Certificates from this list can be dragged and dropped in the
rejected certificate list. 

By using the import button  the user is prompted to select a server application certificate (.der
format) that will be added to the trusted folder. This operation basically can substitute  Receive
server certificate operation.

One certificate can be deleted using  button.

Rejected Certificates.

Contains  the list  of  the  rejected  certificates.  Each  certificate  can  be  dragged  into  trusted  or
deleted.
The up and down arrow buttons can be used to easily move certificates from trusted to rejected
locations and vice-versa.

Certificate details.

In this area shows some details of the selected certificate like: location (on the disk), Application
Name, Application Uri, Organization, Subject, Issuer, Validity dates and so on.
The details area is read-only.

Discovery Server Registration
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dataFEED  OPC  Suite  registers  at  the  Discovery  Server  by  using  the  default  settings  (see
picture above) and the previously configured security and authentication settings.

Furthermore, you can register dataFEED OPC Suite with its endpoint URL at an already existing
Discovery Server. dataFEED OPC Suite is then identified with the endpoint URL that has been
specified by the user beforehand.

7.3.3.2 Tunnel Client

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
Tunnel client data destination functionality of Softing dataFEED OPC Suite.

Enabling the Tunnel client data destination functionality allows external Tunnel clients to access
the data and alarm  items  of  the local  dataFEED  OPC  Suite  application  via  the  Softing  OPC
Tunnel protocol.

General information on the Softing OPC Tunnel is provided under Introduction - OPC Tunnel. A
more detailed description of how to configure the Tunnel client data destination functionality can
be found in the Configuration: Data Destination - Tunnel Client section.

Softing dataFEED OPC Suite V4.49
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7.3.3.2.1 Configuration

The  Tunnel  Client  functionality  is  enabled  by  default.  This  functionality  can  be  disabled  by
unchecking the Activate Tunnel  checkbox on the main Tunnel  Client  configuration  page.  This
page  also  allows  modifying  various  settings  of  the  Tunnel  Client.  The  Tunnel  Client  main
configuration page can be accessed by selecting Tunnel Client from the Data Destination group
in the navigation panel on the left.

Note: The OPC Tunnel functionality is enabled by default. You should only disable it if you don't
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want  to  grant  tunnel  clients  access  to  the  namespace  of  the  local  dataFEED  OPC  Suite
application.

The Tunnel Client configuration window contains editable fields for the basic settings needed by
an OPC Tunnel  client  to  access  the local  dataFEED  OPC  Suite  application namespace.  The
table below provides a short description of the individual configuration options:

Attribute Description

Activate Tunnel Enables  or  disables  access  to  the  local  namespace  for
Tunnel clients.

TCP/IP port number Port number used by the Tunnel  client  to  communicate with
the  local  dataFEED  OPC  Suite  application  running  for  the
current configuration.

Enable Tunnel Discovery Enables  or  disables  the  registration  of  the  local  dataFEED
OPC Suite application with the Tunnel Discovery Server.

Transaction timeout Defines the Tunnel Client transaction timeout.

Enable User Access Control Restricts  access  of  remote  Tunnel  clients  by  requesting
authentication. Several users and passwords  can be defined
in the User Name list of the User Access Control section.

User Name list Shows the users allowed to connect to the namespace of the
local  dataFEED  OPC  Suite  application  through  the  Tunnel
interface. The list can be edited with  the buttons  provided on
the right side of the main Tunnel Client configuration page.

Enable User Access Control

In  the  Enable  User  Access  Control  section  you  can  activate  or  deactivate  the  user  access
control (also referred to as user authentication) and define the corresponding users which may
access the local namespace through a Tunnel client.

The user name list and the buttons are only enabled if the encapsulating checkbox is marked.

Note: If no user is specified (although the Enable User Access Control checkbox is enabled) or
if the user  access  control  is  disabled,  access  will  be granted to  all  connecting Tunnel  clients
without any restrictions.

From  the  Tunnel  Client  main  user  interface  certain  operations  can  be  performed  (on  the
selected user) by using the buttons on the right, accessing the context sensitive menu or using
the keyboard shortcuts. The following actions are available:

Access the properties of the currently selected user (change the user password)  by using
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the  Properties  button  ,  pressing  the  keyboard  shortcut  CTRL+P  or  selecting  the
Properties action from the context menu.

Add a new user by using the Add button , pressing the keyboard shortcut  CTRL+A or
selecting the Add action from the context menu.

Delete the currently selected user by using the Delete  button ,  pressing the keyboard
key DEL / DELETE or selecting the Delete action from the context menu.

An example of the context sensitive menu can be seen below:

User Account Definition

When adding a new user to the list, the system requires the user name and the password. For
this purpose the User Account Definition dialog is shown:

When  modifying  an  existing  user  account,  you  can  change  the  user  name  and  password.
However, to do so you need to enter the old password as well.
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In any of the above dialogs (add / modify user) the changes can be applied by pressing the OK
button – or they can be discarded by pressing the Cancel button.

7.3.3.3 MQTT Publisher

This section of the Softing dataFEED OPC Suite online help explains  how  an MQTT Broker  is
configured as  data destination by using the  functionality  provided  by  Softing  dataFEED  OPC
Suite.

The MQTT protocol knows the following subscribers:

1. MQTT  Broker:  The  MQTT  Broker  is  the  central  instance  in  an  MQTT  network.  The  other
subscribers establish each a TCP or  SLL/TLS  connection to  the broker.  Depending on the
MQTT  Broker  configuration  an  authentication  with  user  name  and  passwords  or  an  SSL
certificate is required. The MQTT Broker receives data from the MQTT Publishers. If a certain
publisher does not have the required write permissions, the corresponding date is discarded
by the broker.  Otherwise the  broker  provides  the  data  to  all  MQTT  Subscribers  that  have
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subscribed to this data.

2. MQTT Publisher: The MQTT Publisher create the MQTT address space (topics)  and fill  this
space with content (data). The MQTT Publisher sends this data to the MQTT Broker. This is
exactly the role of the dataFEED MQTT Publisher Module.

3. MQTT Subscriber:  The MQTT Subscribers  subscribe to  MQTT Topics.  In  this  context  they
are allowed to use the wild card characters '+' and '#'. Thus, an MQTT Subscriber  that  only
uses the character '#' for topic subscription, subscribes all data from a broker.

The data format is not specified by the MQTT protocol specification but can be specified by the
respective MQTT publisher. The dataFEED MQTT Publisher Module uses UTF 8-coded strings
as data format.

Softing dataFEED OPC Suite V4.49
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7.3.3.3.1 Configuration

In order to configure connections to MQTT Brokers select Data Destination in the left  window
part and then select the MQTT Broker icon. The MQTT connection overview is opened.
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Add an MQTT connection

You can establish a connection to an MQTT Broker by using the button Add  or  the menu
command "Add" in the context menu. The MQTT connection wizard is opened.

Modify an existing MQTT connection

The configuration of  an  existing  connection  to  an  MQTT  Broker  can  be  modified.  To  do  so,
select the line in the connection overview that contains the connection to be modified. Then you

can use the button Properties  or the menu command "Properties" from the context menu to
open the MQTT connection wizard.

Modify the address space of an existing MQTT connection

The address  space of  an MQTT connection is  composed of  "topics".  You  can  specify  these
topics within the MQTT connection wizard.

An existing connection can be modified  directly  in  the  Address  Space  Definition  page  of  the
wizard  by  selecting  the  connection  in  the  connection  overview.  Then  you  can  or  press  the
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address space definition button  or the corresponding context menu entry.

Connection test

Click test connection button  to check the availability of specified server or the correctness
of the authentication and security settings.

Remove a connection

Delete the selected data source by using the Delete   button, pressing the DEL / DELETE
key on the keyboard or selecting Delete from the context menu.

Note: If no connection is selected, the Add a new data source button and Global settings are the
only options enabled.

The Delete button  will remove the selected device connections from the list. 

The user can select more than one server connection with the help of the CTRL or SHIFT keys.

A dialog will then prompt the user to confirm the deletion.

Attention:  A  device  connection  cannot  be  deleted  if  at  least  one  data  item  defined  in  its
namespace is used in a Processing or Data Destination action.

These actions are also provided in the context menu of the External device list.  Which actions
are available depends on the current selection in the list.

Following an example of a context menu:

Copy Connection
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. This function is available only in the context menu and opens a dialog where you can enter
name and Broker URI.

The proposed name is the original connection's name post fixed with "_Copy". The endpoint
URL is copied from the source connection.

Note: The connection name should be unique among all device connections names. In addition,
the client ID for the respective MQTT Broker must be unique.

Toggle active state on/off

Toggle active state on/off  . This action will enable / disable a device's connection. A disabled
connection will be shown as  grayed out  in  the device connection list  and it  will  be ignored by
runtime. 

Connection Settings
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The Connection Settings  section allows  for  the customization of  proxy settings.  The user  can
either  import  system  proxy  settings  automatically  (Import  System  Proxy  button),  or  specify
manually the host, port and authentication settings.

These settings  will  be applied to  all  connections  in  the  plugin,  and  the  following  parts  of  the
functionality will be affected: test connection, getting the server certificate and action execution.
This means that if the network, on which the dataFEED is configured, is behind a proxy server
and dataFEED is not configured with a proxy, like in the image above, the mentioned pieces of
functionality will fail.  In  order  for  them  to work correctly,  the user  needs  to  specify the type of
proxy, the host name of the server, a port number and user credentials, if necessary.

7.3.3.3.2 MQTT Connection Wizard

With the MQTT Connection Wizard you can create and modify a data destination connection to
an MQTT Broker.

Connection Settings

Communication Settings

Address Space Definition

Softing dataFEED OPC Suite V4.49
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This page allows to  specify connection settings  such as  e.g.  the unique connection name for
identifying the connection.
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Connection Name

A unique identifier for the current connection. In case the provided name is already used by other
connection, the user use is not allowed to proceed to the next wizard page.

Client ID

The client ID must be unique for the respective MQTT Broker. If two MQTT clients are using the
identical client ID, the broker is disconnected. The client (as  e.g.  dataFEED)  cannot  recognize
that the client ID is already used by another client. 

The MQTT Broker  can be configured in  a  way that  it  only  accepts  connections  with  specific
client IDs.

Connection active

This flag specifies if the current connection will be activated or not.
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This page allows to parameterize the communication and authentication of the MQTT Broker.

Broker URI

The Broker URI is composed of the transport protocol, the Full Qualified Domain name (FQDN,
consisting  of  host  name  and  domain  name  [see  wikipedia])  optionally  followed  by  the  port
number separated by a colon.

For the transport protocol, the following variants could be chosen:

1. tcp:// MQTT uses the plain TCP. MQTT brokers usually offer this service at port 1883.

2. ssl:// MQTT uses  SSL or  TLS  security  upon  TCP.  MQTT  brokers  usually  offer  this
service at port 8883.

3. ws:// MQTT over WebSockets. MQTT brokers usually offer this service at port 8000.

4. wss:// MQTT over secure WebSockets. MQTT brokers usually offer this service at port
443.

The FQDNS can be replaced by the corresponding IPv4- or IPv6-address.

MQTT Broker Certificate

If the transport protocol ssl:// has been chosen, you may configure here how the identity of  the
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MQTT  broker  should  be  verified  by  the  dataFEED  MQTT  publisher.  You  have  the  choice
between the following options:

1. Accept  all  Server  certificates  axiomatically:  This  option  disables  verification  of  the  broker
identity. The broker just needs to provide some valid certificate.

2. Accept Trusted Certificates only: Connections  are only completely established,  if  the broker
proofs its identity with the certificate chain, which has been assigned to the connection. This
option is  only available,  if  you  have  assigned  a  broker  certificate  chain  for  this  dataFEED
connection with the Certificates dialog.

Authentication settings

Depending on the MQTT Broker configuration dataFEED may need to identify itself as an MQTT
client with user name and password or by a client certificate.

In this case you need to select the entry "Username and Password"  in  "User  Identity"  Then fill
out the input fields for user name and password accordingly. If needed activate the "Use Client
Certificate" check box and assign a corresponding client certificate file through the MQTT Client
Certificate dialog.

If no identification is required, leave the entry "Anonymous" in "User Identity".

Note:  dataFEED  OPC  Suite  does  not  use  a  strong  encryption  to  protect  the  passwords
contained  in  your  configuration  files.  Therefore  we  recommend,  to  protect  the  PC  where
dataFEED OPC Suite is installed against unauthorized access. In addition you can use a hard
disk encryption for protection purposes.

Connection test

Use the button Connection Test  to allow dataFEED OPC Suite establishing a connection
to the MQTT Broker with the specified parameters for test purposes.

Softing dataFEED OPC Suite V4.49
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This dialog provides options to facilitate the secure communication between client and external
broker by certificate handling.
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Download MQTT broker Certificate chain into the MQTT publisher trusted folder

By pressing the receive broker certificate button  the user initiates a server connection and
implicitly a certificate exchange. Once the server certificate chain is obtained it  is  presented to
the user into certificate validation to  be investigated.  If  the user  accepts  the certificate chain it
would then added to the trusted folder and assigned to the connection. Otherwise the certificate
chain is removed from the file system.

Import MQTT broker Certificate chain into the MQTT publisher trusted folder

By using the import button  the user is prompted to select a broker certificate chain (.crt or
.pem  format)  that  will  be  added  to  the  trusted  folder.  This  operation  basically  can  substitute
Receive server certificate operation.

Softing dataFEED OPC Suite V4.49
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This dialog displays the received certificate chain of the MQTT broker.

The user may accept or discard the received certificate chain. If the user accepts the certificate
chain it would then added to the trusted folder  and assigned to  the connection.  Otherwise the
certificate chain is removed from the file system.

This dialog allows to  select  the client  certificate,  which is  intended to  identify the client  by the
MQTT broker.
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This dialog provides the following input fields:

1. The file in PEM format containing the public certificate chain of the client. It may also include
the private key of the client.

2. If not included in the KeyStore above, this setting points to  the file  in  PEM format  containing
the private key of the client.

3. The password to load the privateKey of the client, if encrypted.

This page displays the MQTT address space of the MQTT Publisher and allows to configure the
address space.  The page also allows  to  specify an additional  connection setting such as  the
time zone format.
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MQTT Topics

The MQTT address space is composed of topics.

The individual hierarchy levels are separated by the '/' character. This character is inserted
automatically by the address space wizard and must therefore not be entered manually.

In  addition you must  not  user  the wildcard characters  '+'  and '#'  of  the  MQTT  Publisher.
They are reserved for MQTT Subscribers.

An editable tree view where the user can change the address space structure or its content
by adding, deleting or modifying topics.

There are three categories of data items that may be used in the tree:

Root node  (having the name of the current  connection).  This  node is  read only,  the user
has just the possibility to add or delete children of this node. 

Nodes: these elements are associated with branches in tree. They can have child  nodes.
But no value can be written to the nodes.

Note:  The  items  of  type  Node  represent  intermediate  nodes  in  the  tree,  they  are  used  for
hierarchy purposes.

Tags: these elements are associated with leaves in the tree.
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Note: In MQTT the Publisher defines the address space; therefore adding a sub topic in MQTT
Publisher results in changing a tag into a node.

Operation

Depending on the current selection in the topic-tree, the following operations are possible using
the buttons on the right, the context menu or the corresponding shortcuts:

Topic Properties (Ctrl+P) 

Add new topic(Ctrl+A) 

Import from file (Ctrl+I) 

Export to file (Ctrl+E) 

Delete data items(Del)

Two more operations are supported that are only accessible from the context menu:

CopyData item(s)

Pasteto data item(s)

An example for a context menu of the topic tree is shown below:

Delete data items

Triggering the Delete data items  action with the corresponding button on the right  wizard
side or Delete from the context menu will remove the currently selected topic from the Topictree.
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Attention: The root node of the namespace tree can not be deleted.

Attention: A node that is currently used in a data processing or data destination action can not
be deleted.

Copy

The Copy    command is  available  in  the context  menu of  the  Topic  tree.  Triggering  this
action will  copy the selected topic  to  the local  clipboard.  All  topic  properties  are  also  copied.
Even if the topic contains child topics, the complete branch is copied.

Note: The root node of the namespace tree does not provide a Copy action.

Paste

The Paste   command is available in the context menu of the  Topic tree. This function will
add the topic  currently stored in  the local  clipboard as  a child  of  the currently  selected  topic.
Whether  the  action  is  available  in  the  context  menu  depends  on  the  type  of  the  currently
selected node and the type of the node in the clipboard.

Note: The Paste action is only available if a topic was previously copied to the clipboard.

Time Zone Format

This section handles the time zone format that is to be used for the timestamp expression within
the MQTT publisher's write transactions. 

Time Zone handles the source localization time: UTC (Universal Time Coordinated) or local time
(local time localization). The default time zone is UTC.

When the Time Zone Format option is not selected the default value is used. If this is modified, it
applies to the currently selected MQTT connection.

This page allows you to specify the topic name as well as dataFEED OPC Suite-specific  topic
properties.
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Topic Class

This list box allows to specify the topic class. You can choose between node and tag.

Topic Identity

Topic Name

Here you can enter the topic name for the current hierarchy level. The name you are using must
be unique for  the corresponding parent  node.  The name  may  only  consist  of  printable  ASCII
characters. Special characters such as '.', '/', '+' and '#' from MQTT and dataFEED must not be
used.
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Format

The MQTT Publisher Module writes tags in UTF8-coded strings.  You can specify for  any topic
the string formatting by using the drop-down list box:

1. JSON formats strings (as is usual in web applications) composed of time stamp, value, and
quality attribute.

2. Bluemix JSON format string composed of time stamp, value, and quality attribute, suitable for
IBM Bluemix cloud.

3. Plain text: a string that only contains a data value without supplements.

4. User  defined format:  The user  could define  the  format  string.  The  following,  casesensitive
keywords will be replaced with the corresponding data:

a. @VALUE@: The value of the dataFEED item.

b. @TIME@: The timestamp of the dataFEED item.

c. @QUALITY@: The quality attribute of the dataFEED item.

Depending on your selection an example string for data value 1234 is displayed.

Note: Within  the configuration of  the exchange functionality the user  is  allowed  to  define  the
exchange values as a combination of value, time stamp and/or quality. This setting is ignored by
the MQTT Publisher. The MQTT Publisher uses the format described above in "Format".

Retain

By setting the Retain flag the MQTT Broker is instructed to save the most recent data value for
the topic. (Depending on the configuration the broker saves the data into the RAM or persistently
into  the file  system/data base.)  Data values  without  Retain  flag are  only  transferred  from  the
MQTT  Broker  to  those  MQTT  Subscribers  that  are  registered  in  that  moment  by  the
corresponding broker and have subscribed the corresponding topic.

This check box allows to specify whether the MQTT Publisher  Module sets  the Retain  flag for
the respective topic or not.

QoS Setting

The QoS setting is used to control the delivery of MQTT messages in case of TCP connection
loss. The following settings are possible:

1. QoS0: The MQTT message is published with the safety of the current TCP connection.

2. QoS1: A MQTT messge is  repeated in  the next  TCP connection,  if  the delivery of  the
message in the current TCP connection fails.

3. QoS2: MQTT protocol uses confirmation of confirmations to  ensure that  a  message is
delivered exactly once.
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This page allows to export the topics of a tree or sub tree into a text or XML file.

The  check  box  Properties  in  File  specifies  whether  dataFEED  OPC  Suite-specific  topic
properties  are  written  into  the  file  or  whether  not.  It  is  not  possible  to  export  all  complex
properties like the user defined topic formats  into  simple text  files.  Therefore the user  has  the
opportunity to choose a XML file as target. The XML file will contain the whole name space of the
connection with all topic properties.

The export allows the following objectives:

1. The listed topics in the created text  file  allow  to  configure the MQTT subscriber  so that  the
MQTT subscriber  subscribe for  the topics  created by the dataFEED  MQTT  publisher.  You
can find detailed information in the description of the respective MQTT subscriber. Deactivate
the check box Topic properties in file for this use case.

2. The file created allows to copy topics into another dataFEED instance. See also Import MQTT
topics. Activate the check box Topic properties in file or choose a xml file for this use case.

The Export  File  Selection wizard page allows  you to  choose a file  name and  location  for  the
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exported file. The file can be selected by manually typing its path and name in the File input box
or by clicking the [Browse]  button located to  the right  of  the input  box.  A standard file  saving
dialog is opened.

When the [Next] button is pressed the file path is verified and if the path does not exist, an error
message is displayed (invalid path). If the specified file path is valid and a file with the specified
name already exists, a message box will ask whether to overwrite the existing file or not (select
another file). The actual filter export operation begins if the path to the file is valid and either a file
with the specified name does not exist or it exists and Overwrite has been chosen.

When the export operation is finished the Export Results page is displayed.

Export Wizard - Export Results >>>

Use this page to import topic from a file and to define their properties.
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The file can be selected by manually typing its path and name in the File  input box or by clicking
the [Browse]  button  located  to  the  right  of  the  input  box.  A  standard  file  selection  dialog  is
opened. If an import file in XML format has been chosen, all topics of the current connection will
be replaced by the topics from the import file, with their properties.

The file path and name should be valid (they should point to an existing file).

The file must list the topic names. Parent nodes that are required are created automatically.
If the import file in text format contains for example the following line:

 myCastle/northTower/floor1/room001
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the following topics are created for the specified address space (if not already existing):

myCastle

myCastle/northTower

myCastle/northTower/floor1

myCastle/northTower/floor1/room001

The address  space that  already exists  can  be  deleted  alternatively.  It  is  overwritten  with  the
address space that has been imported.

In addition it is possible to enhance the existing address space with the newly imported one.

You can influence the topic properties of the topics to be imported by using a combo box.  You
have the following selection options:

1. Use properties from file only for new topics: For topics that are newly created during import,
the property values specified in the import file are used. If for a specific  topic in the import file
no property is specified, default values are used (see below).

2. Ignore properties  in  file  (use  default  values  for  new  topics):  The  property  values  from  the
import file are ignored. Instead default values (see below) for newly created topics are used.

3. Overwrite  existing  properties  with  properties  from  file:  For  newly  created  topics  and  for
already existing topics the properties specified in the import file are used. If for a specific  topic
in the import file no property is specified, default values are used (see below). Topics that are
not existing in the import file are not modified.

4. Overwrite existing properties with default properties: The property values from the import  file
are ignored. For newly created topics and for already existing topics the default properties are
used (see below). Topics that are not existing in the import file are not modified.

In cases where dataFEED OPC Suite-specific  properties are ignored or do not  exist  (partly)  in
the import  file  you can specify standard values  for  these properties.  See  also  Add  or  modify
MQTT Topic.

When you press the [Next] button, the file name and file path are verified. If the file identified by
the specified file path and name does not exist, an error message is displayed.

Import Wizard - Import Results >>>
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This page allows to perform the "Last Will and Testament" settings of the MQTT connection.

When establishing a connection,  MQTT clients  such  as  the  dataFEED  MQTT  Publisher  can
transfer a topic name and a message.

If the Broker detects that the connection to the client does not exist any longer (e.g. because a
network switch has failed), then the Broker publishes this message within the topic.

A possible scenario is that  MQTT clients  use for  example the topic  <client  id>/state to  inform
other  clients  about  their  connection  status.  (The  <client  id>  part  is  being  replaced  by  the
respective client  ID)  When establishing the connection,  the clients  make use of  this  topic  as
Last-Will-Topic  and  as  "Disconnected"  notification.  After  successfully  establishing  the
connection they publish the notification "Connected" to this topic. If a client tries to disconnect, it
publishes "Disconnected" as notification to this topic.

Using Last Will and Testament

This  check  box  allows  to  specify  whether  the  "Last  Will  and  Testament"  MQTT  connection
options are used or not. If they are used, additional configuration fields are available.

Complete name of the Last Will topic including all hierarchy levels.

The individual hierarchy levels are separated by the '/' character. They must be entered for  the
Last-Will  topic.  In  order  to  use this  topic  in  the Exchange module,  it  is  added to  the  address
space of the connection (see note below).
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Retain

By setting the Retain flag the MQTT Broker is instructed to save the most recent data value for
the topic. Depending on the Broker configuration it saves the data in RAM or persistently in  the
file system/database. Data values without Retain flag are only transferred from the MQTT Broker
to those MQTT Subscribers that are registered in that moment by the corresponding broker and
have subscribed the corresponding topic.

Message

Enter the message into this filed that is to be published by the Broker as testament.

Note:  You  can  use  the  Exchange  module  to  publish  the  connection  status  following  a
successful connection establishment. To do so open the configuration of the exchange module
after completing the connection wizard. Then select the "Connection Status" system item of the
MQTT connection as  data source and the last  will  topic  as  data destination as  shown  in  the
figure below:

Import Wizard - Store And Forward >>>

This page allows to perform the "Store and Forward" settings of the MQTT connection in  case
that the connection to the broker is unavailable. 
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This functionality can be turned on and off by using the Store And Forward checkbox. If it is  off
(default), then dataFEED  will  not  persist  the publisher  messages  that  are not  delivered to  the
broker when the connection is interrupted.

Note: The Store and Forward functionality is active only if clean session flag is false. When the
clean session  flag is  set  to  true,  the client  does  not  want  a  persistent  session.  If  the  client
disconnects  for  any  reason,  all  information  and  messages  that  are  queued  from  a  previous
persistent session are lost.

Folder

The path where the storage files should be located. If the path does not point to an existing folder
then the corresponding path will be created by the dataFEED OPC Suite Configurator when the
Next button is pressed, and user confirms.

Maximum number of stored messages

Maximum  number  of  messages  stored  used  to  limit  the  messages  saved  in  the  storage
directory. Default is 10000.
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7.3.3.4 OPC Client

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
OPC client data destination functionality of Softing dataFEED OPC Suite.

Enabling the OPC client data destination functionality allows external OPC clients to access the
data and alarm  items  of  the local  dataFEED  OPC  Suite  application via  one  of  the  supported
OPC  protocols.  It  is  possible  to  separately  activate,  deactivate  and  configure  the  OPC  Data
Access, the OPC Alarms and Events and the OPC XML Data Access protocols.

A more detailed description of how to configure the OPC client data destination functionality can
be found in the Configuration: Data Destination - OPC Client section.

7.3.3.4.1 Configuration

.

Enabling the data destination client functionality allows external OPC clients to access the data
and alarm items  of  the local  dataFEED  OPC  Suite  application via  one of  the supported OPC
protocols. It is  possible to separately activate, deactivate and configure the OPC Data Access,
the OPC Alarms and Events and the OPC XML Data Access protocols. This configuration page
contains all the OPC identity settings for the three different OPC protocols. 
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Attention: All the identity settings (Class ID, Program ID and TCP/IP port number) of the current
configuration must  be unique within  all  configured local  dataFEED  OPC  Suite  applications  on
the computer.

Attention: If the current configuration has  a Class  ID  or  a  Program  ID  which is  already being
used by another  configuration (the other  configuration being registered in  the system  with  the
respective  IDs)  then  when  the  current  configuration  gets  saved  (the  moment  the  system
registration is  performed)  these  IDs  will  no  longer  identify  the  previous  configuration  but  the
current one.

Attention:  Two  instances  of  the  local  dataFEED  OPC  Suite  application  for  different
configurations must not run on the same TCP/IP port.

Note: It is  not recommended to manually modify the Class  IDs  or  Program  IDs  of  the current
local dataFEED OPC Suite application configuration.

Note: This section is disabled when the corresponding local dataFEED OPC Suite application is
running.

OPC Data Access and OPC Alarms and Events
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By checking the Activate OPC option, the OPC client access to the local dataFEED OPC Suite
application  is  enabled.  This  includes  both  OPC  Data  Access  and  OPC  Alarms  and  Events
clients. 

A new,  unique Class  ID  can  be  created  by  pressing  the  Generate  new Class  ID  button  .
Remote  OPC  Data  Access  or  OPC  Alarms  and  Events  clients  can  connect  to  the  local
application by using an address with the following format:

<ConnectionType>://<HostName>/<ProgramID>/{ClassID}

or

<ConnectionType>://<IPAddress>/<ProgramID>/{ClassID}

The <ConnectionType> placeholder is a pre-defined string, the allowed values are shown in the
table below:

<ConnectionType> Description

opcda Connection from an external OPC Data Access client.

opcae Connection from an external OPC Alarms & Events client.

The  <ProgramID>  and  <ClassID>  placeholders  are  the  OPC  /  DCOM  identities  of  the
corresponding  internal  OPC  server  of  the  local  dataFEED  OPC  Suite  application.  The
<HostName> and <IPAddress> placeholders specify the host name and the IP address of  the
PC on which the local dataFEED OPC Suite application is running.

Note:  The  OPC  Data  Access  and  OPC  Alarms  and  Events  functionalities  are  enabled  by
default.  You should  only  disable  them  if  you  don't  want  to  grant  OPC  clients  access  to  the
namespace of the local dataFEED OPC Suite application.

Attention:  For  correct  OPC  DA/AE  functionality  (DCOM  based  protocols)  on  PCs  running
Windows 10, please ensure that the 1803 OS version is used (build 17134.48).

OPC XML Data Access

By checking the Activate OPC XML-DA option, the OPC XML Data Access client access to the
local dataFEED OPC Suite application is enabled. A corresponding unique TCP/IP port number
needs  to  be  provided  for  OPC  XML-DA  communication.  The  Address  suffix  setting  is
configurable but cannot be empty. 

After  saving the configuration and starting the local  dataFEED  OPC  Suite  application,  remote
OPC  XML-DA clients  can  connect  to  the  running  local  dataFEED  OPC  Suite  application  by
using an address of the following format:

http://<HostName>:<PortNumber>/<AddressSuffix>

or 

http://<IPAddress>:<PortNumber>/<AddressSuffix>
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The <HostName> and <IPAddress> placeholders specify the host name and the IP address of
the PC  on which the local  dataFEED  OPC  Suite  application is  running.  The <AddressSuffix>
placeholder is mandatory.

Attention: This  section  is  only  available  if  the  integrated  Settings  -  Web  Server  is  enabled;
otherwise,  it  is  disabled and cannot  be edited.  See the Configuration:  Settings  -  Web  Server
page to find out how to enable or adjust Web Server options.

Note: The TCP/IP port number for OPC XML-DA client access is the same as the TCP/IP port
number for the integrated web server, which can be configured on the Configuration: Settings -
Web Server page. 

Note: Each local dataFEED OPC Suite application running on the same machine must  use a
unique TCP/IP port number. This port number should not be used by other applications running
on the same machine.

Some  additional  options  of  the  Data  Destination  OPC  Client  can  be  configured  under
Configuration: Settings - Advanced.

7.3.3.5 Database

This section of  the Softing dataFEED  OPC  Suite  Online Help describes  how  to  configure the
database data destination functionality of Softing dataFEED OPC Suite.

OPC2Database

OPC to Database stores OPC data from any Data Access  or  XML DA server  in  databases.  It
supports any type of database to which an ODBC connection can be established through a Data
Service Name (DSN). The data read by Softing dataFEED OPC Suite is stored into databases
via simple SQL statements. 

Softing dataFEED OPC Suite allows the following operations to be done:

Configure the connection to the desired database

Define INSERT INTO statements as actions to be triggered
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Define general SQL statements as actions to be triggered

Transfer of OPC data from any DA or XML DA server to a Database server

Add placeholders from the server items to be stored in database

The Database add-on can be activated or  deactivated by selecting /  deselecting  the  Activate
Database  checkbox.  When  deactivating  the  Database  add-on,  the  configured  database
connections and actions are not lost.

Database connection is done through Open Database Connectivity  (ODBC)  which provides  a
standard software interface for accessing the most common types of databases like: Microsoft
SQL Server, MySQL, Oracle, PostgreSQL, IBM DB2. Thus, dataFEED OPC Suite uses ODBC
to  execute  SQL  commands  on  a  database.  It  accomplishes  this  by  using  a  driver  as  a
translation layer  between dataFEED  OPC  Suite  and database management  system  (DBMS).
Each driver is configured with a DSN that defines the connection to the target database. 

The DSN connection string must contain the following:

Database location:  a  host  name or  IP  address  and optionally a  database  name  and  port
number

Logon information, if are required by the database

Other properties such as: connection pooling, buffer size, read/write state.

A more detailed description can be found on  the  Configuration:  Data  Destination  -  Database
page.

Database tree

The main control  of  the Database  add-on is  the Databases  tree.  This  tree contains  database
actions  grouped  under  database  connections  which  are  displayed  below  the  root  node
Databases.

Various operations are allowed on the tree items based on their type:

for the root node Database the following operations  are allowed:  Add Database Definition,
Properties.

for database definitions the following operations are allowed: Add Database Action,  Delete
Database Definition, Properties.

for database actions the following operations are allowed: Delete Database Action,  Modify
Trigger Type, Modify Trigger Settings, Properties.

Each  database  connection  contains  a  list  of  database  actions  which,  when  selected,  will
populate the Database Action  section of  the add-on main page with  the respective  expanded
action (so that it will be editable).

Specific details about how to create and handle items in the Database tree can be found on the
Configuration: Data Destination - Database page.

A description of the configuration file format can be found on the Configuration Files page.
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7.3.3.5.1 Configuration

The OPC2Database functionality is  configured in  the Data Destination -  Database  main  user
interface. The main add-on UI page can be reached by choosing the Database option from  the
Data  Destination  section  in  the  navigation  panel  on  the  left.  The  Database  Action  section
provides  different  controls  depending  on  what  type  of  database  action  is  selected  in  the
database tree. If a database connection or the root Databases node is selected then this section
will be disabled. Three types of database actions exist:

INSERT INTO SQL statement which defines an Insert Into action in a user friendly way.

Stored Procedure is an action editor which allows typing calls to SQL stored procedures.

General SQL Statement is an action editor which allows typing any SQL query code.

The image below illustrates the main user interface of the Database add-on (Insert Into database
action selected):
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The image below represents a general SQL statement database action (the Stored Procedure
action appears in an action editor as well):
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For more details about the OPC2Database functionalities see the Database page.

The entire Database add-on functionality can be activated or deactivated by selecting /
deselecting the Activate Database checkbox.

Note: If  database definitions  or  database  actions  are  defined  and  the  add-on  functionality  is
deactivated,  these  definitions  will  not  be  deleted  from  the  configuration  files  (task  and
subscription files). Instead they are marked as deactivated - prefixed with the deactivated mark:
#!  These lines are then ignored by the local dataFEED OPC Suite application. 

By default the OPC2Database functionality is disabled. It needs to be enabled first by selecting
the Activate Database checkbox at the top of the Data Destination - Database main UI page in
order to use it. When this add-on is enabled the Database Wizard will be shown.

The Data Destination - Database main view consists of:

The Activate Database checkbox which allows enabling / disabling this add-on.

A tree displaying the database definitions and database actions related to them.

An action editor which offers support in editing the selected database action.  

Database definition handling
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From the Data Destination - Database main user interface, certain operations can be performed
using  the  buttons  on  the  right,  the  keyboard  shortcuts  or  the  corresponding  context  menu
actions:

Change the properties of the selected database definition using the Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu.

Change the properties  of  the selected database action using the  Properties  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties action from the context
menu.

Add a new  database definition selecting  the  Databases  root  element  and  using  the  Add

button , pressing the keyboard shortcut CTRL+A or selecting the Add  action from  the
root element context menu.

Add a new action for the selected database definition using the Add button ,  pressing
the keyboard  shortcut  CTRL+A or  selecting  the  Add  action  from  the  database  definition
context menu.

Remove the selected database definition /  database action using the Delete  button ,
pressing the DELETE / DEL keyboard key or  selecting the Delete  action from  the context
menu.

Modify the trigger type for the selected database action by selecting the Modify Trigger Type
action from the context menu.

Modify the trigger settings for the selected database action by selecting the Modify  Trigger
Settings action from the context menu. If the trigger type is Data Change this context menu
action is disabled. For more information see the Item  Trigger  Wizard or  the Timer  Trigger
Wizard.

Specify the global alias values  for  the entire  configuration using the Configure global  alias

and initial values button  or pressing the keyboard shortcut CTRL+D.

The context menu of the Databases root node looks like this:

The Database Definition context menu looks like this:
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The Database Action context menu looks like this:

Each Database connection and action can be activated or deactivated separately using Toggle
Active State on/off option. Once deactivated the item is grayed out inside the view.

For  database action definitions  in  the Database tree the trigger  type,  the update rate  and  the
execution condition can be defined. These values can be edited by clicking in the corresponding
cell.

Action editor handling for INSERT INTO actions

The INSERT INTO action editor offers a convenient way to edit an insert into SQL statement by
displaying  an  interactive  table  grid  containing  the  table  column  names  as  rows  with  their
respective data associations. The Insert Into action editor table has the following fields:

Used  - column which determines whether the respective column will receive any data from
the  incoming  transaction.  When  you  select  the  checkbox  in  this  cell  the  Data  Value
Placeholder Wizard will open. In this wizard you can associate the table column name with
a placeholder. When the checkbox is unchecked this association will be lost and the defined
placeholder will automatically be deleted.

Column - column name in the selected database definition for storing the item/placeholder
value.

Mandatory  -  indicates  whether  the  respective  table  column  is  compulsory  or  not.  It  can
contain two values - Yes or No - denoting whether an insert action will fail or not. When the
Used column for the respective row is not selected and the value of this column is Yes, the
background color  of  the Database Action row  will  be red,  emphasizing that  an insert  into
action  will  fail  if  the  respective  table  column  is  not  included  in  the  transaction.  The
background color will not be altered if the value of this field is No thus proving that the table
column is not necessary. The row's background color will not be altered, either, if the field is
mandatory and the Used column is selected.

Data Type - column displaying the data type of the database table column. 

Data Value - column in the interactive table which displays the user defined placeholder.  If
the column Used is not checked this column will contain no placeholder reference.
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An  example  of  a  complex  action  editor  containing  selected  and  unselected  rows  of  both
mandatory and non-mandatory types can be seen below:

 

For more details see the Database Action Wizard - Table Columns page.

Note: dataFEED OPC Suite displays texts encoded in UTF-8. The Unicode characters are thus
fully supported for Database names or table column names.

Action editor handling for General SQL Statement actions

The General SQL Statement editor offers  the possibility  to  edit  a  general  SQL statement  or  a
SQL stored procedure by inserting free SQL text and placeholders.  

For  example,  the following  statement  first  runs  an  initialization  statement,  then  it  creates  an
Insert  Into  action  and  executes  them  on  a  database.  dataFEED  OPC  Suite  replaces  the
placeholders accordingly:

use Test_Database GO INSERT INTO Test_Table (itemId,itemValue)  VALUES (<<R8> / <ItemID>>, <<R8> / <Value>>);

For more details see the Database Action Wizard - SQL Statement page.

Note:  Configuration  files  are  encoded  in  UTF-8,  thus  providing  full  support  of  Unicode
characters.

7.3.3.5.2 Database Properties

When the Databases root node is selected, invoking the properties action by any means (button,
context menu or keyboard shortcut) displays a dialog that allows the user to activate or  modify
some advanced settings. The General Database Properties  dialog can be opened by using the
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Properties  button  ,  by  pressing  the  keyboard  shortcut  CTRL+P  or  by  selecting  the
Properties action from the context menu.

Note: The General Database Properties dialog will not open unless the Databases  root node is
selected.

This dialog contains two sections that can be independently enabled or disabled. 

The first section, Activate SQL Command Buffer, controls whether to store the SQL statements
in a file if the database connection has been lost for any reason. By selecting this checkbox the
functionality is activated and SQL statements will be stored, starting with the first one that could
not be executed.

The maximum number of stored SQL statements can be configured through the Max.  number
of stored commands edit box. If this number is reached and the connection to the database has
not  been  reestablished  yet,  the  storage  of  SQL  statements  stops  and  the  subsequent
commands are lost.

When the connection is reestablished,  the stored SQL statements  are executed.  The storage
file is removed after all the commands have been executed. For each database definition in the
database tree a stored SQL statements file is created in the current configuration folder  (when
needed).

By default this checkbox is disabled and SQL statements are not stored.

Note: If Activate SQL Command Buffer is not activated or if the value for Max. number of stored
commands is too small, several values could be lost.

The second section, Time And Date Format, handles the time and date formats that  are to  be
used when the timestamp placeholders are expanded and their values written to the database.
The default  values  are HH:MM:SS pp   for  the Time format   and  mm/dd/YYYY  for  the Date
format. Other defined values for Time and Date format are:
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Time format: HH:MM:SS.FFF pp, HH:MM:SS.FFF, HH:MM:SS

Date  format:  dd-mm-YYYY,  dd.mm.YYYY,  dd/mm/YYYY,  YYYY-mm-dd,  mm-dd-
YYYY

Values  for  Time and Date format  can also be defined manually but  in  this  case  special  care
must be taken to ensure that the definitions are recognized by the local  dataFEED  OPC  Suite
application.

Time Zone,  handles  the source localization time:  UTC  (Universal  Time  Coordinated)  or  local
time (local time localization). The default time zone is UTC.

When the Time,Date Format and Time Zone option is not selected the default values are used.

Note:  Settings  that  are  modified  in  this  section  apply  to  all  database  definitions  and  their
corresponding actions. This could cause some limitation when using different database types or
different settings for the same database type.

Attention: If the date and time format configured in Configurator does not match with the format
in which the destination database stores such values, it may happen that the values will not be
stored in the database or  truncated/changed in  some way.  This  is  because the ODBC  drives
does not always report such errors from the database. It may also happen that the database will
not report such errors at all.

It is recommended that the user check the dataFEED log files for error messages if they find the
sent values are not correct. Also, manually executing the action defined in dataFEED against the
database and see the actual error message to be able to change the action so that values  are
stored correctly.

This is a good approach for other data types also, like text, not only date and time, when the log
files do not give enough information.

7.3.3.5.3 Database Wizard

With the Database Wizard you can create and modify an ODBC  connection to  an external
SQL database server:

Obtain general information about the Database Wizard @ Database Wizard - Welcome

Select the ODBC data source for the database connection @ Database Wizard - ODBC
Data Source

Specify  the  user  name  and  the  password  for  the  database  connection  @  Database
Wizard - Authentication

Specify an SQL initialization statement  for  the  database  server  @  Database  Wizard  -
Initialization Statement
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The Overview wizard page describes the basic steps for completing the database definition:

Select an already configured ODBC data source connection.

Define credentials for connecting to the selected ODBC connection.

Define  a  database  initialization  statement  that  is  to  be  executed  the  first  time  the  local
dataFEED OPC Suite application starts.

From  this  wizard  page,  you  can  continue  with  the  database  definition  by  pressing  the  Next
button, or quit the wizard by pressing the Cancel button.

Database Wizard - ODBC Data Source >>>  
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The role of  the ODBC  Data Source  wizard page is  to  provide an intuitive and simple way for
configuring  the  database  connections.  It  contains  two  sections:  ODBC  Data  Sources  and
Selected Data Source:

The first section allows selecting an already defined ODBC connection from the System DSN. If
the desired connection does  not  exist  in  the list,  a  new  ODBC  connection can be defined by

using the Open the Windows ODBC data source manager button .

Note: Only the System DSN data sources are displayed in the ODBC Data Sources table.

Using the Reload ODBC data sources  button  or pressing the keyboard shortcut CTRL+R
updates  the available  data source list.  After  a  new  ODBC  database definition is  added to  the
Windows System DSN, an update needs to be done in order to see the latest  addition(s).  The
ODBC Data Source table contains 2 columns:

Data Source - contains the ODBC Data Source name. This name will also be used as the
database connection name in the Databases tree.

Driver  -  contains  the  name  of  ODBC  data  source  driver  used  for  connecting  to  the
database.

The  second  section  contains  an  editable  text  box  that  is  automatically  populated  with  the
selected DSN name. The name of the data source can also be manually written in  case of  an
offline configuration when the DSN will be created later.
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Note:  It  is  mandatory  to  provide  an  ODBC  data  source  name  through  which  the  database
connection  will  be  established,  therefore  it  is  not  possible  to  continue  the  wizard  without
providing one.

<<< Database Wizard - Welcome Database Wizard - Authentication >>> 

The next step in configuring a database definition is to provide (if necessary) the authentication
information  for  connecting  to  the  ODBC.  This  is  done  in  the  Authentication  page,  which  is
organized as follows:

A short description of this page's functionality is shown at the top of the wizard page.

The  Activate  Authentication  section  has  an  associated  checkbox  for  activating  or
deactivating this part of the database definition process. When active, the two fields for User
name and Password are enabled and the corresponding data can be filled in. By default the
Activate Authentication checkbox is  disabled and the User  name  and Password  fields  are
empty.

The last  section,  Connection Test,  allows  testing  the  current  configuration  (including  the
non-mandatory  user  name  and  password).  To  perform  the  connection  test,  click  the

Connection  test  button   or  press  the  keyboard  shortcut  CTRL+T.  The  Database
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Connection  Test  dialog  appears  where  you  can  see  the  connection  test  results.  A
successful database connection test result is shown below:

Various  information about  the  server  is  also  displayed  in  this  window.  If  the  test  connection
failed, the database connection test result will look like this:

 

To proceed with  the wizard and continue to  define the database initialization statement  press
the Next button. To go back to the previous page (to change the DSN) use the Back  button. Quit
the Database Wizard by pressing the Cancel button. 

<<< Database Wizard - ODBC Data Source Database  Wizard  -  Initialization
Statement >>>

The last page of the database definition wizard is the initialization page which allows defining an
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initialization statement  for  the external  SQL database.  It  consists  of  a  single  section  with  an
associated  checkbox:  Activate  SQL  Initialization  Statement.  By  default  this  checkbox  is  not
selected, therefore no SQL initialization command will be executed. The wizard page is  shown
below:

When the Activate SQL Initialization Statement  ckeckbox is  selected,  the free form  SQL  text
editor is enabled where you can define a SQL statement:

ALTER SESSION SET NLS_LANG = JAPANESE_JAPAN.JA16EUC;

Note: This  SQL initialization statement  will  be executed each time the  local  dataFEED  OPC
Suite  application  connects  to  the  database,  that  is  when  the  local  dataFEED  OPC  Suite
application starts and also when the local  dataFEED  OPC  Suite  application reconnects  to  the
database.  It  will  not  be executed when adding new  Database Actions  in  the  dataFEED  OPC
Suite  Configurator.  The default  database specified in  the ODBC  manager  will  be  used  in  the
Configurator  and  tables  from  that  database  will  be  automatically  displayed  in  the  Database
Action Wizard - Database Table page.

The Database Connection may be configured to  replace all  TRUE BOOLEAN values  with  "1"
instead of "-1" by marking the Replace BOOLEAN value "-1" with "1" for TRUE checkbox in the
Value Operations group box.

Note: The Replace BOOLEAN value "-1" with "1" for TRUE checkbox is marked by default  for
new Database Definitions created with dataFEED OPC Suite v4.11 and later, and unmarked for
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existing  Database  Definitions  from  configurations  created  with  earlier  dataFEED  OPC  Suite
versions.

The Database Connection may also be configured to replace "," with  ";" for separate elements
into an array. The default separator is comma.

Note: The Replace "," with ";" for separate elements into an array  checkbox is unmarked for all
existing Database Definitions versions.

Press Finish to complete the wizard or quit the wizard by pressing the Cancel button. 

<<< Database Wizard - Authentication

7.3.3.5.4 Database Action Wizard

With the Database Action Wizard you can create a new Database Action definition or modify
an existing one:

Obtain general information about the Database Action Wizard @ Database Action Wizard
- Welcome

Define the database action type @ Database Action Wizard - Action Type

Select  the database table  the action will  be executed on @ Database  Action  Wizard  -
Database Table

Add data sources  to  the table  columns  involved in  the transaction  @  Database  Action
Wizard - Table Columns

Define the SQL stored procedure  call  statement  @  Database  Action  Wizard  -  Stored
Procedure

Define the SQL statement to be executed @ Database Action Wizard - SQL Statement

Choose the database action trigger type @ Database Action Wizard - Trigger Type

Pick the database action trigger item @ Database Action Wizard - Trigger Item

Select the timer trigger @ Database Action Wizard - Timer Selection

Configure basic timer identity settings @ Database Action Wizard - Timer Identity

Decide  whether  the  timer  should  be  interval-based  or  scheduled  @  Database  Action
Wizard - Timer Type
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Specify the timer interval @ Database Action Wizard - Interval Timer Settings

Define the timer schedule @ Database Action Wizard - Schedule Timer Settings

Configure the execution condition and the update rate @ Database Action Wizard - Action
Settings

Select the variable trigger @ Database Action Wizard - Variable Trigger Selection

Note: A Database  Action  Wizard  flow  will  not  include  all  the  pages  listed  above.  A  specific
branch will be followed during the wizard, according to the selections performed in some of the
pages.

Softing dataFEED OPC Suite V4.49
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The  Welcome  wizard  page  describes  the  procedure  for  creating  a  new  Database  Action
definition. 

The steps to be performed in the following pages are:

select  one of  three possible  actions  that  can be defined for  a  database:  Insert  Into,  SQL
Stored Procedure and General SQL Statement.

specify the statements of the entire action using free texts and placeholders for SQL Stored
Procedures and General SQL Statements  or associations between placeholders and table
columns for Insert Into actions. 

define the trigger type and trigger settings for the current action. 

specify the subscription update rate and the execution condition of the current action on the
action settings page. 



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 635

To continue with the database definition use the Next button or abort the operation by pressing
the Cancel button.

Database Action Wizard - Action Type >>>  

The Action Type wizard page describes  the different  actions  you can choose when defining a
new  Database Action.  It  contains  three radio buttons  for  the three types  of  database  actions:
Insert Into, SQL Store Statement and General SQL Statement plus a short description of each.
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Choose the type of action you want to perform on the database: 

Insert  Into  -  only SQL Insert  Into  statements  can be  created  if  this  option  is  selected.  It
offers a two-step interactive method for setting up all the necessary configuration. The first
step allows selecting the table name and the second step offers the possibility to associate
the OPC  data placeholders  with  column names  inside database tables.  When you press
the Next button, a database connection will be initiated to read the table columns; a waiting
dialog will be displayed until the database query completes:

Stored  Procedure  -  allows  executing  the  created  stored  SQL  procedures  with  some
parameters which can be defined as placeholders. For  this  purpose a free form  SQL text
editor is provided.

SQL Statement - allows defining a specific  SQL statement  by adding specific  SQL text  in
the above-mentioned free form SQL text editor.
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Note: It is  possible that some of  the defined database actions  might  appear  as  different  ones
after  the  configuration  is  reloaded  into  dataFEED  OPC  Suite  Configurator  (for  example  a
General SQL action acting as an insert into statement will appear as an Insert Into statement).  

To proceed with the wizard and continue to define the selected type of database action use the
Next button, to go back to the previous wizard page use the Back  button, or quit the wizard and
discard the changes by pressing the Cancel button.

Depending on the selected Action Type the next wizard page will be:

Database Action Wizard - Database Table - if the selected action is Insert Into Statement,

Database Action Wizard - Stored Procedure - if the selected action is Stored Procedure,

Database Action Wizard - SQL Statement - if the selected action is SQL Statement.

The description of the Database Action Wizard will continue with the wizard pages  for  defining
an Insert Into Statement.

<<< Database Action Wizard - Welcome Database Action Wizard -  Database  Table
>>>

The Database Table  page allows  selecting the desired database  table  in  order  to  create  the
new Insert Into action. When this page is shown a Refresh operation is automatically performed
on the database for updating the Table Name list with the latest information from the database.
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The Database Table section contains:

the Table Name list containing the tables queried from the database

the Database table editable text field which is automatically populated with the selected table
name. The desired table name can also be manually typed.  The typed table  name will  be
automatically selected in  the above list.  Before the next  page is  displayed  after  the  Next
button is pressed, the selected database table  will  be queried for  its  column names,  data
types and whether they are mandatory or not.

the Reconnect  button  re-queries  the database for  retrieving  the  latest  modifications
regarding the existing tables.

Note:  dataFEED  OPC  Suite  displays  the  table  names  encoded  in  UTF-8.  The  Unicode
characters are thus fully supported for Database table names.

To advance in the wizard and define the association between OPC  data placeholders  and the
corresponding table  columns  press  the  Next  button.  A  database  query  will  be  performed  to
retrieve the selected table's column names:
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To go back to previous wizard page and select  a  different  database action type use the Back
button. To quit the wizard and discard all the changes press the Cancel button. 

<<< Database Action Wizard - Action Type Database  Action  Wizard  -  Table  Columns
>>>

The Table Column  wizard page allows  selecting the desired table  columns  that  compose the
Insert Into SQL statement action.  A database query will  be performed to  retrieve the selected
table's column names, data types and whether they are mandatory or not.

The INSERT INTO action editor offers a convenient way to edit an insert into SQL statement. It
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displays  an  interactive  table  grid  containing  the  table  column  names  as  rows  with  their
respective data associations. The insert into action editor table has the following fields:

Used  - column which determines whether the respective column will receive any data from
the  incoming  transaction.  When  you  select  the  checkbox  in  this  cell  the  Data  Value
Placeholder Wizard will open. In this wizard you can associate the table column name with
a placeholder. When the checkbox is unchecked this association will be lost and the defined
placeholder will automatically be deleted.

Column - column name in the selected database definition for storing the item/placeholder
value.

Mandatory  -  indicates  whether  the  respective  table  column  is  compulsory  or  not.  It  can
contain two values - Yes or No - denoting whether an insert action will fail or not. When the
Used column for the respective row is not selected and the value of this column is Yes, the
background color  of  the Database Action row  will  be red,  emphasizing that  an insert  into
action  will  fail  if  the  respective  table  column  is  not  included  in  the  transaction.  The
background color will not be altered if the value of this field is No thus proving that the table
column is not necessary. The row's background color will not be altered, either, if the field is
mandatory and the Used column is selected.

Data Type - column displaying the data type of the database table column. 

Data Value - column in the interactive table which displays the user defined placeholder.  If
the Used column is not checked this column will contain no placeholder reference.

The following operations can be performed on the Table Columns  by using the buttons  on the
right, the keyboard shortcuts or the context sensitive menu:

Properties  of  the selected column using the Properties  of  the  selected  database  column

button ,   pressing the keyboard shortcut  CTRL+P or  selecting  the  Properties  action
from the context menu.  

Add  a  new  table  column  using  the  Add  Database  Column  button  ,  pressing  the
keyboard shortcut CTRL+A or selecting the Add action from the context menu.

Retrieve  the  latest  column  names  from  the  database  table  by  pressing  the  Refresh

Database Columns  button , pressing the keyboard shortcut  CTRL+R  or  selecting the
Refresh action from the context menu.

Remove  the  selected  table  column  using  the  Delete  Selected  Database  Column  button

, pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Enable  the  desired  table  column  by  checking  the  checkbox  in  the  Used  column  of  the
respective Database Action row or selecting Enable action from the context menu.

Disable the desired table  column by unchecking the checkbox in  the Used  column of  the
respective Database Action row or selecting Disable action from the context menu.

Modify  the  data  placeholder  by  selecting  the  Modify  Data  Placeholder  action  from  the
context menu.

The available context menu is shown below:
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The text and background colors for Database Action rows comply the following rules:

The selected column's background color is always gray.

An unselected column's background color is red if this column is not included in the action
(the checkbox in the Used field is unchecked) and the value of  the Mandatory  field  is  Yes
(the database table column must exist in the insert action).

The unselected online  columns  always  have  a  white  background  color  and  a  black  text
color.

The unselected offline columns always have a white background color and a red text color.

To proceed forward and define the trigger type use the Next button, to go back to  the previous
wizard page and select  a  different  type of  database  action  use  the  Back  button.  To  exit  the
wizard click the Cancel button. 

<<< Database Action Wizard - Database Table  Database  Action  Wizard  -  Trigger
Type >>>

This wizard page allows defining a SQL Stored Procedure call statement using the action editor.
Certain operations are available using the buttons on the right, the context sensitive menu or the
keyboard shortcuts:

Insert  a  data  value  placeholder  using  the  Insert  Data  Value  Placeholder  button  ,
 pressing the  keyboard  shortcut  CTRL+I  or  selecting  the  Insert  Data  Placeholder  action
from the context menu.

Modify an existing data value placeholder  using the Modify  Data Value Placeholder  button

, pressing the keyboard shortcut CTRL+M or selecting the Edit Data Placeholder action
from the context menu.

Cut,  copy,  paste or  delete  text  with  or  without  placeholders  by  selecting  the  Cut,  Copy,
Paste or Delete actions from the context menu or using the respective keyboard shortcuts
CTRL+X, CTRL+C, CTRL+V and the DELETE / DEL key.
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Free text blocks can be added in the action editor, including special characters. The database-
specific action editor does not support new line and tab characters, however. The above
screenshot shows a stored procedure call where the parameters @param1 and @param2 each
have a placeholder as their value:

exec Procedure_update_on @param1=<<R8> / <Value>>, @param2=NULL, @param3=<<R8> / <TimestampMS>>;

An example of the context sensitive menu is shown below:

Note: The Cut,  Copy  and  Paste  actions  use  the  Windows  Clipboard  for  data  transfer,  thus
allowing data to be transferred to/from other applications  (e.g.  the textual  representation of  the
action editor content can be used in external applications and text from external application can
be used in the action editor).

Attention: Please keep in mind that placeholders copied to clipboard (through the Copy  or Cut
commands) will  only be pasted back as  placeholders  if  the clipboard has  not  been tampered
with, otherwise the placeholders will be pasted as plain text.
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Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.

To proceed forward and define the trigger type use the Next button, to go back to  the previous
wizard page and select  a  different  type of  database  action  use  the  Back  button.  To  exit  the
wizard click the Cancel button.

<<< Database Action Wizard - Action Type Database Action Wizard - Trigger Type >>>

This wizard page allows defining the SQL statement text for the current database action with the
help of  the action editor.  Certain  operations  are  available  using  the  buttons  on  the  right,  the
context sensitive menu or the keyboard shortcuts:

Insert  a  data  value  placeholder  using  the  Insert  Data  Value  Placeholder  button  ,
 pressing the  keyboard  shortcut  CTRL+I  or  selecting  the  Insert  Data  Placeholder  action
from the context menu.

Modify an existing data value placeholder  using the Modify  Data Value Placeholder  button

, pressing the keyboard shortcut CTRL+M or selecting the Edit Data Placeholder action
from the context menu.

Cut,  copy,  paste or  delete  text  with  or  without  placeholders  by  selecting  the  Cut,  Copy,
Paste or Delete actions from the context menu or using the respective keyboard shortcuts
CTRL+X, CTRL+C, CTRL+V and the DELETE / DEL key.
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Free text blocks can be added in the action editor, including special characters. The database-
specific action editor does not support new line and tab characters, however. The above
example shows a call to an initialization statement followed by an Insert Into and then by a SQL
stored procedure call:

use Osf_tests GO INSERT INTO Test_Table (itemId,itemValue)  VALUES (<<R8> / <ItemID>>, <<R8> / <Value>>); 
GO exec Insert_ok @param1=<<R8> / <Value>>; GO

An example of the context sensitive menu is presented below:

Note: The Cut,  Copy  and  Paste  actions  use  the  Windows  Clipboard  for  data  transfer,  thus
allowing data to be transferred to/from other applications  (e.g.  the textual  representation of  the
action editor content can be used in external applications and text from external application can
be used in the action editor).
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Attention: Please keep in mind that placeholders copied to clipboard (through the Copy  or Cut
commands) will  only be pasted back as  placeholders  if  the clipboard has  not  been tampered
with, otherwise the placeholders will be pasted as plain text.

Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.

To proceed forward and define the trigger type use the Next button, to go back to  the previous
wizard page and select  a  different  type of  database  action  use  the  Back  button.  To  exit  the
wizard click the Cancel button.

<<< Database Action Wizard - Action Type Database Action Wizard - Trigger Type >>>

The Trigger  Type wizard page provides  the possibility  to  select  the trigger  type for  the  actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Data Change - This trigger is fired when a data change occurred in at least one of the items
used in any of the consumer add-ons.

Variable  Trigger  -  This  trigger  is  fired  when  a  data  change  for  the  items  in  the  variable
conditions occurs. A data change means that the value or the quality of the item changed.

Attention:  The  trigger  only  initiates  the  database  action  execution.  The  action  will  be
subsequently validated, however, and might not be executed after all.
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To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

Database Action Wizard - Trigger Item - if the selected trigger type is Item Trigger,

Database Action Wizard - Timer Selection - if the selected trigger type is Timer Trigger,

Database  Action  Wizard  -  Action  Settings  -  if  the  selected  trigger  type  is  Data  Change
(unlike the above options, no other parameters need to be configured here).

Database Action Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

The  description  of  the  Database  Action  Wizard  will  continue  with  the  wizard  pages  for
configuring an Item Trigger.

<<< Database Action Wizard - Table Columns Database  Action  Wizard  -  Trigger
Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item:
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This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:
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Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

To proceed with the wizard and continue to define the action settings use the Next button. To go
back to  the previous  wizard page use the Back  button,  or  exit  the wizard and discard all  the
changes by clicking the Cancel button.

<<< Database Action Wizard - Trigger Type Database  Action  Wizard  -  Action  Settings
>>>

The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.
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The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:

Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.
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A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change  an  existing  timer  trigger  or  to  add  a  new  one.  The  first  page  of  this  sub-wizard  is
Database Action Wizard - Timer Identity.

To proceed with  the  Database  Action  Wizard  and  define  the  action  settings  press  the  Next
button. To return to the previous wizard page use the Back  button, or exit the wizard by clicking
the Cancel button.

The wizard will continue straight to the Action Settings  page as the selected timer  has  already
been defined.

<<< Database Action Wizard -Trigger Type Database  Action  Wizard  -  Action  Settings
>>>

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.
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Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire Database Action Wizard by pressing the Cancel button.

<<< Database Action Wizard - Timer Selection Database  Action  Wizard  -  Timer
Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer fire events. The time interval can be configured on the Database Action Wizard -  Interval
Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured  on  the  Database  Action  Wizard  -  Schedule  Timer  Settings
wizard page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity wizard page use the Back button, or exit this sub-wizard (thereby aborting the Database
Action Wizard) by pressing the Cancel button.

The  description  of  the  Database  Action  Wizard  will  continue  with  the  wizard  pages  for
configuring a Schedule Timer.
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<<< Database Action Wizard - Timer Identity Database Action Wizard -  Schedule
Timer >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.

The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Press the Next button to proceed to the Timer Selection wizard page, return to the previous one
using the Back button or exit the wizard pressing the Cancel button. 

<<< Database Action Wizard - Timer Type Database Action Wizard  -  Timer  Selection
>>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:
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The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).

Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.
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Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< Database Action Wizard - Interval Timer Settings Database  Action  Wizard  -
Timer Selection >>>

The Action Settings  wizard page allows  defining the execution condition  and  the  subscription
update rate for the current database action.

The wizard page is divided into two sections: Execution Condition and Update Rate.

Execution Condition

Each statement  has  an execution condition  which  is  evaluated  by  the  local  dataFEED  OPC
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Suite  application.  The  action  is  only  performed  when  the  evaluation  is  successful.  If  the
evaluation fails then the statement is ignored.

The  execution  conditions  allow  reacting  to  server  communication  errors,  executing  special
statements or preventing the execution of other statements.

The execution condition can be selected  directly  from  the  drop  down  combo  box.  The  initial
value is the global alias one. Changing the global default execution condition can be done using

the Configure global alias and initial values button  or pressing the keyboard shortcut CTRL
+D.

Update Rate

The Update Rate specifies the execution rate of the current database action.

The update rate can be typed or selected from the spin box. The initial value is the global  alias
one. Changing the global default update rate can be done using the Configure global  alias  and

initial values button  or pressing the keyboard shortcut CTRL+D.

Complete the Database Action Wizard pressing the Finish button, review the past wizard pages
using the Back  button,  or  cancel  the wizard thus  discarding all  the  changes  by  pressing  the
Cancel button.

<<< Database Action Wizard -Trigger Type

7.3.3.5.5 Table Column Wizard

An offline table column can be added through the Table Column Wizard:

Obtain  general  information about  the Table Column Wizard @ Table Column Wizard -
Welcome

Define a new table column @ Table Column Wizard - Column Name

Associate a server item with the newly created table column @ Table Column Wizard -
Data Item

Select the data value and source @ Table Column Wizard - Data Value
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The individual steps in this wizard are described in the Welcome page:

Provide a name for the new table column in the Column Name page.

Associate  an  item  or  a  valid  wildcard  from  the  local  dataFEED  OPC  Suite  application
namespace in the Data Item page.

Select the data value and the data source for the selected item in the Data Value page.

Proceed to the next page by pressing the Next button or exit the wizard by pressing the Cancel
button.

Table Column Wizard - Column Name >>>  

The Column Name page allows  selecting the name of  the table  column that  will  be added as
part of the Insert Into action. No default value is available for the column name.
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The column name must be manually typed. After adding this column, it will be displayed like an
online column if it exists in the database table.

Note: dataFEED OPC Suite  supports  column names  encoded in  UTF-8,  thus  supporting any
possible  column name.  However,  this  does  not  guarantee that  the column name will  also  be
supported by the ODBC driver or by the database itself. Additional changes might be necessary
on the ODBC or database side to support unicode.

Continue to the next wizard page to associate a data placeholder using the Next button, go back
to the previous  wizard page using the Back  button or  quit  the wizard by pressing the Cancel
button. 

<<< Table Column Wizard - Welcome Table Column Wizard - Data Item >>>

The Data Item  wizard page provides  the possibility  to  select  the placeholder  to  be associated
with the new table column. The placeholder item can be:

Any item originating from a Server  Connection,  from  the Local  Items  or  from  the System
Items can be selected, choosing a tag from the Local Namespace. 
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A valid wildcard can be manually created by typing its regular  expression in  the Data Item
edit box.

 

Local Namespace Tree Handling

The Local  Namespace  tree offers  the possibility  to  explore the entire  namespace of  the local
dataFEED OPC Suite application in order to select a data item. After the selection is made, the
Data Item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
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CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Attention:  The  Local  Namespace  root  node,  the  Local  Items  root  node  and  the  server
connection root nodes cannot be deleted. An item that is used in consumers or a system  item
cannot be deleted either.

Note:  The  copy/paste  actions  work  on  the  selected  tag/property  or  on  the  whole  selected
branch.  The  copy  action  is  not  available  for  the  Local  Namespace  root  or  for  the  server
connection  root  nodes;  the  paste  action  is  not  available  for  items  of  type  property  (as  they
cannot have any children).

The entire namespace of the local Softing dataFEED OPC Suite application is  exposed in  this
wizard page. The tree root node name is composed of the Local Namespace keyword followed
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by the instance name. 

Selected Data Item Handling

When an item from the Local Namespace is selected, the Data Item  edit box is populated with
the item ID.

Note: Only tag and property  items  are  allowed  to  be  used  in  placeholder.  If  a  node  item  is
selected, an error message dialog will appear when the Next button is pressed.

Note: The Data Item  edit box in the Selected Data Item  section of this wizard page is editable.
The text typed in this text area is considered a wildcard.

Regular expressions with special characters (asterisk, question mark, square brackets) can be
used in this field.

The asterisk wildcard ( * ) substitutes any sequence of characters of any length:

SID* - replaces any string of at least 3 characters that starts with SID

S*D – replaces a string of at least 2 characters that starts with S and ends with D

The question mark wildcard ( ? ) substitutes a single character:

SID? – replaces any string of 4 characters that starts with SID.

S?D – replaces any string of 3 characters that starts with S and ends with D.

The range wildcard (  [  ]  )  substitutes  any single  character  in  the range specified between the
square brackets:

S[A-Z]D – replaces any string of 3 characters that starts with S, ends with D and contains
any character in the range A to Z.

SID[0-9]  –  replaces  any  string  of  4  characters  that  starts  with  SID  and  ends  with  any
number in the range 0 to 9.

Proceed to the next page to set the item data value and source by using the Next button, return
to the previous  wizard page by using Back  button,  or  quit  the wizard by pressing the Cancel
button.

<<< Table Column Wizard - Column Name Table Column Wizard - Data Value >>>
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The Data Value wizard page provides the possibility to set the properties of the placeholder:

Data Value - select the actual data value for the associated data item which will be replaced
during the run time of the local dataFEED OPC Suite application.

Data Source - select the source for data value which will be replaced during the run time of
the local dataFEED OPC Suite application.

Data Value

The following data value attributes may be used:

Attribute Description

Data Value The value of the data source server item.

Item Identified The ID of the data source server item.

Quality as Integer The data source server item quality as integer.

Quality as String The data source server item quality as string.
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Timestamp  (without
milliseconds)

The data  source  server  item  timestamp  as  date  time  without
milliseconds.

Timestamp  (with
milliseconds)

The data source server  item  timestamp as  date time including
milliseconds.

Timestamp  (milliseconds
part only)

The milliseconds part of the data source server item timestamp.

Internal  Timestamp  (without
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time without milliseconds.

Internal  Timestamp  (with
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time including milliseconds.

Internal  Timestamp
(milliseconds part only)

The milliseconds part of timestamp of  data change in  the local
dataFEED OPC Suite application.

Data Source

The following data sources may be selected:

Data Source Description

Current The value used is the current one. This means that if the item is
included in the transaction, the received value is used. If the item
is not included, the cached value is used.

Cache The cached value is always used, even if the item is present in
the incoming transaction.

Changed The item  must  be included in  the incoming transaction  as  the
current value will be used.

Attention: If the action trigger is set to Data Change and the corresponding action contains  at
least one placeholder having Changed as the Data Source, that specific  item must exist  in  the
incoming transaction in order for the action to be executed. When the item is not present in the
transaction, the action is invalidated.

Complete the wizard using the Finish  button,  go back to  the previous  wizard  page  using  the
Back button, or discard any changes made in this wizard by pressing the Cancel button.

<<< Table Column Wizard - Data Item
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7.3.3.5.6 Data Value Placeholder Wizard

With the Data Value Placeholder Wizard you can create a placeholder from a configured data
source or from a valid wildcard:

Obtain a general description of the wizard @ Data Value Placeholder Wizard - Welcome

Select a placeholder item @ Data Value Placeholder Wizard - Data Item

Select the data value and source @ Data Value Placeholder Wizard - Data Value

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the individual steps for defining the placeholder:

Select  an item  from  the local  dataFEED  OPC  Suite  application namespace  or  provide  a
valid wildcard.

Choose the data value and the data source for the selected item.
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Continue to the next wizard page using the Next button or quit the wizard pressing the Cancel
button.

Data Value Placeholder Wizard - Data Item >>>

The Data Item wizard page allows selecting the placeholder item. The placeholder item can be:

Any item originating from a Server  Connection,  from  the Local  Items  or  from  the System
Items can be selected, choosing a tag from the Local Namespace. 

A valid wildcard can be manually created by typing its regular  expression in  the Data Item
edit box.
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Local Namespace Tree Handling

The Local  Namespace  tree offers  the possibility  to  explore the entire  namespace of  the local
dataFEED OPC Suite application in order to select a data item. After the selection is made, the
Data Item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.
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If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Attention:  The  Local  Namespace  root  node,  the  Local  Items  root  node  and  the  server
connection root nodes cannot be deleted. An item that is used in consumers or a system  item
cannot be deleted either.

Note:  The  copy/paste  actions  work  on  the  selected  tag/property  or  on  the  whole  selected
branch.  The  copy  action  is  not  available  for  the  Local  Namespace  root  or  for  the  server
connection  root  nodes;  the  paste  action  is  not  available  for  items  of  type  property  (as  they
cannot have any children).

The entire namespace of the local Softing dataFEED OPC Suite application is  exposed in  this
wizard page. The tree root node name is composed of the Local Namespace keyword followed
by the instance name. 
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Selected Data Item Handling

When an item from the Local Namespace is selected, the Data Item  edit box is populated with
the item ID.

Note: Only tag and property  items  are  allowed  to  be  used  in  placeholder.  If  a  node  item  is
selected, an error message dialog will appear when the Next button is pressed.

Note: The Data Item  edit box in the Selected Data Item  section of this wizard page is editable.
The text typed in this text area is considered as wildcard.

Regular expressions with special characters (asterisk, question mark, square brackets) can be
used in this field.

The asterisk wildcard ( * ) substitutes any sequence of characters of any length:

SID* - replaces any string of at least 3 characters that starts with SID

S*D – replaces a string of at least 2 characters that starts with S and ends with D

The question mark wildcard ( ? ) substitutes a single character:

SID? – replaces any string of 4 characters that starting with SID.

S?D – replaces any string of 3 characters that starts with S and ends with D.

The range wildcard (  [  ]  )  substitutes  any single  character  in  the range specified between the
square brackets:

S[A-Z]D – replaces any string of 3 characters that starts with S, ends with D and contains
any character in the range A to Z.

SID[0-9]  –  replaces  any  string  of  4  characters  that  starts  with  SID  and  ends  with  any
number in the range 0 to 9.

Proceed to the next page to set the item data value and source by using the Next button, return
to the previous  wizard page by using Back  button or  quit  the wizard  by  pressing  the  Cancel
button.

<<< Data Value Placeholder Wizard - Welcome Data  Value  Placeholder  Wizard  -
Data Value >>>
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The Data Value wizard page provides the possibility to set the properties of the placeholder:

Data Value - select the actual data value for the associated data item which will be replaced
during the run time of the local dataFEED OPC Suite application.

Data Source - select the source for data value which will be replaced during the run time of
the local dataFEED OPC Suite application.

Data Value

The following data value attributes may be used:

Attribute Description

Data Value The value of the data source server item.

Item Identified The ID of the data source server item.

Quality as Integer The data source server item quality as integer.

Quality as String The data source server item quality as string.

Timestamp  (without
milliseconds)

The data  source  server  item  timestamp  as  date  time  without
milliseconds.
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Timestamp  (with
milliseconds)

The data source server  item  timestamp as  date time including
milliseconds.

Timestamp  (milliseconds
part only)

The milliseconds part of the data source server item timestamp.

Internal  Timestamp  (without
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time without milliseconds.

Internal  Timestamp  (with
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time including milliseconds.

Internal  Timestamp
(milliseconds part only)

The milliseconds part of timestamp of  data change in  the local
dataFEED OPC Suite application.

Data Source

The following data sources may be selected:

Data Source Description

Current The value used is the current one. This means that if the item is
included in the transaction, the received value is used. If the item
is not included, the cached value is used.

Cache The cached value is always used, even if the item is present in
the incoming transaction.

Changed The item  must  be included in  the incoming transaction  as  the
current value will be used.

Attention: If the action trigger is set to Data Change and the corresponding action contains  at
least one placeholder having Changed as the Data Source, that specific  item must exist  in  the
incoming transaction in order for the action to be executed. When the item is not present in the
transaction, the action is invalidated.

Complete the wizard using the Finish  button,  go back to  the previous  wizard  page  using  the
Back button, or discard any changes made in this wizard by pressing the Cancel button.

<<< Data Value Placeholder Wizard - Data Item
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7.3.3.5.7 Trigger Wizard

The Trigger Wizard allows modifying the trigger for the current action:

Obtain general information about the Trigger Wizard @ Trigger Wizard - Welcome

Pick a trigger type @ Trigger Wizard - Trigger Type

Select the trigger item @ Trigger Wizard - Trigger Item

Assign an existing timer trigger @ Trigger Wizard - Timer Selection

Name the newly created timer trigger @ Trigger Wizard - Timer Identity

Choose the timer type @ Trigger Wizard - Timer Type

Configure the corresponding timer schedule @ Trigger Wizard - Schedule Timer Settings

Define the timer interval @ Trigger Wizard - Interval Timer Settings

Note: A Trigger Wizard flow will not include all the pages listed above. A specific  branch will be
followed during the wizard according to the selections performed in some of the pages.

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the main steps for defining a trigger:

Choosing a trigger type.

Configuring the respective trigger settings.
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To proceed with  the trigger  creation use the Next  button,  or  quit  the  wizard  by  pressing  the
Cancel button.

Trigger Wizard - Trigger Type >>>

The Trigger  Type  wizard page provides  the possibility  to  select  the trigger  type for  the actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Data Change - This trigger is fired when a data change occurred in at least one of the items
used in any of the consumer add-ons.

Variable Trigger - This trigger is fired when a data change for the items used in the variable
trigger  condition  occurs.  A  data  change  means  that  the  value  or  the  quality  of  the  item
changed.

Attention:  The  trigger  only  initiates  the  database  action  execution.  The  action  will  be
subsequently validated, however, and might not be executed after all.
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To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

Trigger Wizard - Trigger Item - if the selected trigger type is Item Trigger,

Trigger Wizard - Timer Selection - if the selected trigger type is Timer Trigger,

Trigger Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

If the selected action is Data Change  this  will  be the last  wizard page,  therefore the Next
button will become Finish.

The description of the Trigger Wizard will continue with the wizard pages for configuring an Item
Trigger.

<<< Trigger Wizard - Welcome Trigger Wizard - Trigger Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item.
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This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:
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Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

Complete the wizard using the Finish button or return to the previous wizard page by using the
Back button. To exit the wizard and discard all the changes click the Cancel button.

<<< Trigger Wizard - Trigger Type

The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.



Softing dataFEED OPC Suite V4.49 - User Manual

678 © Softing Industrial Automation GmbH

The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:

Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.
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A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is Trigger
Wizard - Timer Identity.

Finish the wizard pressing the Finish button or return to the previous wizard page by using the
Back button. To exit the wizard click the Cancel button.

<<< Trigger Wizard - Trigger Item

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.
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If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire Trigger Wizard by pressing the Cancel button.

<<< Trigger Wizard - Timer Selection Trigger Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time interval  can be configured  on  the  Trigger  Wizard  -  Interval  Timer
Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the Trigger Wizard - Schedule Timer Settings wizard page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button, or  exit  this  sub-wizard (thereby aborting the Trigger
Wizard) by pressing the Cancel button.

The  description  of  the  Trigger  Wizard  will  continue  with  the  wizard  pages  for  configuring  a
Schedule Timer.

<<< Trigger Wizard - Timer Identity Trigger Wizard - Schedule Timer Settings >>>
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The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 683

Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button.

<<< Trigger Wizard - Timer Type Trigger Wizard - Interval Timer Settings >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Trigger Wizard - Timer Type Trigger Wizard - Timer Selection >>>

7.3.3.5.8 Item Trigger Wizard

The Item Trigger Wizard allows modifying the item trigger for the current action:

Obtain  general  information  about  the  Item  Trigger  Wizard  @  Item  Trigger  Wizard  -
Welcome

Configure the trigger item @ Item Trigger Wizard - Trigger Item

Softing dataFEED OPC Suite V4.49
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The Welcome page describes the basic steps for completing the Item Trigger definition.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 685

Proceed to the next page by pressing the Next button or exit the wizard by pressing the Cancel
button.

Item Trigger Wizard - Trigger Item >>>

On the Trigger Item wizard page you can configure the trigger item you want to use.
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This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item id of the selected trigger item and also
typing an item id thus selecting the respective item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:
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Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

Complete the wizard using the  Finish  button or  return to  the previous  wizard  page  using  the
Back button. To exit the wizard and discard all the changes click the Cancel button.

<<< Item Trigger Wizard - Welcome

7.3.3.5.9 Timer Trigger Wizard

The Timer Trigger Wizard allows modifying the timer trigger for the current action:

Obtain general information about the Timer Trigger @ Timer Trigger Wizard - Welcome

Select an existing timer trigger @ Timer Trigger Wizard - Timer Selection

Name the newly created timer trigger @ Timer Trigger Wizard - Timer Identity

Choose the timer type @ Timer Trigger Wizard - Timer Type
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Configure the corresponding timer schedule @ Timer  Trigger  Wizard -  Schedule Timer
Settings

Define the timer interval @ Timer Trigger Wizard - Interval Timer Settings

Note: A Timer Trigger Wizard flow will not include all the pages listed above. A specific  branch
will be followed during the wizard according to the selections performed in some of the pages.

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the basic steps for completing the timer definition.

Continue to the next wizard page using the Next button or quit the wizard pressing the Cancel
button.
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Timer Trigger Wizard - Timer Selection >>>

The Timer Selection wizard page allows configuring the actual timer trigger.

The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:
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Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.

A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is Trigger
Wizard - Timer Identity.

Press  the Finish  button to  finish the wizard,  or  use the Back  button to  return to  the  previous
wizard page. To exit the wizard click the Cancel button.

<<< Timer Trigger Wizard - Welcome

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.
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Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire Timer Trigger Wizard by pressing the Cancel button.

<<< Timer Trigger Wizard - Timer Selection Timer Trigger Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time interval  can be configured  on  the  Timer  Trigger  Wizard  -  Interval
Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the Timer Trigger Wizard - Schedule Timer Settings wizard
page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button,  or  exit  this  sub-wizard (thereby aborting the  Timer
Trigger Wizard) by pressing the Cancel button.

The description of the Timer Trigger Wizard will continue with the wizard pages for  configuring
a Schedule Timer.

<<< Timer Trigger Wizard - Timer Identity Timer  Trigger  Wizard  -  Schedule  Timer
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Settings >>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the  Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).
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Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< Timer Trigger Wizard - Timer Type Timer Trigger Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Timer Trigger Wizard - Timer Type Timer Trigger Wizard - Timer Selection >>>

7.3.3.5.10Data Values Placeholder

Placeholders can be used when configuring various actions (SQL, TEXT and other statements).
These  placeholders  can  be  defined  in  the  Database  Action  Wizard,  File  Action  Wizard,
Database  or  File  main user  interface and are saved in  the Subscription file.  A  placeholder  is
determined by the following attributes:

Data Item - an item (tag, property or node with value) originating from a Server Connection,
from the Local Items or from the System Items, or a valid wildcard.

Data Value - the actual data value for the associated data item which will be replaced during
the run time of the local dataFEED OPC Suite application.

Data Source - the source for the data value which will be replaced during the run time of the
local dataFEED OPC Suite application.

Placeholder in the user interface

Two types of placeholder editors are implemented in the Softing Configurator.  One is  the Text
Action Editor found in the Stored Procedure and SQL Statement wizard pages  and also in  the
Configuration: Data Destination -  Database main user  interface page of  the Database add-on
(when either  a  Stored Procedure  or  a  SQL Statement  action  is  selected);  the  corresponding
placeholder form is: <<Short Data Value> / <Short Data Item>>:

<<R8> / <ItemID>>
<<R8> / <Value>>
<<R8> / <QualityString>>
<<R8> / <TimestampMS>>
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The other placeholder editor is the one implemented in the Table Columns wizard page and also
in the Configuration: Data Destination - Database main user interface page of the Database add-
on (when an Insert Into Statement action is selected):

The placeholders are saved in the subscription files between a pair of simple quote marks to fix
possible SQL issues:

'#%-ItemTimestampOCT%OPC_1.increment.R8_Subscription_222%Current-%#'

Placeholder in the subscription file

In the subscription file a placeholder has the following syntax:

#%-<Data Item>%<ItemID_SubscriptionID>%<DataSource>-%#

where:

Attribute Description

#%-  -%# Represents the beginning and the end of a placeholder definition

Data Item Represents the item data value.

% Separates the Data Value, Data Item and Data Source fields  in
the placeholder.

ItemID_SubscriptionID Represents the subscription item identifier.

Data source Represents the item data source.

Example:

#%-ItemValue%OPC_1.increment.R8_Subscription_222%Current-%#
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Data value:

The following data value attributes  can be used (they are supported by both dataFEED  OPC
Suite Configurator and local dataFEED OPC Suite application):

Attribute Subscription  file
form

Description

Data Value ItemValue The value of the data source server item.

Item Identified ItemItemID The ID of the data source server item.

Quality as Integer ItemQuality The data source server item quality as integer.

Quality as String ItemQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

ItemTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

ItemTimestampMS The data source server item timestamp as date
time including milliseconds.

Timestamp
(milliseconds  part
only)

ItemTimestampMS
Part

The milliseconds part of the data source server
item timestamp.

Internal  Timestamp
(without milliseconds)

ItemTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

ItemTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Internal  Timestamp
(milliseconds  part
only)

ItemTimestampOC
TMSPart

The  milliseconds  part  of  the  data  change
timestamp  in  the  local  dataFEED  OPC  Suite
application.

The following data value attributes  can be used (only supported by the local  dataFEED  OPC
Suite application):

Attribute Subscription  file
form

Description

Item Subscription ID ItemSubscriptionID The subscription ID of the item 

Data Value DataValue The ID of the data source server item.
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Data Quality as Integer DataQuality The data source server item quality as integer.

Data Quality as String DataQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

DataTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

DataTimestampMS The data source server item timestamp as date
time including milliseconds.

Internal  Timestamp
(without milliseconds)

DataTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

DataTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Data Item ID DataItemID The value of the data source server item.

Attention: There is a significant  difference between the Data Values  in  the tables  above.  The
values in the second table are taken directly from the dataFEED OPC Suite internal server while
the values for the Data Values from the first table are taken directly from  the server  that  holds
the real Item. dataFEED OPC Suite holds only a copy of that Item.

Data Source or Item type:

One of the following Data Sources can be selected:

Item type Description

Current The item must be in the subscription item list. The value used is
the current  one,  which means  that  if  the  value  for  the  item  is
included in the current transaction, this value will be used. If the
value  is  not  included  in  the  incoming  transaction,  the  cached
value will be used.

Cache The item must be in the subscription item list. The value used is
the cached one,  even  if  that  item  is  included  in  the  incoming
transaction.

Changed The item must be in the subscription item list. The value used is
the  changed  one,  which  means  that  the  entire  action  will  be
invalidated if the item is not present in the incoming transaction.

Examples:

'#%-ItemTimestampOCTMSPart%OPC_1.increment.R8_Subscription_222%Current-%#'
'#%-ItemTimestampOCTMS%OPC_1.increment.R8_Subscription_222%Changed-%#'
'#%-ItemTimestampOCT%OPC_1.increment.R8_Subscription_222%Cache-%#'
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Attention: If the Changed Data Source is used in an action and the corresponding action trigger
is a Data Change trigger, make sure that a transaction which contains data changes for all the
items used in the current action will be generated by the server; otherwise, the entire action will
be invalidated if an item has no associated data change in the incoming transaction.

Wildcards

A placeholder  can also contain  a  wildcard  at  the  position  of  ItemID_SubscriptionID,  which  is
matched  by  the  local  dataFEED  OPC  Suite  application  against  the  items  defined  in  the
subscription file:

#%-ItemValue%Wildcard_02%Current-%#
#%-ItemQualityString%Wildcard_02%Cache-%#
#%-ItemTimestamp%Wildcard_02%Changed-%#
#%-ItemItemID%Wildcard_02%Current-%# 

where Wildcard_02 is the wildcard ID of a wildcard previously defined in the subscription file.

Below you can find examples of possible placeholder definition forms. Please note that not all of
them are supported by the dataFEED OPC Suite Configurator:

Placeholder Form Description

#%-ItemValue%<Subscription  Item  ID>%item
type-%#

The item value

#%-ItemQuality%<Subscription  Item  ID>%item
type-%#

The item quality as integer

#%-ItemTimestamp%<Subscription  Item  ID>%
item type-%#

The item timestamp as date time

#%-ItemTimestampMS%<Subscription Item  ID>
%item type-%#

The milliseconds part of the item timestamp

#%-ItemTimestampOCTMS%<Subscription Item
ID>%item type-%#

The timestamp of  data change in  the local
dataFEED  OPC  Suite  application
(milliseconds part)

#%-DataValue%<OCT  Item  ID>%item  type%%
data type-%#

The item value

#%-DataQuality%<OCT Item ID>%item type-%# The item quality as integer

#%-DataQualityString%<OCT  Item  ID>%item
type-%#

The item quality as readable string

#%-DataTimestamp%<OCT  Item  ID>%item
type-%#

The item timestamp as date time



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 701

#%-DataTimestampOCT%<OCT  Item  ID>%
item type-%#

The timestamp of  data change in  the local
dataFEED  OPC  Suite  application  as  date
time

#%-TAB-%# The tabulator character

#%-CRLF-%# Windows-specific  line  separator  (Carriage
return + Line feed)

#%-LF-%# Linux-specific line separator (Line feed)

#%-CR-%# Macintosh-specific  line separator  (Carriage
return)

Examples of wildcards used in Database Actions can be found below:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality
#
SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_222<TAB>UPDATERATE<TAB>222<TAB>ACTIVE<TAB>TRUE
#
WILDCARD<TAB>Wildcard_02<TAB>Current<TAB>OPC_1.increment.*8
#
ITEM<TAB>OPC_1.increment.R8_Subscription_222<TAB>OPC_1.increment.R8<TAB>Subscription_222
#
ITEM<TAB>OPC_3.increment.R8_<TAB>OPC_3.increment.R8<TAB>
#
ITEM<TAB>OPC_3.increment.R8_Subscription_222<TAB>OPC_3.increment.R8<TAB>Subscription_222
SQL<TAB>AllGoodQuality<TAB>MyDatabase_0<TAB>INSERT INTO Test_Table1 (itemId,itemQualityString,itemQuality,)  VALUES  
('#%-ItemItemID%OPC_3.increment.R8_Subscription_222%Current-%#','#%-ItemValue%Wildcard_02%Current-%#','#%-ItemQuality%OPC_3.increment.R8_Subscription_222%Current-%#')<TAB>OPC_3.increment.R8_Subscription_222
#
DATACHANGE
SQL<TAB><TAB>MyDatabase_0<TAB>use Osf_tests GO #%-CRLF-%# INSERT INTO Test_Table (itemId,itemValue)  VALUES 
(#%-ItemItemID%OPC_3.increment.R8_%Current-%#, #%-ItemValue%OPC_3.increment.R8_%Current-%#);<TAB>DATACHANGE
#
#!TIMER<TAB>Timer_01<TAB>INTERVAL<TAB>1000
#
TIMER<TAB>Timer_02<TAB>SCHEDULE<TAB>MONTH<TAB>1s<TAB>1h3m3s<TAB>23h59m59s<TAB>3d6d9d12d15d18d21d<TAB>test
SQL<TAB><TAB>MyDatabase_0<TAB>exec Procedure_update_on 
@param1=#%-ItemValue%OPC_3.increment.R8_%Current-%#, @param2=NULL, @param3=#%-ItemTimestampMS%OPC_3.increment.R8_%Current-%#;<TAB>Timer_02

7.3.3.5.11Configuration Files

All the OPC2Database configuration settings are stored in two separated files:

Tasks file - contains general descriptions of the Database definitions.

Subscriptions file - which contains all the descriptions relating to the stored data:

what data will be stored.
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what is the frequency of storing the data.

where and when will the data be stored.

Note: The path and file name of these configuration files are fixed and not configurable.

The task and subscription files are stored in the Tasks  folder under the instance path. For task
configuration  a  text  file  called  Tasks.txt  and  for  subscription  configuration  a  text  file  called
Subscriptions.txt will be created in  the Tasks  configuration folder.  Although these files  can be
manually edited, using the dataFEED OPC Suite Configurator is advisable.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the configuration is manually edited try loading the configuration in  the dataFEED  OPC  Suite
Configurator as all the configuration files are automatically validated at load-time and, if there are
any  mistakes,  an  error  message  will  be  displayed.  The  dialog  will  contain  an  appropriate
description and will point to the first invalid line of the local items configuration file.

Both  configurations  files  are  plain  text  files  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility)  and they have line-oriented structure.  The elements  of  a  line are tab-separated.
The format of one line is the following:

Line type<TAB>Line data

Task Configuration File

The following line types are defined in the Tasks file: 

Line Type Description

SQL_COMMANDSTORE The maximum  number  of  stored SQL  statements  is
saved under this type of line. It holds  the value of  the
Max.  number  of  stored  commands  field  from  the
General  Database  Properties  window  in  the
dataFEED  OPC  Suite  Configurator.  This  line  is
optional and can be omitted.

SQL_TIMESTAMPFORMAT Sets  the  time  format  that  is  to  be  used  when  the
timestamp  placeholders  are  expanded  and  their
values  written  to  the  database.  It  holds  the  value  of
the  Time  format  and  Date  format  fields  from  the
General  Database  Properties  window  in  the
dataFEED  OPC  Suite  Configurator.  This  line  is
optional and can be omitted.

DB Defines  the  DSN  parameters  used  in  the  ODBC
connection:  database  server  address,  ODBC
connection name and authentication credentials.
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INIT Used to specify an initialization SQL command which
is executed only once after the local  dataFEED  OPC
Suite application starts up (database selection etc).

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation. 

The SQL_COMMANDSTORE line

The maximum number  of  stored SQL statements  (when database connection is  lost)  can be
configured through this line. Any SQL statements arriving after the respective limit is reached will
be discarded if the database connection has not resumed yet:

SQL_COMMANDSTORE<TAB>Value

Parameter Description

SQL_COMMANDSTORE The type of the line, predefined keyword

Value A positive integer representing the desired number  of
SQL commands that may be stored.

The SQL_TIMESTAMPFORMAT line

The SQL_TIMESTAMPFORMAT allows defining the time and date formats  that  are to  be used
when the timestamp placeholders are expanded and their values written to the database:

SQL_TIMESTAMPFORMAT<TAB>DateFormat<SPACE>TimeFormat

Parameter Description

SQL_TIMESTAMPFORMAT The type of the line, predefined placeholder.

DateFormat<SPACE>TimeFormat This  line section allows  defining  the  actual  date  and
time formats. This row can be any combination of the
following values:

Time format: HH:MM:SS  pp,
HH:MM:SS.FFF  pp,  HH:MM:SS.FFF,
HH:MM:SS

Date format: mm/dd/YYYY, dd-mm-YYYY,
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dd.mm.YYYY,  dd/mm/YYYY,  YYYY-mm-dd,
mm-dd-YYYY

The DB line

The DB line describes the DSN parameters used in the ODBC connection. The DB line has the
following format:

DB<TAB>Database ID<TAB>DSN<TAB>IP Address or Host name<TAB>ODBC connection name<TAB>User name<TAB>Password

Parameter Description

DB The type of the line, predefined keyword.

Database ID Unique database identifier within the task file (used for
matching  the  INIT  line  and  the  statements  in  the
corresponding subscription file).

DSN The type of the database driver, predefined keyword if
ODBC connection.

IP Address or Host name Specifies  the  location  of  the  ODBC  connection.
Generally this parameter will have the localhost value.

ODBC Connection name The name of  ODBC  connection as  it  is  saved in  the
ODBC Manager.

User name Specifies what user name to use for connecting to the
DSN  connection.  This  parameter  holds  the  value  of
the  User  Name  field  in  the  Database  Wizard  -
Authentication page.

Password Specifies what password to use for connecting to the
DSN  connection.  This  parameter  holds  the  value  of
the  Password  field  in  the  Database  Wizard  -
Authentication page.

Examples:

DB MyDatabase_0 DSN localhost ODBC to MSSQL sa sa
DB MyDatabase_1 DSN localhost ODBC to MySQL
DB MyDatabase_2 DSN localhost ODBC to Oracle TESTADMIN TESTADMIN
DB MyDatabase_3 DSN localhost ODBC to PostgreSQL postgres postgres
DB MyDatabase_4 DSN localhost ODBC to Oracle SYSADMIN SYSADMIN

Note: If the SQL_COMMANDSTORE value is not null, then SQL files are created for  each DB
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line from the Tasks file at the start-up of the local dataFEED OPC Suite application.

The INIT line

The INIT line can be used to specify an initialization SQL command for any of the database
connections. This statement will be executed once, immediately after the local dataFEED OPC
Suite starts:

INIT<TAB>Database ID<TAB>SQL statement

Parameter Description

INIT The type of the line, predefined keyword.

Database ID Unique database identifier within the task file (used for
matching  the  DB  line  and  the  statements  in  the
corresponding subscription file).

SQL statement A  database  initialization  SQL  command  that  is
executed  once,  immediately  after  the  startup  of  the
local dataFEED OPC Suite application.

Examples: 

INIT<TAB>MyDatabase_4<TAB>ALTER  SESSION  SET  NLS_LANG  =
JAPANESE_JAPAN.JA16EUC;

Note: The Database ID must be defined in the previous DB definition line.

Task File - Example:

# Database Add-on - configuration
SQL_COMMANDSTORE 41
SQL_TIMESTAMPFORMAT mm-dd-YYYY HH:MM:SS
#
DB MyDatabase_0 DSN localhost ODBC to MSSQL sa sa
DB MyDatabase_1 DSN localhost ODBC to MySQL
DB MyDatabase_2 DSN localhost ODBC to Oracle TESTADMIN TESTADMIN
DB MyDatabase_3 DSN localhost ODBC to PostgreSQL postgres postgres
DB MyDatabase_4 DSN localhost ODBC to Oracle SYSADMIN SYSADMIN
INIT MyDatabase_4 ALTER SESSION SET NLS_LANG = JAPANESE_JAPAN.JA16EUC;
#

Subscription Configuration File
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The Data Destination - Database generates multiple line types: 

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines:

The following line types are common lines and will be used to configure different functionalities:

Line Type Description

Subscription Defines the update rate with which the current  action
will be executed.

Condition Defines the execution condition for the current action.

Wildcard Defines  a  regular  expression  which  is  matched
against the items defined in the subscription file.

Item This line defines a trigger which is fired if the item data
has changed.

The trigger  data includes  all  other  items  which  have
changed at the same time (were reported in the same
data change callback from the OPC  server).  An item
data change consists of a different value or  quality of
the respective item compared to the previous one.

Timer This  line  defines  a  trigger  which  is  fired  at  specific
time and date or at specific intervals.

Datachange This  trigger  is  fired  each  time  an  item  data  change
occurs (for each incoming transaction).

At  most  one  Datachange  trigger  may  exist  per
subscription file.

If  an internal  action has  a  Datachange  trigger,  it  will
receive the  data  changes  of  all  subscriptions  of  the
local dataFEED OPC Suite application.  This  includes
dataFEED  OPC  Suite  internal  subscriptions  and
subscriptions created by the connected OPC clients.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation.

The subscription file is divided into two sections:

The global area:

The global  area extends  from  the first  subscription  file  line  to  the  first  trigger  line  (e.g:
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ITEM, TIMER or DATACHANGE lines). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line.

Subscription ID It  is  used  to  identify  the  subscription  and  must  be
unique.

UPDATERATE Predefined keyword. 

Update rate value Defines the update-rate with which the current  action
will be executed.

ACTIVE Predefined keyword. 

Active value Active value which can be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Attention: From  a  resource-related  point  of  view  it  is  recommended  to  remove  the  unused
subscription definitions if the DATACHANGE trigged is to be used.
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Examples:

SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_300 UPDATERATE 300 ACTIVE TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. One example of this is the conditional execution of a SQL statement
in the Database add-on. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication  errors.  Various  actions  can  be  executed
depending on the quality of items.

The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the
transaction have the quality Good.

Always The trigger actions are executed always,  ignoring the
quality of the items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if the quality of at
least one item in the transaction has changed.

OneBadQuality The trigger actions are executed if exactly one item in
the transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 
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Examples:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality

Wildcard Line

The Subscription Item ID, Item ID and Event Source strings can include wildcards (* .? and []) as
parts of the string. 

A wildcard must be previously defined in a Wildcard Line before it can be used in the Action. 

A wildcard line has the following format:

WILDCARD<TAB>Wildcard ID<TAB>Item type<TAB>Wildcard string

The wildcard line contains the following configurable parameters:

Parameter Description

WILDCARD The type of the line, predefined keyword

Wildcard ID Unique wildcard identifier.

Item type The  item  type  can  be  used  to  specify  which  item
should be used.

Wildcard string The regular expression.

The following item types are allowed:

Item type Description

Current The  item  must  be  in  the  subscription  item  list.  The
value used is the current one, which means that if the
value  for  the  item  is  included  in  the  current
transaction, this value will be used. If  the value is  not
included in the incoming transaction, the cached value
will be used.

Changed The  item  must  be  in  the  subscription  item  list.  The
value used is the changed one, which means that the
entire  action  will  be  invalidated  if  the  item  is  not
present in the incoming transaction.

Cache The  item  must  be  in  the  subscription  item  list.  The
value  used  is  the  cached  one,  even  if  that  item  is
included in the incoming transaction.
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Note: The data value defined for wildcards in the wildcard lines overrides the functionality of the
data value defined in the item placeholders found in the subscription file.

The asterisk wildcard ( * ) substitutes any sequence of characters of any length:

SID* - replaces any string of at least 3 characters that starts with SID

S*D – replaces a string of at least 2 characters that starts with S and ends with D

The question mark wildcard ( ? ) substitutes a single character:

SID? – replaces any string of 4 characters that starts with SID.

S?D – replaces any string of 3 characters that starts with S and ends with D.

The range wildcard (  [  ]  )  substitutes  any single  character  in  the range specified between the
square brackets:

S[A-Z]D – replaces any string of 3 characters that starts with S, ends with D and contains
any character in the range A to Z.

SID[0-9]  –  replaces  any  string  of  4  characters  that  starts  with  SID  and  ends  with  any
number in the range 0 to 9.

Note: The format of the range wildcard is the following: [rangeStart-rangeEnd]. Please note that
the delimiter is the hyphen-minus ( - ) character. 

Note:  If  the  percent  sign  (  %  )  is  to  be  included  in  a  statement,  note  that  %%  is  used  as
substitute for a single percent sign %. 

Example:

WILDCARD All_Integer_Increments Current Increment.I*

Attention: The wildcard can only replace the items defined in the subscription file.

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB>Subscription ID

The item line contains the following configurable parameters:
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Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created
by  concatenating  the  Server  Item  ID  and  the
Subscription  ID  with  the  underscore  character  in
between them).

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite
application  address  namespace.  This  could  be  a
server connection item ID or a local item ID.

Subscription ID Subscription  identifier  (defined  above,  see
Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM increment.I1_Subscription_300 increment.I1 Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Timer Line

This trigger is fired at a specified time and date or at specific  intervals. The associated actions
are executed on a specific  schedule or  periodically during the run time of  the local  dataFEED
OPC Suite application. 

The format of the Timer Line is:

TIMER<TAB>Timer ID<TAB>INTERVAL<TAB>Rate in milliseconds

or

TIMER<TAB>Timer ID<TAB>SCHEDULE<TAB>Schedule range<TAB>First execution<TAB>Rate<TAB>Last execution[<TAB>List Of Days]

The interval timer contains the following configurable parameters:

Parameter Description
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TIMER The type of the line, predefined keyword.

Timer ID Unique timer identifier.

INTERVAL Denotes an interval timer trigger, predefined keyword.

Interval value Defines the interval in milliseconds at which the timer
will trigger the associated action(s).

The timer schedule contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword

Timer ID Unique timer identifier.

SCHEDULE Denotes  a  scheduled  timer  trigger,  predefined
keyword.

Schedule range Defines  the  range  of  the  schedule  (see  below  the
table).

First execution Defines  the time the timer  should begin firing events
(see below the table).

Rate Defines the rate at which the timer  should trigger  the
associated action(s).

Last execution Defines  the  time  the  timer  should  stop  firing  events
(see below the table).

List Of Days Should  be  used  only  with  the  Week  and  Month
schedule.  It  must  contain  the  days  on  which  the
execution is desired. If the list of  days  is  not  present,
the obtained functionality is the same as by using the
day marker in every day of the week/month.

The timer's Schedule range may have one of the following values:

MINUTE

HOUR

DAY

WEEK - List of days: 1d = Monday, 2d = Tuesday, …, 7d = Sunday.

MONTH -  List  of  days:  1d =  First  day  of  month,  2d  =  Second  day  of  month,  …,  30d  =
Thirtieth day of month, 31d = Thirty-first day of the month.

The First execution defines the time the timer should begin firing events.

Example:
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1d13h10m15s

Note: If parts of the execution time are 0, they do not have to be in the string, e.g. 1d0h10m0s =
1d10m

The timer Rate defines the event firing rate. An empty timer Rate means a single execution.

Last Execution: The last execution time of the schedule. Could be empty.

List of Days: Shall be used only with the Week and Month schedule. It should contain the days
on which execution is desired. If the list is  not specified the same functionality can be achieved
by using the day marker in the first and last execution time. 

Note: If the List of Days and the day marker in first and last execution time are used in the same
timer trigger the two setting types should match the marked days!

Examples:

# Following timer fires events every 250 milliseconds (4 times a second):
TIMER INTERVAL 250
# Following timer fires events every 20 seconds of a minute starting at second 10 (eg. 10, 30, 50):
TIMER SCHEDULE MINUTE 10s 20s
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00
# (e.g. 6:30, 10:30, 14:30, 18:30).
TIMER SCHEDULE DAY 6h30m 4h 20h
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00, Monday to
# Friday (e.g. 6:30, 10:30, 14:30, 18:30 of each day).
TIMER SCHEDULE WEEK 6h30m 4h 20h 1d2d3d4d5d
# Following timer fires events every 4 hours starting at 6:30, ending at 22:45 (e.g. 6:30, 10:30, 14:30, 
# 18:30, 22:30), on the 1th, 2th, 10th, 20th of every month.
TIMER SCHEDULE MONTH 6h30m 4h 22h45m 1d2d10d20d
# Following timer fires events every 1 hours, 3 minutes and 3 seconds starting at 00:00:01, ending at
# 23:59:59 (e.g. 00:00:01, 01:03:04, 02:06:07 etc), on the 3rd, 6th, 9th, 12th, 15,th, 18th and 21st of every month.
TIMER Timer_02 SCHEDULE MONTH 1s 1h3m3s 23h59m59s 3d6d9d12d15d18d21d

Datachange Line

This trigger is fired on every data change of an item, regardless of the subscription the incoming
transaction belongs to. The format of a Datachange line is the following:

DATACHANGE

Note: A single Datachange trigger may exist per subscription file.

The associated actions are executed if the value or the quality of one of the currently used data
processing or destination data items changes during the run time of  the local  dataFEED  OPC
Suite application.
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Attention: The Datachange trigger will be fired for each configured subscription rate (when an
incoming transaction of at least one item arrives).

Note:  Make  sure  that  only  used  subscription  definitions  are  present  in  the  configuration  file
(resource-related point of view).

Specific Lines:

The  following  line  types  are  Database  specific  lines  and  will  be  used  to  configure  different
functionalities:

Line Type Description

Database (SQL) line Defines a SQL statement.

Database (SQL) Line

The format of the SQL line is the following:

SQL<TAB>Condition ID<TAB>Database ID<TAB>SQL statement

The SQL line contains the following configurable parameters:

Parameter Description

SQL The type of the line, predefined keyword.

Condition ID Condition  identifier  (defined  above,  see  Condition
Line).

Database ID Database definition identifier  (defined above,  see  DB
Line).

SQL statement A SQL statement (can be an Insert  Into  statement,  a
Stored  Procedure  call  or  any  General  SQL
statement).

Trigger ID Associated trigger identifier (one of the above defined:
Item Trigger, Timer Trigger or Datachange Trigger)

The  SQL  statement  parameter  defines  the  SQL  instruction  which  will  be  executed  on  the
associated database when the trigger  fires  the event.  It  may contain  plain  text  and  also  data
placeholders (see the Data Values Placeholder chapter for mode details).

An example of SQL configuration lines and the appropriate item lines is presented below:

# Insert statements with the default condition
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ITEM OPC_3.increment.R8_ OPC_3.increment.R8
SQL MyDatabase_0 INSERT INTO Test_Table1 (itemId,itemValue,itemQuality)  VALUES  ('#%-ItemItemID%OPC_3.increment.R8_%Current-%#','#%-ItemValue%OPC_3.increment.R8_%Current-%#','#%-ItemValue%OPC_3.increment.R8_%Current-%#') OPC_3.increment.R8_
ITEM OPC_3.increment.R8_ OPC_3.increment.R8
SQL MyDatabase_0 use Osf_tests GO INSERT INTO Test_Table (itemId,itemValue)  VALUES (#%-ItemItemID%OPC_3.increment.R8_%Current-%#, #%-ItemValue%OPC_3.increment.R8_%Current-%#); OPC_3.increment.R8_
# Insert statement with condition AllGoodQuality (not defined in the current example) 
ITEM OPC_3.increment.R8_ OPC_3.increment.R8
SQL AllGoodQuality MyDatabase_0 INSERT INTO Test_Table1 (itemId,itemValue,itemQuality)  VALUES  ('#%-ItemItemID%OPC_3.increment.R8_%Current-%#','#%-ItemValue%OPC_3.increment.R8_%Current-%#','#%-ItemValue%OPC_3.increment.R8_%Current-%#') OPC_3.increment.R8_

When executed, these statements will insert the ID, the value and the quality of the subscription
item increment.R8 from a OPC_3 prefixed server connection into the configured database.

In order to offer a flexible configuration for SQL statements, placeholders can also be used. The
placeholders are syntactical entities that are replaced with their associated values each time the
statement is evaluated during the run time of the local dataFEED OPC Suite application (before
the instruction is sent to the database).

Note: The Condition ID used in SQL line definition must be defined in the current  Subscription
File; the default condition may also be used.

Note: The Database ID used in  a  SQL line definition must  be defined in  the associated Task
File.

The SQL statements will be executed on every data change event, however their execution will
also depend on both the defined conditions and the type of the fired trigger. 

If the statements are associated with triggers of type Datachange, the respective statements are
evaluated  on  every  data  change  and  are  only  executed  if  all  of  the  following  conditions  are
satisfied:

At least one item from the SQL statement changes.

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

If  the  statements  are  associated  with  triggers  of  type  Item,  the  respective  statements  are
evaluated on each item change, but are only executed if all of the following conditions are true:

The subscription item ID of the statement has to be defined in the configuration. 

A change occurs for the respective item.

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

If  the  statements  are  associated  with  triggers  of  type  Timer,  the  respective  statements  are
evaluated and executed only if all of the following conditions are true: 

The subscription item ID of the statement has to be defined in the configuration. 

The action condition is true.
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The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

As  a  general  rule,  if  a  statement  includes  placeholders  with  wildcards,  at  least  one  of  the
wildcards must match one of the items that changed. If a statement that  includes  items  which
are not in the data changed list should be executed, the values of these items are retrieved from
the cache.

Deactivated Database functionality

When the Database functionality is  deactivated,  all  the lines  that  are  used  exclusively  by  the
Database add-on will be preceded by the #! characters. Therefore, the database configuration is
not deleted but only disabled and will be ignored by the local dataFEED OPC Suite application at
run  time.  When  the  Database  functionality  is  reactivated,  the  #!  character  groups  will  be
removed and the database lines will not be ignored anymore by the local dataFEED OPC Suite
application.

Example:

CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
#!SUBSCRIPTION Subscription_222 UPDATERATE 222 ACTIVE TRUE
#
WILDCARD Wildcard_01 Current OPC_1.increment.*
#
CONDITION Always
CONDITION AllGoodQuality AllGoodQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
#!SUBSCRIPTION Subscription_222 UPDATERATE 222 ACTIVE TRUE
#
MODIFIER V
#
#
#!ITEM OPC_3.increment.R8_Subscription_222 OPC_3.increment.R8 Subscription_222
#!SQL AllGoodQuality MyDatabase_0 INSERT INTO Test_Table1 (itemId,itemValue,itemQuality)  VALUES  
('#%-ItemItemID%OPC_3.increment.R8_Subscription_222%Current-%#','#%-ItemValue%OPC_3.increment.R8_Subscription_222%Current-%#',
'#%-ItemValue%Wildcard_01%Current-%#') OPC_3.increment.R8_Subscription_222
#
#!SQL MyDatabase_0 use Osf_tests GO INSERT INTO Test_Table (itemId,itemValue)  VALUES 
(#%-ItemItemID%OPC_3.increment.R8_%Current-%#, #%-ItemValue%OPC_3.increment.R8_%Current-%#); DATACHANGE
#
#!TIMER Timer_01 INTERVAL 1000
#
#!TIMER Timer_02 SCHEDULE MONTH 1s 1h3m3s 23h59m59s 3d6d9d12d15d18d21d test
#!SQL MyDatabase_0 exec Procedure_update_on @param1=#%-ItemValue%OPC_3.increment.R8_%Current-%#, @param2=NULL,
 @param3=#%-ItemTimestampMS%OPC_3.increment.R8_%Current-%#; Timer_02

Subscription File - Example:

CONDITION Always
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CONDITION AllGoodQuality AllGoodQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
SUBSCRIPTION Subscription_222 UPDATERATE 222 ACTIVE TRUE
#
ITEM OPC_1.increment.R8_ OPC_1.increment.R8
#
ITEM OPC_1.increment.R8_Subscription_222 OPC_1.increment.R8 Subscription_222
#
ITEM OPC_3.increment.R8_Subscription_222 OPC_3.increment.R8 Subscription_222
SQL AllGoodQuality MyDatabase_0 INSERT INTO Test_Table1 (itemId,itemValue,itemQualityString)  VALUES  ('#%-ItemItemID%OPC_1.increment.R8_Subscription_222%Current-%#','#%-ItemValue%OPC_1.increment.R8_Subscription_222%Current-%#','#%-ItemQualityString%OPC_1.increment.R8_Subscription_222%Current-%#') OPC_3.increment.R8_Subscription_222
#
DATACHANGE
SQL MyDatabase_0 use Osf_tests GO INSERT INTO Test_Table (itemId,itemValue)  VALUES (#%-ItemItemID%OPC_1.increment.R8_%Current-%#, #%-ItemValue%OPC_1.increment.R8_%Current-%#); DATACHANGE
#
TIMER Timer_02 SCHEDULE MONTH 1s 1h3m3s 23h59m59s 3d6d9d12d15d18d21d
SQL MyDatabase_1 exec Procedure_update_on @param1=#%-ItemValue%OPC_1.increment.R8_%Current-%#, @param2=NULL, @param3=#%-ItemTimestampMS%OPC_1.increment.R8_%Current-%#; Timer_02

7.3.3.5.12Multiple Configuration Files

This section handles special cases of multiple configuration files – Subscription and Task  files –
which were fully supported in  the previous  version.  The V4.49 version of  the dataFEED  OPC
Suite Configurator does not support multiple subscription or task files and will therefore only load
the  default  Task  and  Subscription  files.  This  is  specified  in  the  OSF_Configuration.xml
configuration file:

<Tasks>
  <Task ID="TaskId_Default">
    <TaskFile Path=".\Tasks\Tasks.txt" />
    <Libraries>
      <Library Path=".\OSF_AO_Database.dll" Type="Database"
      ID="LibraryID_Database" />
    </Libraries>
    <Subscriptions>
      <Subscription Type="DA" ID="SubscriptionId_Default">
        <SubscriptionFile Path=".\Tasks\Subscriptions.txt" />
      </Subscription>
    </Subscriptions>
  </Task>
</Tasks>

It  contains  the  default  task  ID  TaskId_Default  and  the  default  subscription  ID
SubscriptionId_Default. When multiple task or subscription files are needed, they can be defined
in the <Tasks>  section  of  the  XML  configuration  file  by  creating  a  new  <Task>  section  and
assigning it another ID, dissimilar to the default one. The same applies to the subscription files.

<Tasks>
  <Task ID="TaskId_Default">
    <TaskFile Path=".\Tasks\Tasks.txt" />
    <Libraries>
      <Library Path=".\OSF_AO_Database.dll" Type="Database"
      ID="LibraryID_Database" />
    </Libraries>
    <Subscriptions>
      <Subscription Type="DA" ID="SubscriptionId_Default">
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        <SubscriptionFile Path=".\Tasks\Subscriptions.txt" />
      </Subscription>
    </Subscriptions>
  </Task>
  <Task ID="TaskId_01">
    <TaskFile Path=".\Tasks\Task_01.txt" />
    <Libraries>
      <Library Path=".\OSF_AO_Database.dll" Type="Database"
      ID="LibraryID_Database" />
    </Libraries>
    <Subscriptions>
      <Subscription Type="DA" ID="SubscriptionId_01">
        <SubscriptionFile Path=".\Tasks\Subscription_01.txt" />
      </Subscription>
    </Subscriptions>
  </Task>
</Tasks>

When loading such a configuration file  into  the dataFEED  OPC  Suite  Configurator  a  specific
warning message will be displayed. This is not a load failure but informs you that the unloaded
tasks and subscriptions will not be configured by the configurator:

Note: When multiple  tasks  and subscriptions  exist  in  one configuration file,  proper  measures
must be taken so that the default task and subscription are valid in the default context and can
be executed correctly by the local dataFEED OPC Suite application.

Support of Old Database Connection Definitions

The Multiple Configuration Files  case is a solution when direct database connection is  desired
instead of using a DSN connection. In such cases  a new  task file  and a new  subscription file
must be manually defined and the direct database connections must be defined inside the task
file:

SQL_COMMANDSTORE<TAB>100
#
DB<TAB>MyDB1<TAB>MySQL ODBC 5.1 Driver<TAB>192.168.150.110<TAB>Opc_test<TAB>root<TAB>root<TAB>
INIT<TAB>MyDB1<TAB>USE opctablett
#
DB<TAB>MyDB2<TAB>SQL Server Native Client 10.0<TAB>192.168.150.110<TAB>Osf_tests<TAB>sa<TAB>sa<TAB>
INIT<TAB>MyDB2<TAB>USE Osf_tests
#
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DB<TAB>MyDB3<TAB>Oracle in OraClient11g_home1<TAB>192.168.150.110<TAB><TAB>TESTADMIN<TAB>TESTADMIN<TAB>
INIT<TAB>MyDB3<TAB>USE Table_complex

The subscription file must contain the required database actions:

ITEM<TAB>OPC_1.increment.I1_Subscription_1000<TAB>OPC_1.increment.I1<TAB>Subscription_1000
SQL<TAB>AllGoodQuality<TAB>MyDB2<TAB>INSERT INTO opctablett ( ItemValue, ItemQualityString, ItemTimeStampMS) values 
( '#%-ItemValue%OPC_1.increment.I1_Subscription_1000%Current-%#',
  '#%-ItemQuality%OPC_1.increment.I1_Subscription_1000%Current-%#',
  '#%-ItemTimestampMS%OPC_1.increment.I1_Subscription_1000%Current-%#')<TAB>OPC_1.increment.I1_Subscription_1000

SQL<TAB>ItemQualityChanged<TAB>MyDB3<TAB>INSERT INTO opctablett ( ItemValue, ItemQualityString, ItemTimeStampMS) values 
( '#%-ItemValue%OPC_1.increment.I4_Subscription_300%Current-%#',
  '#%-ItemQuality%OPC_1.increment.I4_Subscription_300%Current-%#',
  '#%-ItemTimestampMS%OPC_1.increment.I4_Subscription_300%Current-%#')<TAB>OPC_1.increment.I4_Subscription_300

MyDB2 and MyDB3 are defined in the above task file.

In this particular case nothing must be changed for  the SQL line.  Changes  appear  only in  the
newly created task file, in the DB line, which will be defined based on the old principles used in
versions V1.4x. A short description of that format is shown below:

DB<TAB>Database ID<TAB>Driver<TAB>IP Address or Host name<TAB>Database Name<TAB>User Name<TAB>Password

Parameter Description

DB The type of the line, predefined keyword.

Database ID Unique database identifier within  the task file  (used for  matching
the INIT line and the statements in the corresponding subscription
file).

Driver Driver  used  for  database  connection.  Examples:  Oracle  in
OraClient11g_home1,  SQL Server Native Client  10.0 or  MySQL
ODBC 5.1 Driver

IP Address or Host name Specifies the database location. In general this parameter can be
an IP Address or a Host Name.

Database Name The name of the database.

User Name Specifies what user name to use for connecting to  the database
server.  

Password Specifies the password for the corresponding user name.  

Examples:

DB<TAB>MySQL_DB<TAB>MySQL ODBC 5.1 Driver<TAB>192.168.150.110<TAB>Opc_test<TAB>root<TAB>root<TAB>
DB<TAB>MMSQL_DB<TAB>SQL Server Native Client 10.0<TAB>192.168.150.110<TAB>Osf_tests<TAB>sa<TAB>sa<TAB>
DB<TAB>Oracle_DB<TAB>Oracle in OraClient11g_home1<TAB>192.168.150.110<TAB><TAB>SYSADMIN<TAB>SYSADMIN
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7.3.3.6 REST Server

This section of the Softing dataFEED OPC Suite online help explains how a REST Client can be
configured in order to send data to a REST Server using HTTP and HTTPS protocols.

A server built using REST (Representational State Transfer) architecture most commonly uses
the  HTTP/HTTPS  protocol  to  communicate  with  clients.  GET,  POST,  PUT  and  other  HTTP
operations are used to query, create and manipulate resources and content on the server.

7.3.3.6.1 Configuration

In order to configure connections to REST servers, expand the Data Destination section in the
left panel and then select the REST Server icon. The REST Server connection overview will be
displayed.
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Add a REST Server connection

A new  REST Server  connection  can  be  defined  by  using  the  Add   button  or  the  menu
command "Add REST Server  Definition"  in  the  context  menu.  The  REST  Server  connection
wizard will show up. The Ctrl+A keyboard shortcut has the same effect.

Modify an existing REST Server connection

An existing  connection  to  a  REST  Server  can  be  modified.  To  do  so,  select  the  line  in  the

connection  overview  that  contains  the  connection  to  be  modified.  Then  the  Properties  
 button or  the "Properties"  command from  the context  menu can be used to  open  the  REST
Server connection wizard.

Add an action definition to an existing REST Server connection

Adding a new action to a selected server connection is accomplished by pressing the Add 
button or the "Add REST Server Action" context menu item. Also, the Ctrl+A key combination is
available for this operation. The REST Action wizard will be opened where you can go through
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different wizard pages to specify action details. 

Modify the action settings of an existing REST Server connection

To modify an existing action, select one from the list  and by double clicking it,  or  pressing the

Properties   button,  the  REST  Action  wizard  will  be  opened,  and  you  will  be  able  to  go
through the same wizard pages as when the action was created.

Connection test

Click the Connection Test  button  to  check  the  availability  of  the  selected  server  or  the
correctness of the authentication and security settings. If the connection cannot be established
the error message and code returned by the network or the server will be shown in the dialog.

Remove a connection/action

Delete the  selected  server  connection  or  action  definition  by  using  the  Delete    button,
pressing the DEL / DELETE key on the keyboard or  selecting the appropriate  delete operation
from the context menu.

Note:  If  no  connection  is  selected,  the  Add  a  HTTP  REST  Server  definition  and  General
Settings buttons are the only options enabled.

The Delete button  will remove the selected connection or action from the list.

A dialog will then prompt the user to confirm the deletion.

The following image shows an example of a context menu:

Action body, header and action overview

When an action is  selected,  the main view  page can also show  the  action  body  and  header
definition, as well as  an overview  of  the final  action content  with  item  placeholders,  which the
Runtime will replace when it's run.

The action body, header and overview can be seen in the three different tabs in the main screen,
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below the definition list: Action Body, Action Header, View Action.

This lower part of the main view contains tab pages which can also be found in the action wizard
and allow  easier  access  for  the user  to  change the action body and header  contents  without
going through the wizard pages. More information can be found on the specific help pages.

Time Format and Connection Settings

When the REST Servers  root  node is  selected,  invoking the properties  action by any  means
(button, context menu or keyboard shortcut) displays a dialog that allows the user to modify the
time format setting. The General Properties dialog can be opened by using the Properties  button

, by pressing the keyboard shortcut CTRL+P or by selecting the Properties  action from the
context menu.

The Date and Time Format section handles the different formats which can be specified when
items of date and time are used in  actions,  also the source localization time:  UTC  (Universal
Time Coordinated) or local time (local time localization). The default time zone is UTC.

The Connection Settings section allows for the customization of proxy settings. The user can
either  import  system  proxy  settings  automatically  (Import  System  Proxy  button),  or  specify
manually the host, port and authentication settings.

These settings  will  be applied to  all  connections  in  the  plugin,  and  the  following  parts  of  the
functionality will be affected: test connection, getting the server certificate and action execution.
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This means that if the network, on which the dataFEED is configured, is behind a proxy server
and dataFEED is not configured with a proxy, like in the image above, the mentioned pieces of
functionality will fail.  In  order  for  them  to work correctly,  the user  needs  to  specify the type of
proxy, the host name of the server, a port number and user credentials, if necessary.

The  Connection  Requests  Processing  section  contains  settings  for  the  internal  request
queue used by dataFEED to manage requests. The maximum  queue size and execution type
can be specied.  The default  queue size is  10000 (minimum  is  100,  maximum  is  60000)  and
execution type is parallel (checkbox unchecked). The user can change these values by entering
different numbers for the queue size and by enabling sequential execution using the checkbox.
When the queue starts filling up, memory consumption of  the application grows  and when the
application  is  able  to  consume  requests  from  the  queue  quickly,  memory  consumption
decreases.

The queue is  used to  hold requests  which are still  waiting for  execution because actions  are
executed  faster  than  the  destination  server  can  handle.  In  some  cases,  proxy  servers  may
cause communication lags through the network, which may also slow down server replies, thus
leading to the queue filling up with pending requests.

Special system items are available for the user  to  keep track of  the number  of  sent  requests,
failed requests, pending requests in the queue, number of stored requests in case the Store and
Forward mechanism is enabled, and dropped requests,  in  case server  certificates  are invalid,
rejected  or  for  some  reason  the  server  cannot  accept  the  sent  content.  System  items  are
available per action and also totals are calculated per connections.

REST status codes

After  the CouchDB  server  received a request,  it  will  either  respond  with  a  status  code  if  the
request was successfully executed or with an error code if the request was not executed. If the
dataFEED OPC Suite application receives a non-success error/status code, then it will retry or
drop the request depending on the received error/status code.

The following table contains all the possible error/status codes with  a  brief  description and the
action that dataFEED OPC Suite application will perform.

Constant Va
lu
e

Description
Opera

tion

ConnectionRef
usedError

1
the  remote  server  refused  the  connection  (the  server  is  not
accepting requests)

Retrie
d

RemoteHostCl
osedError

2
the remote server closed the connection prematurely, before the
entire reply was received and processed

Drope
d

HostNotFound
Error

3
the remote host name was not found (invalid hostname) Drope

d

TimeoutError
4

the connection to the remote server timed out Retrie
d

OperationCanc 5 the operation was  canceled via  calls  to  abort  or  close before it Drope
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eledError was finished. d

SslHandshake
FailedError

6
the SSL/TLS handshake failed and the encrypted channel  could
not be established.

Drope
d

TemporaryNet
workFailureErr
or

7

the  connection  was  broken  due  to  disconnection  from  the
network,  however  the  system  has  initiated  roaming  to  another
access  point.  The  request  should  be  resubmitted  and  will  be
processed as soon as the connection is re-established.

Retrie
d

NetworkSessio
nFailedError

8
the  connection  was  broken  due  to  disconnection  from  the
network or failure to start the network

Drope
d

BackgroundRe
questNotAllow
edError

9
the background request is not  currently allowed due to  platform
policy

Drope
d

ProxyConnecti
onRefusedErro
r

10
1

the connection to the proxy server was refused (the proxy server
is not accepting requests)

Drope
d

ProxyConnecti
onClosedError

10
2

the proxy server  closed the connection prematurely,  before the
entire reply was received and processed

Drope
d

ProxyNotFoun
dError

10
3

the proxy host name was not found (invalid proxy hostname) Drope
d

ProxyTimeout
Error

10
4

the connection to the proxy timed out or the proxy did not reply in
time to the request sent

Drope
d

ProxyAuthentic
ationRequired
Error

10
5

the proxy requires authentication in  order  to  honour  the request
but did not accept any credentials offered (if any)

Drope
d

ContentAcces
sDenied

20
1

the access to  the remote content  was  denied (similar  to  HTTP
error 403)

Drope
d

ContentOperati
onNotPermitte
dError

20
2

the operation requested on the remote content is not permitted
Drope

d

ContentNotFou
ndError

20
3

the remote content was not found at the server (similar to HTTP
error 404)

Retrie
d

Authentication
RequiredError

20
4

the remote server  requires  authentication  to  serve  the  content
but the credentials provided were not accepted (if any)

Drope
d

ContentReSen
dError

20
5

the request needed to be sent again, but  this  failed for  example
because the upload data could not be read a second time

Retrie
d

ContentConflic
tError

20
6

the request needed to be sent again, but  this  failed for  example
because the upload data could not be read a second time

Drope
d



Softing dataFEED OPC Suite V4.49 - User Manual

726 © Softing Industrial Automation GmbH

ContentGoneE
rror

20
7

the requested resource is no longer available at the server Drope
d

InternalServer
Error

40
1

the  server  encountered  an  unexpected  condition  which
prevented it from fulfilling the request

Drope
d

OperationNotI
mplementedEr
ror

40
2

the server does not support the functionality required to fulfill the
request

Drope
d

ProtocolUnkno
wnError

30
1

the server is unable to handle the request at this time Drope
d

ProtocolInvalid
OperationError

30
2

the requested operation is invalid for this protocol Drope
d

UnknownNetw
orkError

99
an unknown network-related error was detected Retrie

d

UnknownProxy
Error

19
9

an unknown proxy-related error was detected Retrie
d

UnknownConte
ntError

29
9

an unknown error related to the remote content was detected Drope
d

ProtocolFailure 39
9

a breakdown in  protocol  was  detected (parsing error,  invalid  or
unexpected responses, etc.)

Drope
d

UnknownServe
rError

49
9

an unknown error related to the server response was detected Drope
d

The number of dropped and of pending request can be visible in the system items.

7.3.3.6.2 Connection Wizard

With the Connection Wizard you can create a new connection definition or modify an existing
one:

Define REST Connection settings @ Connection Wizard - Connection Settings

Define  settings  related  to  communication  with  server  @  Connection  Wizard  -
Comminication Settings

Define additional  settings  for  the  server  connection  @  Connection  Wizard  -  Extended
Settings

Define  store  and  forward  settings  on  connection  @  Connection  Wizard  -  Store  and
Forward Settings
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Define additional forward method settings on connection @ Connection Wizard - Forward
Settings

Note: A wizard flow  will  not  include all  the  pages  listed  above.  Depending  on  the  selections
performed in some of the pages, different flow paths will be followed.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

This page allows specifying connection settings such as  a unique connection name and state
for identifying the connection.

Connection Name



Softing dataFEED OPC Suite V4.49 - User Manual

728 © Softing Industrial Automation GmbH

A unique identifier  for  the current  connection.  In  case  the  provided  name  is  already  used  by
another connection, the user is not allowed to proceed to the next wizard page, until they provide
a different name.

Connection State

This flag specifies if the current connection will be activated or not.

Connection Data Format Settings

The "Send all  data values  as  text"  checkbox  enables  the  Runtime  to  surround  all  data  item
values  with  quotation  marks  (").  So,  if  this  is  checked  integer  values,  doubles,  etc.  will  be
surrounded with quotes: "1" instead of 1, "3.14" instead of 3.14, and so on. String values will not
be surrounded with an extra set of quotes, they will be sent simply as for example "apples and
oranges", not ""apples and oranges"".

The "Send JSON arrays as JSON text" checkbox specifies whether or not the arrays should be
surrounded  with  quotation  marks  after  their  placeholders  are  replaced  by  the  runtime.  It  is
important  to  note  that  in  this  case  the  whole  array  is  sent  as  text/string,  not  its  individual
elements.

Example:  if  the checkbox is  checked an array will  be  sent  like  this  "[element1,  element2,  ...,
elementN]", otherwise like this [element1, element2, ..., elementN].

These settings may be necessary for certain server which expect values as text or string.

The default values are unchecked, so no changes are made to the item values.

Connection Wizard - Comminication Settings >>>

This page allows to specify communications settings such protocol type, host/IP, port  number,
certificate settings for HTTPS connections and authentication settings.
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Server URI

In this section it is possible to specify the protocol type, choosing from TCP, HTTP and HTTPS.
IPv4 and IPv6 are both supported. The port number is mandatory, and the user will be prompted
if it is not provided.

The default port numbers per protocol type are the following:

TCP: 8080

HTTP: 80

HTTPS: 443

REST Server Application Certificate

This section is only enabled if the protocol type for the connection is set to HTTPS. In this case
there are two additional settings available.

Accept all Server Certificates automatically  - if this option is  selected,  dataFEED  will  accept
any certificate the server sends

Accept Trusted Certificates, only - in this case, dataFEED needs to have the server certificate
in its local certificate store, and will validate the server certificate against the one stored there
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at a certain interval, when executing actions related to this connection. If the stored certificate
is  in  the  trusted  store  and  the  certificate  sent  by  the  server  match,  then  the  actions  are
executed. If the server certificate is in the rejected store, then no actions of this connection will
be executed.

To get the server certificate and save it in the local certificate store the user  needs  to  use the
Receive server certificate button next to the described settings above.

By  pressing  the  Details...  button  the  user  can  view  extra  information  sent  by  the  server,  if
available.

By pressing OK, the certificate content is presented and the user can choose where to store it in
the local certificate store.
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To view and manage all the stored certificates use the Manage Certificates  button, which opens
the Certificate Manager.

Authentication Settings

In this section the user can specify the two different authentication modes  for  TCP and HTTP,
and three for HTTPS.

TCP & HTTP:

Anonymous - no information is given with this option

User name and password

HTTPS:

All of the above

Certificates - in this case a separate certificate and private key file can be provided as well as
a private key password. The certificate file is mandatory, the other two are not. In some cases
the certificate file may contain the private key as well.

Note: Because of the version of Qt used (5.2.1), dataFEED currently only supports certificates
in .pem and .der formats. No other certificate file formats can be used and conversions need to
be made by the user manually, for example using the openSSL tool, downloaded separately.
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 Test Connection

Finally, the Connection Test button can be used to check if the configured information lead to a
successful  connection  with  the  server.  If  the  test  is  successful  actions  will  be  executed
successfully  (if  configured  correctly  themselves),  otherwise  the  user  needs  to  tweak  these
settings or check the server availability and configuration.

A successful connection test looks like above.
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In any case, after pressing the button, a dialog will be displayed either  prompting the user  that
the connection is successful, or showing error information, like in the image above.

<<< Connection Wizard - Connection Settings Connection  Wizard  -  Extended
Settings >>>

This page allows to specify the extended connection settings such as time and date format and
request timeout.

Date and Time Format

This  section  handles  the  time  and  date  formats  that  are  to  be  used  when  the  timestamp
placeholders are expanded and their  values  written to  the HTTP requests.  The default  values
are mm/dd/YYYY for the Date format and HH:MM:SS pp   for  the Time format.  Other  defined
values for Time and Date format are:

Date  format:  mm/dd/YYYY,  dd-mm-YYYY,  dd.mm.YYYY,  dd/mm/YYYY,  YYYY-mm-
dd, mm-dd-YYYY

Time format: HH:MM:SS pp, HH:MM:SS.FFF pp, HH:MM:SS.FFF, HH:MM:SS
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Values  for  Time and Date format  can also be defined manually but  in  this  case  special  care
must be taken to ensure that the definitions are recognized by the local  dataFEED  OPC  Suite
application.

Time Zone handles the source localization time: UTC (Universal Time Coordinated) or local time
(local time localization). The default time zone is UTC.

When the Time, Date Format and Time Zone option is not selected the default values are used.
If they are modified, they apply to all actions of the currently selected REST connection.

Request Timeout

This value, expressed in seconds, is used when a request takes a long time to complete. If the
user specifies a non-zero value, it means that dataFEED will wait for that amount of time before
aborting the request. If the value is zero, then no aborting will be done, dataFEED will wait for the
request to complete successfully or with some kind of error.

Default is 0.

Server Certificate Validation Interval

This  value,  expressed in  seconds,  is  available  only when the connection  type  is  HTTPS  and
Accept Trusted Certificates, only is selected on the previous wizard page.

The value specifies after how much time, from the first action execution, will dataFEED validate
the server certificate. The default value is 60 seconds, and 0 seconds means that it will validate
the certificate sent by the server at each action execution.

Setting this  value close to  0  is  not  advisable as  it  may  add  a  performance  penalty  to  action
execution, if  the server  is  slow  in  providing certificates  or  otherwise.  Setting a higher  value is
better, as certificates do not change very often.

<<< Connection Wizard - Comminication Settings Connection  Wizard  -  Store  and
Forward Settings >>>

This page allows to specify the local storage settings in case that the server is unavailable.
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This functionality can be turned on and off by using the Store And Forward checkbox. If it is  off
(default), it instructs dataFEED to drop any requests that are executed after the internal request
queue is filled. If it is on, the application will store the requests lining up after the queue fills up.

The options that can be configured on this page and which change the mechanism's  behavior
are the following:

Folder

The path where the storage file should be located. If the path does not point to an existing folder
then the corresponding path will be created by the dataFEED OPC Suite Configurator when the
Next button is pressed, and user confirms.

The file is created at the run time of the local dataFEED OPC Suite application. If the file exists it
will  be overwritten.  The name of  the connection will  be the name of  the file  as  well,  with  .bin
extension.

Maximum file size

Maximum  file  size is  used to  limit  the space  used  on  the  hard  drive.  Minimum  is  1  MB  and
maximum is 500 MB.

When the file capacity is reached requests will be dropped.  This  behavior  is  influenced by the
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Overwrite requests option described below.

Maximum number of stored requests

Maximum  number  of  requests  stored  used  to  limit  the  requests  stored  in  the  file.  Default  is
20000.

Note:  Requests  are  dropped  starting  either  when  the  file  size  limit  or  the  requests  limit  is
reached first.

Overwrite requests

Whether  to  overwrite  previously stored requests  when the above specified number  has  been
reached. 

If the checkbox is not checked then no more data changes  will  be stored when the maximum
number of requests has  been reached (this  allows  access  to  the first  stored requests).  If  the
checkbox  is  checked  the  oldest  request  will  be  overwritten  with  the  newest  one  when  the
maximum  number  of  requests  has  been  reached  (this  allows  access  to  the  latest  stored
requests).

<<< Connection Wizard - Extended Settings Connection  Wizard  -  Forward
Settings >>>

This page allows to specify the local storage settings in case that the server is available after a
while.
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Forwarding Method

This  page  is  only  available  if  the  Store  And  Forward  functionality  is  enabled  in  the  previous
wizard page.

In the Forwarding Method group you can choose between the following options:

If "Original Requests" is selected, the stored data changes will be forwarded in requests of
the same type and size, in which they originally occurred. This is the recommended option.

If "Packed Requests" is selected, the maximum number of forward requests also needs to
be specified. This is an advanced feature. This option can be selected in order to specify a
certain bigger number of data changes to be forwarded in a single requests. Note that with
this forwarding method, a fast data forwarding can be achieved, but the original requests are
lost and normally a special handling on the server side would be needed.

<<< Connection Wizard - Store and Forward Settings

7.3.3.6.3 Action Wizard

With the REST Action Wizard you can create a new  REST  Action  definition  or  modify  an
existing one:
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Obtain  general  information  about  the  REST  Action  Wizard  @  REST  Action  Wizard  -
Configuring REST Action

Choose the action trigger type @ REST Action Wizard - Trigger Type

Pick the item trigger @ REST Action Wizard - Trigger Item

Select the timer trigger @ REST Action Wizard - Timer Selection

Define the timer identity @ REST Action Wizard - Timer Identity

Choose the timer type @ REST Action Wizard - Timer Type

Adjust schedule timer settings @ REST Action Wizard - Schedule Timer Settings

Set the timer interval @ REST Action Wizard - Interval Timer Settings

Configure the execution condition and the update rate @ REST Action Wizard -  Action
Settings

Define the header for the current action @ REST Action Wizard - Action Header

Define the body for the current action @ REST Action Wizard - Action Body Definition

See the final text output for the current action @ REST Action Wizard - Action Overview

Note: A wizard flow  will  not  include all  the  pages  listed  above.  Depending  on  the  selections
performed in some of the pages, different flow paths will be followed.

Softing dataFEED OPC Suite V4.49
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The first wizard page provides the first set of action properties to complete.
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Action Name

A unique identifier for the current action. In case the provided name is already used by another
action, the user is not allowed to proceed to the next wizard page, until they provide a different
name.

Action State

This flag specifies whether or not the current connection will be executed.

Action Configurations

Host Name - shows the URI from the connection definition to which this action is related

Suffix - the user can specify additional URI data that will be used to  manipulate specific  data
and resources on the server by this action: for example "resource_name/property_name"

Method  -  the  user  can  select  from  POST  (for  creation  resources)  and  PUT  (for  updating
resources) HTTP verbs

Content  Type  -  the  content  type  of  the  action  body  is  selected  from  this  list  of  options:
application/json for JSON format, application/xml, application/xhtml+xml and text/html for XML
format, and text/plain for plain text format without any validation in the application.
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For JSON and XML formats the Configurator offers validation of the content, and reports errors
to the user if for some reason the content is not in a valid form.  For  plain  text  cases,  the user
has more flexibility in creating the body content in the action, but no validation can be done.

Note: Conversions  between  these  content  types  are  also  possible,  if  the  user  changes  the
content type and then goes through the wizard before saving.

REST Action Wizard - Trigger Type >>>

The Trigger  Type wizard page provides  the possibility  to  select  the trigger  type for  the  actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Variable  Trigger  -  This  trigger  is  fired  when  a  data  change  for  the  items  in  the  variable
conditions occurs. A data change means that the value or the quality of the item changed.

To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
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Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

REST Action Wizard - Trigger Item - if the selected trigger type is Item Trigger,

REST Action Wizard - Timer Selection - if the selected trigger type is Timer Trigger

REST Action Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

<<< REST Action Wizard - Configuring REST Action REST  Action  Wizard  -
Trigger Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item.

This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.
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Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
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action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

<<< REST Action Wizard - Trigger Type REST Action Wizard - Action Settings >>>
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The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.

The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:
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Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.

A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is REST
Action Wizard - Timer Identity.

The wizard will  continue  straight  to  the  Action  Settings  page  as  an  already  defined  timer  is
selected.

<<< REST Action Wizard - Trigger Type REST Action Wizard - Action Settings >>>

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 
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When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

<<< REST Action Wizard - Timer Selection REST Action Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time  interval  can  be  configured  on  the  REST  Action  Wizard  -  Interval
Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the REST Action Wizard - Schedule Timer Settings wizard
page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button,  or  exit  this  sub-wizard (thereby aborting the Action
Wizard) by pressing the Cancel button.

The  description  of  the  Action  Wizard  will  continue  with  the  wizard  pages  for  configuring  a
Schedule Timer.

<<< REST Action Wizard - Timer Identity REST  Action  Wizard  -  Schedule  Timer
Settings >>>
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The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).
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Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< REST Action Wizard - Timer Type REST Action Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.

The time interval value is measured in milliseconds and ensures that the action will be triggered



Softing dataFEED OPC Suite V4.49 - User Manual

750 © Softing Industrial Automation GmbH

at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< REST Action Wizard - Timer Type REST Action Wizard - Timer Selection >>>

The Action Settings  wizard page allows  defining the execution condition  and  the  subscription
update rate for the current action.

The wizard page is divided into two sections: Execution Condition and Update Rate.

Execution Condition

Each statement  has  an execution condition  which  is  evaluated  by  the  local  dataFEED  OPC
Suite  application.  The  action  is  only  performed  when  the  evaluation  is  successful.  If  the
evaluation fails then the statement is ignored.

The  execution  conditions  allow  reacting  to  server  communication  errors,  executing  special
statements or preventing the execution of other statements.

The execution condition can be selected  directly  from  the  drop  down  combo  box.  The  initial
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value is the global alias one. Changing the global default execution condition can be done using

the Configure global alias and initial values button  or pressing the keyboard shortcut CTRL
+D.

Update Rate

The Update Rate specifies the execution rate of the current action.

The update rate can be typed or selected from the spin box. The initial value is the global  alias
one. Changing the global default update rate can be done using the Configure global  alias  and

initial values button  or pressing the keyboard shortcut CTRL+D.

Complete the Action Wizard pressing the Finish button, review the past wizard pages using the
Back  button,  or  cancel  the  wizard  thus  discarding  all  the  changes  by  pressing  the  Cancel
button.

<<< REST Action Wizard - Trigger Type REST Action Wizard - Action Header >>>

On this page additional header information can be provided for the current action.
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By using the Add  button, the user will be prompted with the Parameter Properties  dialog in
which data coming from  items  as  well  as  manually entered data can be added to  the header
section of the HTTP request.

Note: See the Parameter Properties, Import and Export  dialogs  on the REST Action Wizard -
Action Body Definition page.

By default the Content-Length, Content-Type and Authorization header attributes are set by the
application, if their values  are specified.  These values  are not  visible  on this  wizard page,  but
they can be overridden by the user if they are specified again and new values are provided.

The user can view the final form of the header, as it will be sent by pressing the View button. It is
possible to Import and Export these values by using the two buttons on the left side, bottom.

<<< REST Action Wizard - Action Settings REST  Action  Wizard  -  Action  Body
Definition >>>

On this page additional body information can be provided for the current action.

The most important part  of  the wizard flow  is  the action body editing page.  This  is  where the
actual  content  of  the  action  request  is  specified  in  the  selected  content  format,  on  the  first
wizard page. The user needs to create the server  specific  payload structure in  this  wizard for
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the server to be able to accept it.

Similarly to the header page, the user has the possibility to add data placeholders coming from
items from the address space, or statically defined data values, in different types.

The user  can  right-click  in  the  tree  view  above  and  access  all  the  available  options  from  a
context-menu as well:

 By using the Properties  button, any of the elements in the structure can be modified.

By using the Add  button, the user will be prompted with the Parameter Properties  dialog in
which this is configurable.
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The image above shows the dialog set with data coming from an item. A key needs to be given
in all cases, then the value in the box below the key. The user is able to specify other types as
well, by selecting on of the types from the Data Type list.

For more information refer to the Parameter Properties page.

Note: Due to performance penalty reasons the maximum number of items that can be included
in the header or body data of the action is limited to 10000. The maximum number of nodes  in
the structure of  either  of  them  is  100000 nodes.  If  these limits  are  reached  or  exceeded  the
contents  will  be  truncated  to  fit.  For  the  plain  text  format  the  maximum  allowed  character
number in the body content is 100000 characters.

Note: Different  update  rates  can  be  specified  for  each  action  item  compared  to  that  of  the
action,  but  they will  only work if  the user  specifies  the "Current"  and "Cache"  settings  for  the
item. It will not work with the "Changed" setting.

Import and Export

The user has the possibility  to  import  and export  body content  to  be able to  reuse it  for  other
action definitions that only need small changes.

To do this, the Import and Export buttons can be used, which allow the user to specify a source
file from which the content will be imported, and destination file to which it will be saved. Also, a
Import from Web button is available to be able to get content from the Web as well.
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Note: When using the Import from Web functionality with HTTPS URLs, no certificates or other
types of authentication data can be provided.

After a failed import or export operation the results page may contain the following information:

The invalid line where the operation failed.

The reason why the line is considered invalid.

<<< REST Action Wizard - Action Header REST Action Wizard - Action Overview >>>

On this wizard page the user is presented with the final form of the content  of  the action,  both
header and body values.
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This is a read-only view, used just for  reviewing the correctness  of  the content.  The user  can
only copy the content from both boxes.

Changing the action body content  type results  in  different  final  forms  of  the  action  body.  The
image above shows JSON format, the images below show XML and plain text.
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In case of plain text TAB and ENTER characters  are saved using special  placeholders,  which
the application will  replace  at  runtime  and  thus  the  original  form  of  the  body  content  will  be
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restored.

<<< REST Action Wizard - Action Body Definition

7.3.3.6.4 Data Value Placeholder Wizard

With the Data Value Placeholder Wizard you can create a placeholder from a configured data
source:

Obtain a general description of the wizard @ Data Value Placeholder Wizard - Welcome

Select a placeholder item @ Data Value Placeholder Wizard - Data Item

Select the data value and source @ Data Value Placeholder Wizard - Data Value

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Welcome wizard page describes the individual steps for defining the placeholder:

Select  an item  from  the local  dataFEED  OPC  Suite  application namespace  or  provide  a
valid wildcard.

Choose the data value and the data source for the selected item.
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Continue to the next wizard page using the Next button or quit the wizard pressing the Cancel
button.

Data Value Placeholder Wizard - Data Item >>>

The Data Item wizard page allows selecting the placeholder item. The placeholder item can be:

Any item originating from a Server  Connection,  from  the Local  Items  or  from  the System
Items can be selected, choosing a tag from the Local Namespace. 
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Local Namespace Tree Handling

The Local  Namespace  tree offers  the possibility  to  explore the entire  namespace of  the local
dataFEED OPC Suite application in order to select a data item. After the selection is made, the
Data Item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.
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If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Attention:  The  Local  Namespace  root  node,  the  Local  Items  root  node  and  the  server
connection root nodes cannot be deleted. An item that is used in consumers or a system  item
cannot be deleted either.

Note:  The  copy/paste  actions  work  on  the  selected  tag/property  or  on  the  whole  selected
branch.  The  copy  action  is  not  available  for  the  Local  Namespace  root  or  for  the  server
connection  root  nodes;  the  paste  action  is  not  available  for  items  of  type  property  (as  they
cannot have any children).

The entire namespace of the local Softing dataFEED OPC Suite application is  exposed in  this
wizard page. The tree root node name is composed of the Local Namespace keyword followed
by the instance name. 
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Selected Data Item Handling

When an item from the Local Namespace is selected, the Data Item  edit box is populated with
the item ID.

Note: Only tag and property  items  are  allowed  to  be  used  in  placeholder.  If  a  node  item  is
selected, an error message dialog will appear when the Next button is pressed.

Regular expressions with special characters (asterisk, question mark, square brackets) are not
supported by this module.

Proceed to the next page to set the item data value and source by using the Next button, return
to the previous  wizard page by using Back  button,  or  quit  the wizard by pressing the Cancel
button.

<<< Data Value Placeholder Wizard - Welcome Data  Value  Placeholder  Wizard  -
Data Value >>>

The Data Value wizard page provides the possibility to set the properties of the placeholder:

Data Value - select the actual data value for the associated data item which will be replaced
during the run time of the local dataFEED OPC Suite application.

Data Source - select the source for data value which will be replaced during the run time of
the local dataFEED OPC Suite application.
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Data Value

The following data value attributes may be used:

Attribute Description

Data Value The value of the data source server item.

Item Identified The ID of the data source server item.

Quality as Integer The data source server item quality as integer.

Quality as String The data source server item quality as string.

Timestamp  (without
milliseconds)

The data  source  server  item  timestamp  as  date  time  without
milliseconds.

Timestamp  (with
milliseconds)

The data source server  item  timestamp as  date time including
milliseconds.

Timestamp  (milliseconds
part only)

The milliseconds part of the data source server item timestamp.

Internal  Timestamp  (without
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time without milliseconds.
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Internal  Timestamp  (with
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time including milliseconds.

Internal  Timestamp
(milliseconds part only)

The milliseconds part of timestamp of  data change in  the local
dataFEED OPC Suite application.

Data Source

The following data sources can be selected:

Data Source Description

Current The value used is the current one. This means that if the item is
included in the transaction, the received value is used. If the item
is not included, the cached value is used.

Cache The cached value is always used, even if the item is present in
the incoming transaction.

Changed The item  must  be included in  the incoming transaction  as  the
current value will be used.

Attention: If the action trigger is set to Data Change and the corresponding action contains  at
least one placeholder having Changed as the Data Source, that specific  item must exist  in  the
incoming transaction in order for the action to be executed. When the item is not present in the
transaction, the action is invalidated.

Complete the wizard using the Finish  button,  go back to  the previous  wizard  page  using  the
Back button or discard any changes made in this wizard by pressing the Cancel button.

<<< Data Value Placeholder Wizard - Data Item

7.3.3.6.5 Bosch PPM Example

The  dataFEED  OPC  Suite  application  supports  connections  with  the  Bosch  PPM  server
(Production Performance Manager).

Currently, the Bosch PPM requires  HTTPS authentication using Bosch certificates  in  order  to
allow the dataFEED OPC Suite application to send data to it.

An example connection configuration looks like this:
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On  the  connection  wizard  page  the  user  needs  to  specify  the  URL  in  the  following  form:
host:443/ppm/v2/, where the host part needs to be adapted to  the specific  server  name or  IP.
Default port is 443 for HTTPS.

The important part is the /ppm/v2/ suffix.

When configuring an action, it needs to look like this:
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The action suffix must contain the measurement Bosch PPM endpoint.

When the action is executed the Host Name part will be concatenated with the Suffix part, thus
forming the valid URL for the Bosch PPM to receive data.

The  next  important  part  is  the  action  body  itself.  This  is  where  the  user  can  send  different
Measurement Points, to which different types of data values can be sent.
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As  the  Bosch  PPM  only  accepts  a  specific  kind  of  JSON  payload,  the  above  example  is
demonstrated below:

{
    "content-spec": "urn:spec://eclipse.org/unide/measurement-message",
    "device": {
        "deviceID": "NewID"
    },
    "measurements": [
        {
            "series": {
                "$_time": [
                    66
                ],
                "amount": [
                    "#%-ItemValue%OPC_1.increment.I1_%Current-%#"
                ]
            },
            "ts": "#%-ItemTimestampMS%OPC_1.increment.I1_%Current-%#"
        }
    ]
}

Short description of the elements:

DeviceID - the unique ID of the device to which the dataFEED OPC Suite application wants to send data in the Bosch PPM. This must exist.

Measurements - is an array of JSON elements, which will contain the important data

amount - this is the most important piece of data: the measurement point.
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ts - is a timestamp value (in the example above, it will contain the timestamp of the OPC_1.increment.I1 item in miliseconds.

The user can configure the other major endpoint of the Bosch PPM Server: the message endpoint.

The raw payload in this case looks like this, and it contains system diagnostics information like an alarm or notification, which will later be processed in the Bosch PPM:
{
    "content-spec": "urn:spec://eclipse.org/unide/machine-message",
    "device": {
        "deviceID": "SoftingDeviceID"
    },
    "messages": [
        {
            "code": "190ABT",
            "description": "My description",
            "hint": "My hint",
            "metaData": {
                "firmware": "20130304_22.020"
            },
            "origin": "sensor-id-992.2393.22",
            "severity": "HIGH",
            "title": "My Title",
            "ts": "2017-02-21T09:30:10.123+02:00",
            "type": "DEVICE"
        },
        {
            "code": "33-01",
            "description": "Disk size has reached limit. Unable to write log files.",
            "severity": "HIGH",
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            "title": "Disk size limit reached",
            "ts": "2017-02-21T01:10:10.125+02:00",
            "type": "TECHNICAL_INFO"
        }
    ]
}

The payload usually contains a code, a description of the problem, some metadata, severity, title, type, etc. These attributes will be used in the Bosch PPM to notify the right entities
who will handle these issues, based on severity, type and such.

This payload can be also parameterized with dataFEED OPC Suite placeholders of items, to transfer live data.

For more information about configuration details and available measurement points refer to the Bosch PPM documentation.

7.3.3.6.6 Parameter Properties

The Parameter Properties  window offers the possibility  to  create or  modify a  JSON  data type
that is the basic element of the action body's definition.

The following parameter properties can be selected in this window:

the parameter data type: it can be auto, object, array, string, boolean, and double;

the parameter key: it should be unique for its level in the tree;

the parameter value: It is available only for the data types auto, string, boolean, and double.

If  the action content  type  is  application/xml  or  application/xhtml+xml  then  the  parameter  key
should respect the following rules:

it must start with a letter or underscore

it cannot start with the letters xml (or XML, or Xml, etc)

it can contain letters, digits, hyphens, underscores, and periods

it cannot contain spaces.
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Data Types

The supported data types are:

Auto  (Data  Item  Placeholder)  -  is  an  automatic  type  and  depends  on  the  placeholder
definition

Object - an unordered collection of key-and-value pairs

Array - an ordered sequence of values

String - double-quoted Unicode with backslash escape

Boolean - true or false

Double - double precision floating-point format

Note: The default data type is Auto (Data Item Placeholder).

7.3.3.6.7 Data Values Placeholder

Placeholders  can  be  used  when  configuring  various  actions  (SQL,  TEXT,  REST_REQ  and
other  statements).  These  placeholders  can  be  defined  in  the  Action  Wizard,  the  main  user
interface and are saved in  the Subscription file.  A placeholder  is  determined  by  the  following
attributes:

Data Item - an item (tag, property or node with value) originating from a Server Connection,
from the Local Items or from the System Items.

Data Value - the actual data value for the associated data item which will be replaced during
the run time of the local dataFEED OPC Suite application.

Data Source - the source for the data value which will be replaced during the run time of the
local dataFEED OPC Suite application.

Placeholder in the user interface

Two types of placeholder editors are implemented in the Softing Configurator. Only one type of
action editor is  used in the REST add-on, that is  the Text Action Editor. This placeholder editor
is found in  REST Action wizard page and also in  the Configuration:  Data Destination -  REST
Server  main  user  interface  page  of  the  File  add-on;  the  corresponding  placeholder  form  is:
<<Short Data Value> / <Short Data Item>>:

<<R8> / <ItemID>>
<<R8> / <Value>>
<<R8> / <QualityString>>
<<R8> / <TimestampMS>>
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Placeholder in the subscription file

In the subscription file a placeholder has the following syntax:

#%-<Data Item>%<ItemID_SubscriptionID>%<DataSource>-%#

where:

Attribute Description

#%-  -%# Represents the beginning and the end of a placeholder definition

Data Item Represents the item data value.

% Separates the Data Value, Data Item and Data Source fields  in
the placeholder.

ItemID_SubscriptionID Represents the subscription item identifier.

Data source Represents the item data source.

Example:

#%-ItemValue%OPC_1.increment.R8_Subscription_222%Current-%#

Data value:

The following data value attributes  can be used (they are supported by both dataFEED  OPC
Suite Configurator and local dataFEED OPC Suite application):

Attribute Subscription  file
form

Description

Data Value ItemValue The value of the data source server item.
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Item Identified ItemItemID The ID of the data source server item.

Quality as Integer ItemQuality The data source server item quality as integer.

Quality as String ItemQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

ItemTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

ItemTimestampMS The data source server item timestamp as date
time including milliseconds.

Timestamp
(milliseconds  part
only)

ItemTimestampMS
Part

The milliseconds part of the data source server
item timestamp.

Internal  Timestamp
(without milliseconds)

ItemTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

ItemTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Internal  Timestamp
(milliseconds  part
only)

ItemTimestampOC
TMSPart

The  milliseconds  part  of  the  data  change
timestamp  in  the  local  dataFEED  OPC  Suite
application.

The following data value attributes  can be used (only supported by the local  dataFEED  OPC
Suite application):

Attribute Subscription  file
form

Description

Item Subscription ID ItemSubscriptionID The subscription ID of the item 

Data Value DataValue The ID of the data source server item.

Data Quality as Integer DataQuality The data source server item quality as integer.

Data Quality as String DataQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

DataTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

DataTimestampMS The data source server item timestamp as date
time including milliseconds.

Internal  Timestamp
(without milliseconds)

DataTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.
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Internal  Timestamp
(with milliseconds)

DataTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Data Item ID DataItemID The value of the data source server item.

Attention: There is a significant  difference between the Data Values  in  the tables  above.  The
values in the second table are taken directly from dataFEED OPC Suite internal server while the
values for the Data Values from the first table are taken directly from the server which holds the
real Item. dataFEED OPC Suite holds only a copy of that Item.

Data Source or Item type:

One of the following Data Sources may be selected:

Item type Description

Current The item must be in the subscription item list. The value used is
the current  one,  which means  that  if  the  value  for  the  item  is
included in the current transaction, this value will be used. If the
value  is  not  included  in  the  incoming  transaction,  the  cached
value will be used.

Cache The item must be in the subscription item list. The value used is
the cached one,  even  if  that  item  is  included  in  the  incoming
transaction.

Changed The item must be in the subscription item list. The value used is
the  changed  one,  which  means  that  the  entire  action  will  be
invalidated if the item is not present in the incoming transaction.

Examples:

'#%-ItemTimestampOCTMSPart%OPC_1.increment.R8_Subscription_222%Current-%#'
'#%-ItemTimestampOCTMS%OPC_1.increment.R8_Subscription_222%Changed-%#'
'#%-ItemTimestampOCT%OPC_1.increment.R8_Subscription_222%Cache-%#'

Attention: If the Changed Data Source is used in an action and the corresponding action trigger
is a Data Change trigger, make sure that a transaction which contains data changes for all the
items used in the current action will be generated by the server; otherwise, the entire action will
be invalidated if an item has no associated data change in the incoming transaction.

7.3.3.6.8 Configuration Files

All the REST configuration settings are stored in two separated files:

Tasks file - contains general descriptions of the File definitions.
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Subscriptions file - which contains all the descriptions related to the stored data:

what data will be stored.

what is the frequency of storing the data.

where and when will the data be stored.

Note: The path and file name of these configuration files are fixed and not configurable.

The task and subscription files are stored in the Tasks  folder under the instance path. For task
configuration  a  text  file  called  Tasks.txt  and  for  subscription  configuration  a  text  file  called
Subscriptions.txt will be created in  the Tasks  configuration folder.  Although these files  can be
manually edited, using the dataFEED OPC Suite Configurator is advisable.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the configuration is manually edited try loading the configuration in  the dataFEED  OPC  Suite
Configurator as all the configuration files are automatically validated at load-time and, if there are
any  mistakes,  an  error  message  will  be  displayed.  The  dialog  will  contain  an  appropriate
description and will point to the first invalid line of the local items configuration file.

Both  configurations  files  are  plain  text  files  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility)  and they have line-oriented structure.  The elements  of  a  line are tab-separated.
The format of one line is the following:

Line type<TAB>Line data

Task Configuration File

The following line types will be defined: 

Line Type Description

REST_TIMESTAMPFORMAT The format of the global time and date values

REST_TIMEFORMAT The global time zone value

REST_PROXY Parameters defined for a proxy connection

REST_REQ_PROC Parameters  used  for  the  internal  queue  and
processing settings

REST Describes the parameters of a server connection.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation. 
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The REST_TIMESTAMPFORMAT line

The REST_TIMESTAMPFORMAT line allows defining parameters needed by the REST add-on
to format time and date values, globally:

REST_TIMESTAMPFORMAT<TAB>Format

Example: 

REST_TIMESTAMPFORMAT mm/dd/YYYY HH:MM:SS pp

The REST_TIMEFORMAT line

The REST_TIMEFORMAT line allows defining the time zone, globally (utc or local):

REST_TIMEFORMAT<TAB>Value

Examples: 

REST_TIMEFORMAT utc
REST_TIMEFORMAT local

The REST_PROXY line

The REST_PROXY line allows defining all the parameters needed by a proxy connection:

REST_PROXY<TAB>Proxy Type<TAB>Host/IP<TAB>Port<TAB>Authentication Type<TAB>User Crendentials

Examples: 

REST_PROXY HttpProxy 192.168.150.171 3128 UsingProxyAuth admin C122ED818D7C5B6304
REST_PROXY HttpProxy 192.168.150.171 3128 NotUsingProxyAuth
REST_PROXY NoProxy

The REST_REQ_PROC line

The REST_REQ_PROC line allows defining all the parameters needed by the internal request
queue, globally:

REST_REQ_PROC<TAB>Maximum queue size per connection<TAB>Execution type

Maximum queue size refers  to  the number  of  allowed request  the internal  request  queue can
hold for one connection. Each connection queue will be able to hold that number of requests.

Execution type specifies whether or not the execution of requests should be parallel (currently 6
at a time, because of Qt limitations) or sequential (one at a time).

Examples: 

REST_REQ_PROC 10000 Parallel
REST_REQ_PROC 100 Sequential
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The REST line

The REST line allows defining all the parameters needed by the REST add-on to send data to a
REST Server:

REST<TAB>Connection ID<TAB>Connection Name<TAB>Status<TAB>Protocol Type<TAB>Host Name<TAB>Authentication Type<TAB>Send all values as text<TAB>Send arrays in quotes<TAB>Request Timeout<TAB>Store and Forward status<TAB>Store and Forward folder path<TAB>Store And Forward file size<TAB>Store And Forward requests size<TAB>Overwrite requests<TAB>Packed requests<TAB>Max. number of forwarded requests<TAB>Time zone<TAB>Date-time format<TAB>Autoaccept certificates<TAB>Certificate retrieval interval<TAB>

Parameter Description

REST The type of the line, predefined keyword.

Connection ID Unique identifier within the task file (used for matching
the statements in the corresponding subscription file).

Connection Name The name of the connection visible in the Configurator

Status The status of the connection: Active or Inactive

Protocol Type TCP, HTTP or HTTPS

Host Name The  server  address,  or  IP.  A  '/'  character  is
compulsory at the end

Authentication Type Anonymous, Username and Password,  or  Certificate
(only  for  HTTPS).  The  parameters  that  follow  may
differ based on selection.

Send all values as text Send all data as text: SendText or DontSendText

Send arrays in quotes Send  arrays  in  quotation  marks:  SendQuotes  or
DontSendQuotes

Request Timeout Value in seconds of the time to wait for a request to be
aborted. 0 means waiting until it completes

Store and Forward status Whether or not Store and Forward is active: Active or
Inactive

Store and Forward folder path The path of the folder where the file will be created in.

Store And Forward file size Maximum amount of space used for the file

Store And Forward requests size Maximum number of requests stored in the file

Overwrite requests Whether  or  not  to  overwrite  older  requests  if  the
storage gets full: ON of OFF

Packed requests Whether or not the send original requests or packed in
bigger payloads: TRUE or FALSE

Max. number of forwarded requests How many requests to pack together in one
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Time zone UTC or Local

Date-time format The format of the time and date items

Autoaccept certificates TRUE or FALSE

Certificate retrieval interval Value  in  seconds  of  the  interval  after  which  the
application will  validate the server  certificate again at
action execution

Example: 

REST REST_01 REST_Server_01 Active HTTPS 192.168.150.114:39321/ Anonymous DontSendText DontSendQuotes 0 Active C:\ProgramData\Softing\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc FALSE 1
REST REST_02 REST_Server_02 Active HTTP 127.0.0.1:80/ UsernameAndPassword admin B106DA2778A95A6000 SendText SendQuotes 3 Inactive C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 OFF FALSE 100 utc mm/dd/YYYY HH:MM:SS pp TRUE 60
REST REST_03 REST_Server_03 Active HTTPS 127.0.0.1:80/ Certificate PKI_SECURITY\REST_Client\UserAccessControl\UserCertificates\certificate.pem C122ED818D7C5B6304 PKI_SECURITY\REST_Client\UserAccessControl\UserCertificates\privateKey.pem DontSendText DontSendQuotes 0 Inactive C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc FALSE 60

Task File - Example:

#
# REST - configuration
#
REST_TIMEFORMAT utc
REST_PROXY NoProxy
#
REST_REQ_PROC 10000 Parallel
#
REST REST_01 REST_Server_01 Active HTTPS 192.168.150.114:39321/ Anonymous DontSendText DontSendQuotes 0 Active C:\ProgramData\Softing\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc FALSE 1
#
REST REST_02 REST_Server_02 Active HTTP 127.0.0.1:80/ UsernameAndPassword admin B106DA2778A95A6000 SendText SendQuotes 3 Inactive C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 OFF FALSE 100 utc mm/dd/YYYY HH:MM:SS pp TRUE 60
#
REST REST_03 REST_Server_03 Active HTTPS 127.0.0.1:80/ Certificate PKI_SECURITY\REST_Client\UserAccessControl\UserCertificates\certificate.pem C122ED818D7C5B6304 PKI_SECURITY\REST_Client\UserAccessControl\UserCertificates\privateKey.pem DontSendText DontSendQuotes 0 Inactive C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc FALSE 60
#

Subscription Configuration File

The Data Destination - REST Server generates multiple line types: 

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines:

The following line types are common lines and will be used to configure different functionalities:

Line Type Description
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Subscription Defines the update rate with which the current  action
will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data
has changed.

The trigger  data includes  all  other  items  which  have
changed at the same time (were reported in the same
data change callback from the OPC  server).  An item
data change consists of a different value or  quality of
the respective item compared to the previous one.

Timer This  line  defines  a  trigger  which  is  fired  at  specific
time and date or at specific intervals.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation.

The subscription file is divided into two sections:

The global area:

The global area extends from the first subscription line to the first  trigger  line (e.g:  ITEM,
TIMER lines). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line.

Subscription ID It  is  used  to  identify  the  subscription  and  must  be
unique.

UPDATERATE Predefined keyword. 
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Update rate value Defines the update rate with which the current  action
will be executed.

ACTIVE Predefined keyword. 

Active value Active value which can be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Examples:

SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_300<TAB>UPDATERATE<TAB>300<TAB>ACTIVE<TAB>TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. One example of this is the conditional execution of a SQL statement
in the Database add-on. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication  errors.  Various  actions  can  be  executed
depending on the quality of items.
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The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the
transaction have the quality Good.

Always The trigger actions are executed always,  ignoring the
quality of the items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if the quality of at
least one item in the transaction has changed.

OneBadQuality The trigger actions are executed if exactly one item in
the transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM Local Items.Scalars.Always_Trigger_ Local Items.Scalars.Always_Trigger I2

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created
by  concatenating  the  Server  Item  ID  and  the
Subscription  ID  with  the  underscore  character  in
between them).



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 781

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite
application  address  namespace.  This  could  be  a
server connection item ID or a local item ID.

Subscription ID Subscription  identifier  (defined  above,  see
Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM<TAB>increment.I1_Subscription_300<TAB>increment.I1<TAB>Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Timer Line

This trigger is fired at a specified time and date or at specific  intervals. The associated actions
are executed on a specific  schedule or  periodically during the run time of  the local  dataFEED
OPC Suite application. 

The format of the Timer Line is:

TIMER<TAB>Timer ID<TAB>INTERVAL<TAB>Rate in milliseconds

or

TIMER<TAB>Timer ID<TAB>SCHEDULE<TAB>Schedule range<TAB>First execution<TAB>Rate<TAB>Last execution[<TAB>List Of Days]

The interval timer contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword.

Timer ID Unique timer identifier.

INTERVAL Denotes an interval timer trigger, predefined keyword.

Interval value Defines the interval in milliseconds at which the timer
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will trigger the associated action(s).

The timer schedule contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword

Timer ID Unique timer identifier.

SCHEDULE Denotes  a  scheduled  timer  trigger,  predefined
keyword.

Schedule range Defines  the  range  of  the  schedule  (see  below  the
table).

First execution Defines  the time the timer  should begin firing events
(see below the table).

Rate Defines the rate at which the timer  should trigger  the
associated action(s).

Last execution Defines  the  time  the  timer  should  stop  firing  events
(see below the table).

List Of Days Should  be  used  only  with  the  Week  and  Month
schedule.  It  must  contain  the  days  on  which  the
execution is desired. If the list of  days  is  not  present,
the obtained functionality is the same as by using the
day marker in every day of the week/month.

The timer's Schedule range may have one of the following values:

MINUTE

HOUR

DAY

WEEK - List of days: 1d = Monday, 2d = Tuesday, …, 7d = Sunday.

MONTH -  List  of  days:  1d =  First  day  of  month,  2d  =  Second  day  of  month,  …,  30d  =
Thirtieth day of month, 31d = Thirty-first day of the month.

The First execution defines the time the timer should begin firing events.

Example:

1d13h10m15s

Note: If parts of the execution time are 0, they do not have to be in the string, e.g. 1d0h10m0s =
1d10m
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The timer Rate defines the event firing rate. An empty timer Rate means a single execution.

Last Execution: The last execution time of the schedule. Could be empty.

List of Days: Shall be used only with the Week and Month schedule. It should contain the days
on which execution is desired. If the list is  not specified the same functionality can be achieved
by using the day marker in the first and last execution time. 

Note: If the List of Days and the day marker in first and last execution time are used in the same
timer trigger the two setting types should match the marked days!

Examples:

# Following timer fires events every 250 milliseconds (4 times a second):
TIMER<TAB><TAB>INTERVAL<TAB>250
# Following timer fires events every 20 seconds of a minute starting at second 10 (eg. 10, 30, 50):
TIMER<TAB><TAB>SCHEDULE<TAB>MINUTE<TAB>10s<TAB>20s
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00
# (e.g. 6:30, 10:30, 14:30, 18:30).
TIMER<TAB><TAB>SCHEDULE<TAB>DAY<TAB>6h30m<TAB>4h<TAB>20h
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00, Monday to
# Friday (e.g. 6:30, 10:30, 14:30, 18:30 of each day).
TIMER<TAB><TAB>SCHEDULE<TAB>WEEK<TAB>6h30m<TAB>4h<TAB>20h<TAB>1d2d3d4d5d
# Following timer fires events every 4 hours starting at 6:30, ending at 22:45 (e.g. 6:30, 10:30, 14:30, 
# 18:30, 22:30), on the 1th, 2th, 10th, 20th of every month.
TIMER<TAB><TAB>SCHEDULE<TAB>MONTH<TAB>6h30m<TAB>4h<TAB>22h45m<TAB>1d2d10d20d
# Following timer fires events every 1 hours, 3 minutes and 3 seconds starting at 00:00:01, ending at
# 23:59:59 (e.g. 00:00:01, 01:03:04, 02:06:07 etc), on the 3rd, 6th, 9th, 12th, 15,th, 18th and 21st of every month.
TIMER<TAB>Timer_02<TAB>SCHEDULE<TAB>MONTH<TAB>1s<TAB>1h3m3s<TAB>23h59m59s<TAB>3d6d9d12d15d18d21d

Note:  Make  sure  that  only  used  subscription  definitions  are  present  in  the  configuration  file
(resource-related point of view).

Specific Lines:

The  following  line  types  are  REST  Server  specific  and  will  be  used  to  configure  different
functionalities:

Line Type Description

REST_REQ Defines a REST Server action statement.

The format of the REST_REQ line is the following:

REST_REQ<TAB>Condition ID<TAB>Connection ID<TAB>Action Name<TAB>Action Status<TAB>Suffix<TAB>HTTP method<TAB>Header<TAB>Body<TAB>Content Type<TAB>Trigger

Example:

REST_REQ AllGoodQuality REST_01 Action_01 Active test PUT {"Accept-Charset": "utf-8","Accept-Language": "en-US"} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Scalars.OneBadQuality_Trigger2_
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The REST_REQ line contains the following configurable parameters:

Parameter Description

REST_REQ The type of the line, predefined keyword.

Condition ID Condition  identifier  (defined  above,  see  Condition
Line).

Connection ID REST connection ID

Action name The name of the action visible in the Configurator

Action Status Specifies  whether  or  not  the action will  be executed:
Active or Inactive

Suffix The  resource  name  or  part  of  the  URL  that  will  be
concatenated  with  the  server  URL  defined  in  the
connections. No '/' is needed at the beginning

HTTP method POST or PUT

Header The serialized form of the action header

Body The serialized form of the action body

Content Type The HTTP content type of the body

Trigger ID Associated trigger identifier (one of the above defined:
Item Trigger, Timer Trigger)

The action body parameter configures the text which will be sent to the REST server when the
corresponding action is executed.

Example of REST Server configuration lines and the appropriate ITEM lines:

ITEM Local Items.Scalars.OneBadQuality_Trigger2_ Local Items.Scalars.OneBadQuality_Trigger2 I1
REST_REQ AllGoodQuality REST_01 Action_01 Active test PUT {"Accept-Charset": "utf-8","Accept-Language": "en-US"} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Scalars.OneBadQuality_Trigger2_

In order to  offer  a  flexible  configuration for  REST_REQ  statements,  placeholders  can also be
used. Placeholders are syntactical entities that are replaced with  their  associated values  each
time the statement is evaluated during the run time of the local dataFEED OPC Suite application
(before the request is sent to the server).

Note:  The  Condition  ID  used  in  REST_REQ  line  definition  must  be  defined  in  the  current
Subscription File; the default condition may also be used.

Note:  The  Connections  ID  used  in  a  REST_REQ  line  definition  must  be  defined  in  the
associated Task File.
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The REST_REQ actions will be executed on every data change event, however their execution
will also depend on both the defined conditions and the type of the fired trigger. 

If the actions are associated with triggers of type Item, the respective actions are evaluated on
each item change, but are only executed if all of the following conditions are true:

The subscription item ID of the action has to be defined in the configuration. 

A change occurs for the respective item.

The action condition is true.

The placeholders in the action can be replaced by their respective values (the changed data
source may invalidate the action).

If the actions  are associated with  triggers  of  type Timer,  the respective actions  are evaluated
and executed only if all of the following conditions are true: 

The subscription item ID of the action has to be defined in the configuration. 

The action condition is true.

The placeholders in the action can be replaced by their respective values (the changed data
source may invalidate the action).

Subscription File - Example:

CONDITION AllGoodQuality
CONDITION AllGoodQuality AllGoodQuality
#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
#
MODIFIER V
#
#
ITEM Local Items.Scalars.OneBadQuality_Trigger2_ Local Items.Scalars.OneBadQuality_Trigger2 I1
REST_REQ AllGoodQuality REST_01 Action_01 Active test PUT {"Accept-Charset": "utf-8","Accept-Language": "en-US"} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Scalars.OneBadQuality_Trigger2_
#
ITEM Local Items.Scalars.i1_ Local Items.Scalars.i1 I1
REST_REQ REST_01 Action_02 Active suffix POST {} {} application/json Local Items.Scalars.i1_
#
ITEM OPC_1.increment.I8_ OPC_1.increment.I8 I8

7.3.3.7 NoSQL Database

This section of the Softing dataFEED  OPC  Suite  online help explains  how  a NoSQL Client  is
configured as data destination in order to send data to specific  NoSQL database servers using
HTTP/HTTPS protocol or proprietary interfaces of the supported NoSQL Databases.
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In  case  of  NoSQL  databases  with  REST  interfaces  using  the  HTTP/HTTPS  protocol  to
communicate with  clients,  GET,  POST,  PUT and  other  HTTP  operations  are  used  to  query,
create and manipulate resources and content on the server. In this case it is  possible to specify
whether to create new database (POST) entries or to update existing ones (PUT).

Databases that have their own proprietary interfaces,  the communication is  done through that
API, and the operation used cannot be configured.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.3.7.1 Configuration

In order to configure connections to NoSQL databases expand the Data Destination section in
the left  panel  and  then  select  the  NoSQL  Database  icon.  The  NoSQL  Database  connection
overview will be displayed.
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Add a NoSQL Database connection

A new NoSQL Database connection can be defined by using the Add  button or the menu
command "Add NoSQL DB Connection" in the context menu. The NoSQL Database connection
wizard will show up. The Ctrl+A keyboard shortcut has the same effect.

Modify an existing NoSQL Database connection

An existing connection to a NoSQL Database can be modified. To do so,  select  the line in  the

connection  overview  that  contains  the  connection  to  be  modified.  Then  the  Properties  
 button or the "Properties" command from the context  menu can be used to  open the NoSQL
Database connection wizard.

Add an action definition to an existing NoSQL Database connection

Adding a new action to a selected server connection is accomplished by pressing the Add 
button or the "Add REST Server Action" context menu item. Also, the Ctrl+A key combination is
available for this operation. The NoSQL Action wizard will be opened where you can go through
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different wizard pages to specify action details. 

Modify the action settings of an existing NoSQL Database connection

To modify an existing action, select one from the list  and by double clicking it,  or  pressing the

Properties   button,  the NoSQL Action wizard will  be opened,  and  you  will  be  able  to  go
through the same wizard pages as when the action was created.

Connection test

Click the Connection Test  button  to  check  the  availability  of  the  selected  server  or  the
correctness of the authentication and security settings. If the connection cannot be established
the error message and code returned by the network or the server will be shown in the dialog.

Remove a connection/action

Delete the  selected  server  connection  or  action  definition  by  using  the  Delete    button,
pressing the DEL / DELETE key on the keyboard or  selecting the appropriate  delete operation
from the context menu.

Note: If no connection is selected, the Add a NoSQL Connection and Properties buttons are the
only options enabled.

The Delete button  will remove the selected connection or action from the list.

A dialog will then prompt the user to confirm the deletion.

The following image shows an example of a context menu:

Action body, header and action overview

When an action is  selected,  the main view  page can also show  the  action  body  and  header
definition, as well as  an overview  of  the final  action content  with  item  placeholders,  which the
Runtime will replace when it's run.
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Note: The action header is only available for databases with REST interfaces, like CouchDb, so
it will not be always visible. MongoDb's API does not support this.

The action body, header and overview can be seen in the three different tabs in the main screen,
below the definition list: Action Body, Action Header, View Action.

This lower part of the main view contains tab pages which can also be found in the action wizard
and allow  easier  access  for  the user  to  change the action body and header  contents  without
going through the wizard pages. More information can be found on the specific help pages.

Time Format and Connection Settings

When the NoSQL Databases root node is selected, invoking the properties action by any means
(button, context menu or keyboard shortcut) displays a dialog that allows the user to modify the
time format setting. The General Properties dialog can be opened by using the Properties  button

, by pressing the keyboard shortcut CTRL+P or by selecting the Properties  action from the
context menu.

The Date and Time Format section handles the different formats which can be specified when
items of date and time are used in  actions,  also the source localization time:  UTC  (Universal
Time Coordinated) or local time (local time localization). The default time zone is UTC.

The Connection Settings section allows for the customization of proxy settings. The user can
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either  import  system  proxy  settings  automatically  (Import  System  Proxy  button),  or  specify
manually the host, port and authentication settings.

These settings  will  be applied to  all  connections  in  the  plugin,  and  the  following  parts  of  the
functionality will be affected: test connection, getting the server certificate and action execution.
This means that if the network, on which the dataFEED is configured, is behind a proxy server
and dataFEED is not configured with a proxy, like in the image above, the mentioned pieces of
functionality will fail.  In  order  for  them  to work correctly,  the user  needs  to  specify the type of
proxy, the host name of the server, a port number and user credentials, if necessary.

Note:  MongoDb  connections  do  not  support  proxy  settings  at  the  moment,  because  of  the
MongoC driver. No configured proxy settings will apply to such connections.  Test  connections,
getting  the  server  certificates  and  executing  actions  will  be  executed  regardless  of  proxy
requirements.

The  Connection  Requests  Processing  section  contains  settings  for  the  internal  request
queue used by dataFEED to manage requests. The maximum  queue size and execution type
can be specied.  The default  queue size is  10000 (minimum  is  100,  maximum  is  60000)  and
execution type is parallel (checkbox unchecked). The user can change these values by entering
different numbers for the queue size and by enabling sequential execution using the checkbox.
When the queue starts filling up, memory consumption of  the application grows  and when the
application  is  able  to  consume  requests  from  the  queue  quickly,  memory  consumption
decreases.

The queue is  used to  hold requests  which are still  waiting for  execution because actions  are
executed  faster  than  the  destination  server  can  handle.  In  some  cases,  proxy  servers  may
cause communication lags through the network, which may also slow down server replies, thus
leading to the queue filling up with pending requests.

Special system items are available for the user  to  keep track of  the number  of  sent  requests,
failed requests, pending requests in the queue, number of stored requests in case the Store and
Forward mechanism is enabled, and dropped requests,  in  case server  certificates  are invalid,
rejected  or  for  some  reason  the  server  cannot  accept  the  sent  content.  System  items  are
available per action and also totals are calculated per connections.

7.3.3.7.2 Connection Wizard

With the Connection Wizard you can create a new connection definition or modify an existing
one:

Define NoSQL Connection settings @ Connection Wizard - Connection Settings

Define  settings  related  to  communication  with  server  @  Connection  Wizard  -
Comminication Settings

Define additional  settings  for  the  server  connection  @  Connection  Wizard  -  Extended
Settings

Define  store  and  forward  settings  on  connection  @  Connection  Wizard  -  Store  and
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Forward Settings

Note: A wizard flow  will  not  include all  the  pages  listed  above.  Depending  on  the  selections
performed in some of the pages, different flow paths will be followed.

Softing dataFEED OPC Suite V4.49
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This page allows specifying connection settings such as  a unique connection name and state
for identifying the connection.

Connection Name

A unique identifier  for  the current  connection.  In  case  the  provided  name  is  already  used  by
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another connection, the user is not allowed to proceed to the next wizard page, until they provide
a different name.

Connection State

This flag specifies if the current connection will be activated or not.

Database Type

The desired database type can  be  selected  from  the  list  displayed  in  this  section.  Currently
MongoDb and CouchDb are supported.

Connection Wizard - Comminication Settings >>>

This page allows to specify communications settings such protocol type, host/IP, port  number,
certificate settings for secure connections and authentication settings.

Server URI
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In this section it is possible to specify the protocol type, choosing from TCP, HTTP and HTTPS,
MONGODB  and  MONGODB+SSL.  IPv4  and  IPv6  are  both  supported.  The  port  number  is
mandatory, and the user will be prompted if it is not provided.

The default port numbers per database type are the following:

MongoDb: 27017

CouchDb: 5984

NoSQL Server Application Certificate

This section is only enabled if the protocol type for the connection is set to HTTPS. In this case
there are two additional settings available.

Accept all Server Certificates automatically  - if this option is  selected,  dataFEED  will  accept
any certificate the server sends

Accept Trusted Certificates, only - in this case, dataFEED needs to have the server certificate
in its local certificate store, and will validate the server certificate against the one stored there
at a certain interval, when executing actions related to this connection. If the stored certificate
is  in  the  trusted  store  and  the  certificate  sent  by  the  server  match,  then  the  actions  are
executed. If the server certificate is in the rejected store, then no actions of this connection will
be executed.

To get the server certificate and save it in the local certificate store the user  needs  to  use the
Receive server certificate button next to the described settings above.

By  pressing  the  Details...  button  the  user  can  view  extra  information  sent  by  the  server,  if
available.

By pressing OK, the certificate content is presented and the user can choose where to store it in
the local certificate store.
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To view and manage all the stored certificates use the Manage Certificates  button, which opens
the Certificate Manager.

Authentication Settings

In this section the user can specify the two different authentication modes  for  TCP,  HTTP and
MONGODB, and three for HTTPS and MONGODB+SSL.

TCP & HTTP:

Anonymous - no information is given with this option

User name and password

HTTPS:

All of the above

Certificates - in this case a separate certificate and private key file can be provided as well as
a private key password. The certificate file is mandatory, the other two are not. In some cases
the certificate file may contain the private key as well.

Note: Because of the version of Qt used (5.2.1), dataFEED currently only supports certificates
in .pem and .der formats. No other certificate file formats can be used and conversions need to
be made by the user manually, for example using the openSSL tool, downloaded separately.
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Note: MongoDb only requires  and accepts  one  single  certificate  file  which  must  contain  the
private key as well. They cannot be specified separately. In case of CouchDb, on the first image,
both certificate and private key fields will be available.

 Test Connection

Finally, the Connection Test button can be used to check if the configured information lead to a
successful  connection  with  the  server.  If  the  test  is  successful  actions  will  be  executed
successfully  (if  configured  correctly  themselves),  otherwise  the  user  needs  to  tweak  these
settings or check the server availability and configuration.

A successful connection test looks like above.
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In any case, after pressing the button, a dialog will be displayed either  prompting the user  that
the connection is successful, or showing error information, like in the image above.

<<< Connection Wizard - Connection Settings Connection  Wizard  -  Extended
Settings >>>

This page allows to specify the extended connection settings such as time and date format and
request timeout.
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Date and Time Format

This  section  handles  the  time  and  date  formats  that  are  to  be  used  when  the  timestamp
placeholders are expanded and their values written to database actions. The default values are
mm/dd/YYYY for the Date format and HH:MM:SS pp  for the Time format. Other defined values
for Time and Date format are:

Date  format:  mm/dd/YYYY,  dd-mm-YYYY,  dd.mm.YYYY,  dd/mm/YYYY,  YYYY-mm-
dd, mm-dd-YYYY

Time format: HH:MM:SS pp, HH:MM:SS.FFF pp, HH:MM:SS.FFF, HH:MM:SS

Values  for  Time and Date format  can also be defined manually but  in  this  case  special  care
must be taken to ensure that the definitions are recognized by the local  dataFEED  OPC  Suite
application.

Time Zone handles the source localization time: UTC (Universal Time Coordinated) or local time
(local time localization). The default time zone is UTC.

When the Time, Date Format and Time Zone option is not selected the default values are used.
If they are modified, they apply to all actions of the currently selected REST connection.

Request Timeout
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This value, expressed in seconds, is used when a request takes a long time to complete. If the
user specifies a non-zero value, it means that dataFEED OPC Suite will wait for that amount of
time before aborting the request. If the value is zero,  then no aborting will  be done,  dataFEED
OPC Suite will wait for the request to complete successfully or with some kind of error.

Default is 0.

Server Certificate Validation Interval

This  value,  expressed in  seconds,  is  available  only  when  the  connection  type  is  secure  and
Accept Trusted Certificates, only is selected on the previous wizard page.

The value specifies after how  much time,  from  the first  action execution,  will  dataFEED  OPC
Suite validate the server certificate. The default value is 60 seconds, and 0 seconds means that
it will validate the certificate sent by the server at each action execution.

Setting this  value close to  0  is  not  advisable as  it  may  add  a  performance  penalty  to  action
execution, if  the server  is  slow  in  providing certificates  or  otherwise.  Setting a higher  value is
better, as certificates do not change very often.

<<< Connection Wizard - Comminication Settings Connection  Wizard  -  Store  and
Forward Settings >>>

This page allows to specify the local storage settings in case that the server is unavailable.
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This functionality can be turned on and off by using the Store And Forward checkbox. If it is  off
(default),  it  instructs  dataFEED  OPC  Suite  to  drop  any  requests  that  are  executed  after  the
internal request queue is filled. If it is on, the application will store the requests lining up after the
queue fills up.

The options that can be configured on this page and which change the mechanism's  behavior
are the following:

Folder

The path where the storage file should be located. If the path does not point to an existing folder
then the corresponding path will be created by the dataFEED OPC Suite Configurator when the
Next button is pressed, and user confirms.

The file is created at the run time of the local dataFEED OPC Suite application. If the file exists it
will  be overwritten.  The name of  the connection will  be the name of  the file  as  well,  with  .bin
extension.

Maximum file size

Maximum  file  size is  used to  limit  the space  used  on  the  hard  drive.  Minimum  is  1  MB  and
maximum is 500 MB.
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When the file capacity is reached requests will be dropped.  This  behavior  is  influenced by the
Overwrite requests option described below.

Maximum number of stored requests

Maximum  number  of  requests  stored  used  to  limit  the  requests  stored  in  the  file.  Default  is
20000.

Note:  Requests  are  dropped  starting  either  when  the  file  size  limit  or  the  requests  limit  is
reached first.

Overwrite requests

Whether  to  overwrite  previously stored requests  when the above specified number  has  been
reached. 

If the checkbox is not checked then no more data changes  will  be stored when the maximum
number of requests has  been reached (this  allows  access  to  the first  stored requests).  If  the
checkbox  is  checked  the  oldest  request  will  be  overwritten  with  the  newest  one  when  the
maximum  number  of  requests  has  been  reached  (this  allows  access  to  the  latest  stored
requests).

<<< Connection Wizard - Extended Settings

7.3.3.7.3 Action Wizard

With the NoSQL Action Wizard you can create a new NoSQL Action definition or  modify an
existing one:

Obtain general information about  the NoSQL Action Wizard @ NoSQL Action Wizard -
Configuring NoSQL Action

Choose the action trigger type @ NoSQL Action Wizard - Trigger Type

Pick the item trigger @ NoSQL Action Wizard - Trigger Item

Select the timer trigger @ NoSQL Action Wizard - Timer Selection

Define the timer identity @ NoSQL Action Wizard - Timer Identity

Choose the timer type @ NoSQL Action Wizard - Timer Type



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 801

Adjust schedule timer settings @ NoSQL Action Wizard - Schedule Timer Settings

Set the timer interval @ NoSQL Action Wizard - Interval Timer Settings

Configure the execution condition and the update rate @ NoSQL Action Wizard -  Action
Settings

Define the header for the current action @ NoSQL Action Wizard - Action Header

Define the body for the current action @ NoSQL Action Wizard - Action Definition

Note: A wizard flow  will  not  include all  the  pages  listed  above.  Depending  on  the  selections
performed in some of the pages, different flow paths will be followed.

Softing dataFEED OPC Suite V4.49
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The first wizard page provides the first set of action properties to complete.

MongoDb and CouchDb actions  need to  be configured differently:  MongoDb only requires  the
database and document name; CouchDb expects the operation on the document as well (insert
or update), and content type.

MongoDb Action page:
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CouchDb Action page:
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Action Name

A unique identifier for the current action. In case the provided name is already used by another
action, the user is not allowed to proceed to the next wizard page, until they provide a different
name.

Action State

This flag specifies whether or not the current connection will be executed.

Action Execution Option

For CouchDb the operation type must be specified. If inserting a new document is chosen, only
the Database field will be visible and document  creation will  be left  to  CouchDb.  If  updating is
chosen like in the image above, all three fields need to be specified.

Database name is read-only, meaning that it cannot be edited by the user, while the document
name can be either selected from the list or a new name can be specified. In the latter case, the
document will be created when the action will be executed for the first time.

Action Configurations

Database - the name of the database

Document - the name of the document

Content  Type  -  the  content  type  of  the  action  body  is  selected  from  this  list  of  options:
application/json for JSON format, application/xml, application/xhtml+xml and text/html for XML
format, and text/plain for plain text format without any validation in the application.

For JSON and XML formats the Configurator offers validation of the content, and reports errors
to the user if for some reason the content is not in a valid form.  For  plain  text  cases,  the user
has more flexibility in creating the body content in the action, but no validation can be done.

Note: Conversions  between  these  content  types  are  also  possible,  if  the  user  changes  the
content type and then goes through the wizard before saving.

NoSQL Action Wizard - Trigger Type >>>  

The Trigger  Type wizard page provides  the possibility  to  select  the trigger  type for  the  actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
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change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Variable  Trigger  -  This  trigger  is  fired  when  a  data  change  for  the  items  in  the  variable
conditions occurs. A data change means that the value or the quality of the item changed.

To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

NoSQL Action Wizard - Trigger Item - if the selected trigger type is Item Trigger,

NoSQL Action Wizard - Timer Selection - if the selected trigger type is Timer Trigger

NoSQL Action Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

<<< NoSQL Action Wizard - Configuring NoSQL Action NoSQL  Action  Wizard  -
Trigger Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 805

This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:
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Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

<<< NoSQL Action Wizard - Trigger Type NoSQL Action Wizard - Action Settings >>>

The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.
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The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:

Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 809

A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is NoSQL
Action Wizard - Timer Identity.

To proceed with the NoSQL Action Wizard and define the action settings press the Next button.
To return to  the previous  wizard page use the Back  button,  or  exit  the wizard by clicking the
Cancel button.

The wizard will  continue  straight  to  the  Action  Settings  page  as  an  already  defined  timer  is
selected.

<<< NoSQL Action Wizard - Trigger Type NoSQL Action Wizard - Action Settings >>>

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
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empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

<<< NoSQL Action Wizard - Timer Selection NoSQL Action Wizard -  Timer  Type
>>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time interval  can be configured on the NoSQL Action  Wizard  -  Interval
Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the NoSQL Action Wizard - Schedule Timer Settings wizard
page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button,  or  exit  this  sub-wizard (thereby aborting the Action
Wizard) by pressing the Cancel button.

The  description  of  the  Action  Wizard  will  continue  with  the  wizard  pages  for  configuring  a
Schedule Timer.
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<<< NoSQL Action Wizard - Timer Identity NoSQL  Action  Wizard  -  Schedule  Timer
Settings >>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.
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Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).

Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< NoSQL Action Wizard - Timer Type NoSQL  Action  Wizard  -  Timer  Selection
>>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< NoSQL Action Wizard - Timer Type NoSQL  Action  Wizard  -  Timer  Selection
>>>

The Action Settings  wizard page allows  defining the execution condition  and  the  subscription
update rate for the current action.
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The wizard page is divided into two sections: Execution Condition and Update Rate.

Execution Condition

Each statement  has  an execution condition  which  is  evaluated  by  the  local  dataFEED  OPC
Suite  application.  The  action  is  only  performed  when  the  evaluation  is  successful.  If  the
evaluation fails then the statement is ignored.

The  execution  conditions  allow  reacting  to  server  communication  errors,  executing  special
statements or preventing the execution of other statements.

The execution condition can be selected  directly  from  the  drop  down  combo  box.  The  initial
value is the global alias one. Changing the global default execution condition can be done using

the Configure global alias and initial values button  or pressing the keyboard shortcut CTRL
+D.

Update Rate

The Update Rate specifies the execution rate of the current action.

The update rate can be typed or selected from the spin box. The initial value is the global  alias
one. Changing the global default update rate can be done using the Configure global  alias  and

initial values button  or pressing the keyboard shortcut CTRL+D.
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Complete the NoSQL Action Wizard pressing the Finish  button,  review  the past  wizard pages
using the Back  button,  or  cancel  the wizard thus  discarding all  the  changes  by  pressing  the
Cancel button.

<<< NoSQL Action Wizard - Trigger Type NoSQL Action Wizard - Action Header >>>

On this page additional header information can be provided for the current action.

By using the Add  button, the user will be prompted with the Parameter Properties  dialog in
which data coming from  items  as  well  as  manually entered data can be added to  the header
section of the HTTP request.

Note: See the Parameter Properties, Import and Export dialogs on the NoSQL Action Wizard -
Action Body Definition page.

By default the Content-Length, Content-Type and Authorization header attributes are set by the
application, if their values  are specified.  These values  are not  visible  on this  wizard page,  but
they can be overridden by the user if they are specified again and new values are provided.

The user can view the final form of the header, as it will be sent by pressing the View button. It is
possible to Import and Export these values by using the two buttons on the left side, bottom.
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<<< NoSQL Action Wizard - Action Settings NoSQL  Action  Wizard  -  Action  Definition
>>>

On this page additional body information can be provided for the current action.

The most important part  of  the wizard flow  is  the action body editing page.  This  is  where the
actual  content  of  the  action  request  is  specified  in  the  selected  content  format,  on  the  first
wizard page. The user needs to create the server  specific  payload structure in  this  wizard for
the server to be able to accept it.

Similarly to the header page, the user has the possibility to add data placeholders coming from
items from the address space, or statically defined data values, in different types.

The user  can  right-click  in  the  tree  view  above  and  access  all  the  available  options  from  a
context-menu as well:



Softing dataFEED OPC Suite V4.49 - User Manual

818 © Softing Industrial Automation GmbH

 By using the Properties  button, any of the elements in the structure can be modified.

By using the Add  button, the user will be prompted with the Parameter Properties  dialog in
which this is configurable.

The image above shows the dialog set with data coming from an item. A key needs to be given
in all cases, then the value in the box below the key. The user is able to specify other types as
well, by selecting on of the types from the Data Type list.

For more information refer to the Parameter Properties page.
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Note: Due to performance penalty reasons the maximum number of items that can be included
in the header or body data of the action is limited to 10000. The maximum number of nodes  in
the structure of  either  of  them  is  100000 nodes.  If  these limits  are  reached  or  exceeded  the
contents  will  be  truncated  to  fit.  For  the  plain  text  format  the  maximum  allowed  character
number in the body content is 100000 characters.

Note: Different  update  rates  can  be  specified  for  each  action  item  compared  to  that  of  the
action,  but  they will  only work if  the user  specifies  the "Current"  and "Cache"  settings  for  the
item. It will not work with the "Changed" setting.

Import and Export

The user has the possibility  to  import  and export  body content  to  be able to  reuse it  for  other
action definitions that only need small changes.

To do this, the Import and Export buttons can be used, which allow the user to specify a source
file from which the content will be imported, and destination file to which it will be saved. Also, a
Import from Web button is available to be able to get content from the Web as well.

Note: When using the Import from Web functionality with HTTPS URLs, no certificates or other
types of authentication data can be provided.

After a failed import or export operation the results page may contain the following information:

The invalid line where the operation failed.

The reason why the line is considered invalid.

<<< NoSQL Action Wizard - Action Header  
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7.3.3.7.4 Data Value Placeholder Wizard

With the Data Value Placeholder Wizard you can create a placeholder from a configured data
source:

Obtain a general description of the wizard @ Data Value Placeholder Wizard - Welcome

Select a placeholder item @ Data Value Placeholder Wizard - Data Item

Select the data value and source @ Data Value Placeholder Wizard - Data Value

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Welcome wizard page describes the individual steps for defining the placeholder:

Select  an item  from  the local  dataFEED  OPC  Suite  application namespace  or  provide  a
valid wildcard.

Choose the data value and the data source for the selected item.
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Continue to the next wizard page using the Next button or quit the wizard pressing the Cancel
button.

Data Value Placeholder Wizard - Data Item >>>

The Data Item wizard page allows selecting the placeholder item. The placeholder item can be:

Any item originating from a Server  Connection,  from  the Local  Items  or  from  the System
Items can be selected, choosing a tag from the Local Namespace. 
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Local Namespace Tree Handling

The Local  Namespace  tree offers  the possibility  to  explore the entire  namespace of  the local
dataFEED OPC Suite application in order to select a data item. After the selection is made, the
Data Item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.
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If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Attention:  The  Local  Namespace  root  node,  the  Local  Items  root  node  and  the  server
connection root nodes cannot be deleted. An item that is used in consumers or a system  item
cannot be deleted either.

Note:  The  copy/paste  actions  work  on  the  selected  tag/property  or  on  the  whole  selected
branch.  The  copy  action  is  not  available  for  the  Local  Namespace  root  or  for  the  server
connection  root  nodes;  the  paste  action  is  not  available  for  items  of  type  property  (as  they
cannot have any children).

The entire namespace of the local Softing dataFEED OPC Suite application is  exposed in  this
wizard page. The tree root node name is composed of the Local Namespace keyword followed
by the instance name. 
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Selected Data Item Handling

When an item from the Local Namespace is selected, the Data Item  edit box is populated with
the item ID.

Note: Only tag and property  items  are  allowed  to  be  used  in  placeholder.  If  a  node  item  is
selected, an error message dialog will appear when the Next button is pressed.

Regular expressions with special characters (asterisk, question mark, square brackets) are not
supported by this module.

Proceed to the next page to set the item data value and source by using the Next button, return
to the previous  wizard page by using Back  button,  or  quit  the wizard by pressing the Cancel
button.

<<< Data Value Placeholder Wizard - Welcome Data  Value  Placeholder  Wizard  -
Data Value >>>

The Data Value wizard page provides the possibility to set the properties of the placeholder:

Data Value - select the actual data value for the associated data item which will be replaced
during the run time of the local dataFEED OPC Suite application.

Data Source - select the source for data value which will be replaced during the run time of
the local dataFEED OPC Suite application.
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Data Value

The following data value attributes may be used:

Attribute Description

Data Value The value of the data source server item.

Item Identified The ID of the data source server item.

Quality as Integer The data source server item quality as integer.

Quality as String The data source server item quality as string.

Timestamp  (without
milliseconds)

The data  source  server  item  timestamp  as  date  time  without
milliseconds.

Timestamp  (with
milliseconds)

The data source server  item  timestamp as  date time including
milliseconds.

Timestamp  (milliseconds
part only)

The milliseconds part of the data source server item timestamp.

Internal  Timestamp  (without
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time without milliseconds.
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Internal  Timestamp  (with
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time including milliseconds.

Internal  Timestamp
(milliseconds part only)

The milliseconds part of timestamp of  data change in  the local
dataFEED OPC Suite application.

Data Source

The following data sources can be selected:

Data Source Description

Current The value used is the current one. This means that if the item is
included in the transaction, the received value is used. If the item
is not included, the cached value is used.

Cache The cached value is always used, even if the item is present in
the incoming transaction.

Changed The item  must  be included in  the incoming transaction  as  the
current value will be used.

Attention: If the action trigger is set to Data Change and the corresponding action contains  at
least one placeholder having Changed as the Data Source, that specific  item must exist  in  the
incoming transaction in order for the action to be executed. When the item is not present in the
transaction, the action is invalidated.

Complete the wizard using the Finish  button,  go back to  the previous  wizard  page  using  the
Back button or discard any changes made in this wizard by pressing the Cancel button.

<<< Data Value Placeholder Wizard - Data Item

7.3.3.7.5 Supported Databases

This section of the Softing dataFEED  OPC  Suite  online help describes  the supported NoSQL
databases. Please see the topics within for more details about every specific database.

Define a MongoDB configuration @ MongoDB
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Define an Apache CouchDB configuration @ CouchDB

Softing dataFEED OPC Suite V4.49
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dataFEED  OPC  Suite  can connect  to  and insert  data  into  Mongo  databases.  The  MongoDB
server consists  of  named databases  which contain  named collections.  Every triggered action
will be recorded in the MongoDB as a new document of a specified collection from  a selected
database. By default, named collections which do not  already exist  in  the MongoDB  database
will be automatically created.

The  MongoDB  data  destination  plugin  connects  to  the  MongoDB  server  with  or  without
authentication.  Username/password  or  X.509  certificates  can  be  used  to  authenticate  to  the
server.  Both  secured  and  unsecured  server  connections  are  supported.  Replica  sets  are
currently not supported.

Insert Operation

For every triggered MongoDB  action a new  document  is  created and inserted in  the selected
database/collection.  The server  guarantees  atomicity  at  collection  level  over  the  entire  insert
operation.
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For every insert operation or ping command the dataFEED OPC Suite will advertise its name to
the MongoDB server, either as the "Softing dataFEED OPC Suite - Configurator" for operations
conducted  by  the  Configurator  itself  (e.g.  database  retreival,  collection  retreival,  certificate
retreival, ping/connection test) or as the "Softing dataFEED OPC Suite - <Configuration name>"
for operations conducted by the runtime (e.g. ping/connection test, insert operations).

The dataFEED OPC  Suite  runtime will  only ping the default  "admin"  database of  every action
when the service/application is  started.  The databases  containing the used collections  will  be
pinged  for  every  error  occurred  while  inserting  a  document  in  order  to  better  diagnose
connection problems.

Softing dataFEED OPC Suite employs a request retrying mechanism for most of the errors that
can occur.  The requests  will  be  retried  in  such  a  manner  that  the  order  of  the  data  will  be
preserved. For some errors however, there is no point in retrying the request as the very same
error will occur again and the request queue will not advance.

The following errors will cause a request to be dropped and not retried if it fails once:

Write concern error

Request too big

Request too small (empty request)

Invalid request body

Invalid namespace (invalid collection name)

Collection insert failed (empty insert operation)

Duplicate key
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If a request fails with any other different error, it will be retried until it succeeds.

Note: The default namespace delimiter - that is  the dot/period character (.) - cannot be used in
the field names of the MongoDB JSON body as this character is reserved for the MongoDB dot
query notation. The field names are not allowed to start with the dollar sign neither ($).

The driver used for connecting to the MongoDB server  is  MongoC  version 1.6.3 and it  is  build
against (it uses) the OpenSSL version 1.0.1.

Note:  Specific  to  MongoDb  connections  is  that  they  do  not  support  proxy  settings  at  the
moment, because of MongoC driver limitations.

CouchDB allows to perform two types of operations, insert a new  document  and to  update an
existing  one.  A  CouchDB  server  hosts  named  databases,  which  store  documents.  Each
document  is  uniquely named  in  the  database,  having  a  unique  ID  and  revision.  The  ID  and
revision are provided by CouchDB  server.  The CouchDB  file  layout  and commitment  system
features all Atomic Consistent Isolated Durable (ACID) properties.

Insert Operation

If inserting operation is chosen, only the Database field will be visible and document creation will
be left to CouchDB. In this case a new document will be created every time when the action will
be triggered.
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CouchDB doesn't have the concept of collections, like MongoBD. 

The document unique ID's will be generated by CouchDB server. A new document will be
created every time when action will be triggered.

It is possible to execute actions on the same database or to have separate database for each
action. In the second case, it is recommended to have a field in the action body to be able to
filter the documents for that action. The CouchDB official documentation contains more details
about Views.  

The following image contains a body that has defined a type identifier named "action".

A query used by a View that will show only the values of the item OPC_1.increment.I8 for all
documents generated by Action_01 can be written like in the following example:

function (doc) {
  if (doc.clasic[0].action == "insert_action_1" && doc.clasic[0].id == "OPC_1.increment.I8")
  {
     emit(doc._id, doc.clasic[0].value);
  }
}

This image shows the results of executing of the View above: only the documents with the action
field equaling "insert_action_1" are visible in the output.
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Attention:  Isn't  recommended  to  overwrite  the  Content-Type  parameter  in  Action  Header
wizard page because the CouchDB  server  accepts  for  this  type of  operation only application/
json content type, that is by default.

Update Operation

If updating operation is chosen then the Database, Document and Content Type fields will need
to be specified. In this case a new revision of the specified document will be created every time
when the action will be triggered.
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CouchDB has a limit of the stored revisions, by default it is set to 1000. This means that only the
last 1000 revisions will be stored. This limit can be changed by issuing an HTTP PUT command:

curl -X PUT -d "10000" http://localhost:5984/demodb/_revs_limit

You can fetch a document's revision information by adding ?revs_info=true  to  the get  request,
like in following image.

Note: After the CouchDB server receives a request, it will either respond with  a  status  code if
the request was successfully executed or with an error code if the request was not executed. If
the dataFEED OPC Suite application receives a non-success error/status code, then it will retry
or drop the request depending on the received error/status code. The REST Configuration topic
contains more details about all the error/status codes.  

7.3.3.7.6 Parameter Properties

The Parameter Properties  window offers the possibility  to  create or  modify a  JSON  data type
that is the basic element of the action body's definition.
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The following parameter properties can be selected in this window:

the parameter data type: it can be auto, object, array, string, boolean, and double;

the parameter key: it should be unique for its level in the tree;

the parameter value: It is available only for the data types auto, string, boolean, and double.

Data Types

The supported data types are:

Auto  (Data  Item  Placeholder)  -  is  an  automatic  type  and  depends  on  the  placeholder
definition

Object - an unordered collection of key-and-value pairs

Array - an ordered sequence of values

String - double-quoted Unicode with backslash escape

Boolean - true or false

Double - double precision floating-point format

Note: The default data type is Auto (Data Item Placeholder).

7.3.3.7.7 Data Values Placeholder

Placeholders  can be used when configuring various  actions  (SQL,  TEXT,  NOSQL_REQ  and
other  statements).  These  placeholders  can  be  defined  in  the  Action  Wizard,  the  main  user
interface and are saved in  the Subscription file.  A placeholder  is  determined  by  the  following
attributes:

Data Item - an item (tag, property or node with value) originating from a Server Connection,
from the Local Items or from the System Items.

Data Value - the actual data value for the associated data item which will be replaced during
the run time of the local dataFEED OPC Suite application.

Data Source - the source for the data value which will be replaced during the run time of the
local dataFEED OPC Suite application.

Placeholder in the user interface

Two types of placeholder editors are implemented in the Softing Configurator. Only one type of
action editor is used in the NoSQL add-on, that is the Text Action Editor. This placeholder editor
is found in NoSQL Action wizard page and also in the Configuration: Data Destination - NoSQL
Server  main  user  interface  page  of  the  File  add-on;  the  corresponding  placeholder  form  is:
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<<Short Data Value> / <Short Data Item>>:

<<R8> / <ItemID>>
<<R8> / <Value>>
<<R8> / <QualityString>>
<<R8> / <TimestampMS>>

Placeholder in the subscription file

In the subscription file a placeholder has the following syntax:

#%-<Data Item>%<ItemID_SubscriptionID>%<DataSource>-%#

where:

Attribute Description

#%-  -%# Represents the beginning and the end of a placeholder definition

Data Item Represents the item data value.

% Separates the Data Value, Data Item and Data Source fields  in
the placeholder.

ItemID_SubscriptionID Represents the subscription item identifier.

Data source Represents the item data source.

Example:

#%-ItemValue%OPC_1.increment.R8_Subscription_222%Current-%#

Data value:

The following data value attributes  can be used (they are supported by both dataFEED  OPC
Suite Configurator and local dataFEED OPC Suite application):
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Attribute Subscription  file
form

Description

Data Value ItemValue The value of the data source server item.

Item Identified ItemItemID The ID of the data source server item.

Quality as Integer ItemQuality The data source server item quality as integer.

Quality as String ItemQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

ItemTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

ItemTimestampMS The data source server item timestamp as date
time including milliseconds.

Timestamp
(milliseconds  part
only)

ItemTimestampMS
Part

The milliseconds part of the data source server
item timestamp.

Internal  Timestamp
(without milliseconds)

ItemTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

ItemTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Internal  Timestamp
(milliseconds  part
only)

ItemTimestampOC
TMSPart

The  milliseconds  part  of  the  data  change
timestamp  in  the  local  dataFEED  OPC  Suite
application.

The following data value attributes  can be used (only supported by the local  dataFEED  OPC
Suite application):

Attribute Subscription  file
form

Description

Item Subscription ID ItemSubscriptionID The subscription ID of the item 

Data Value DataValue The ID of the data source server item.

Data Quality as Integer DataQuality The data source server item quality as integer.

Data Quality as String DataQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

DataTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

DataTimestampMS The data source server item timestamp as date
time including milliseconds.
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Internal  Timestamp
(without milliseconds)

DataTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

DataTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Data Item ID DataItemID The value of the data source server item.

Attention: There is a significant  difference between the Data Values  in  the tables  above.  The
values in the second table are taken directly from dataFEED OPC Suite internal server while the
values for the Data Values from the first table are taken directly from the server which holds the
real Item. dataFEED OPC Suite holds only a copy of that Item.

Data Source or Item type:

One of the following Data Sources may be selected:

Item type Description

Current The item must be in the subscription item list. The value used is
the current  one,  which means  that  if  the  value  for  the  item  is
included in the current transaction, this value will be used. If the
value  is  not  included  in  the  incoming  transaction,  the  cached
value will be used.

Cache The item must be in the subscription item list. The value used is
the cached one,  even  if  that  item  is  included  in  the  incoming
transaction.

Changed The item must be in the subscription item list. The value used is
the  changed  one,  which  means  that  the  entire  action  will  be
invalidated if the item is not present in the incoming transaction.

Examples:

'#%-ItemTimestampOCTMSPart%OPC_1.increment.R8_Subscription_222%Current-%#'
'#%-ItemTimestampOCTMS%OPC_1.increment.R8_Subscription_222%Changed-%#'
'#%-ItemTimestampOCT%OPC_1.increment.R8_Subscription_222%Cache-%#'

Attention: If the Changed Data Source is used in an action and the corresponding action trigger
is a Data Change trigger, make sure that a transaction which contains data changes for all the
items used in the current action will be generated by the server; otherwise, the entire action will
be invalidated if an item has no associated data change in the incoming transaction.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 837

7.3.3.7.8 Configuration Files

All the NoSQL configuration settings are stored in two separated files:

Tasks file - contains general descriptions of the File definitions.

Subscriptions file - which contains all the descriptions related to the stored data:

what data will be stored.

what is the frequency of storing the data.

where and when will the data be stored.

Note: The path and file name of these configuration files are fixed and not configurable.

The task and subscription files are stored in the Tasks  folder under the instance path. For task
configuration  a  text  file  called  Tasks.txt  and  for  subscription  configuration  a  text  file  called
Subscriptions.txt will be created in  the Tasks  configuration folder.  Although these files  can be
manually edited, using the dataFEED OPC Suite Configurator is advisable.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the configuration is manually edited try loading the configuration in  the dataFEED  OPC  Suite
Configurator as all the configuration files are automatically validated at load-time and, if there are
any  mistakes,  an  error  message  will  be  displayed.  The  dialog  will  contain  an  appropriate
description and will point to the first invalid line of the local items configuration file.

Both  configurations  files  are  plain  text  files  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility)  and they have line-oriented structure.  The elements  of  a  line are tab-separated.
The format of one line is the following:

Line type<TAB>Line data

Task Configuration File

The following line types will be defined: 

Line Type Description

NOSQL_TIMESTAMPFORMAT The format of the global time and date values

NOSQL_TIMEFORMAT The global time zone value

NOSQL_PROXY Parameters defined for a proxy connection

NOSQL_REQ_PROC Parameters  used  for  the  internal  queue  and
processing settings
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NOSQL Describes the parameters of a server connection.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation. 

The NOSQL_TIMESTAMPFORMAT line

The NOSQL_TIMESTAMPFORMAT line allows defining parameters needed by the NoSQL add-
on to format time and date values, globally:

NOSQL_TIMESTAMPFORMAT<TAB>Format

Example: 

NOSQL_TIMESTAMPFORMAT mm/dd/YYYY HH:MM:SS pp

The NOSQL_TIMEFORMAT line

The NOSQL_TIMEFORMAT line allows defining the time zone, globally (utc or local):

NOSQL_TIMEFORMAT<TAB>Value

Examples: 

NOSQL_TIMEFORMAT utc
NOSQL_TIMEFORMAT local

The NOSQL_PROXY line

The NOSQL_PROXY line allows defining all the parameters needed by a proxy connection:

NOSQL_PROXY<TAB>Proxy Type<TAB>Host/IP<TAB>Port<TAB>Authentication Type<TAB>User Crendentials

Examples: 

NOSQL_PROXY HttpProxy 192.168.150.171 3128 UsingProxyAuth admin C122ED818D7C5B6304
NOSQL_PROXY HttpProxy 192.168.150.171 3128 NotUsingProxyAuth
NOSQL_PROXY NoProxy

The NOSQL_REQ_PROC line

The NOSQL_REQ_PROC line allows defining all the parameters needed by the internal request
queue, globally:

NOSQL_REQ_PROC<TAB>Maximum queue size per connection<TAB>Execution type

Maximum queue size refers  to  the number  of  allowed request  the internal  request  queue can
hold for one connection. Each connection queue will be able to hold that number of requests.
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Execution type specifies whether or not the execution of requests should be parallel (currently 6
at a time, because of Qt limitations) or sequential (one at a time).

Examples: 

NOSQL_REQ_PROC 10000 Parallel
NOSQL_REQ_PROC 100 Sequential

The NOSQL line

The NOSQL line allows defining all the parameters needed by the NOSQL add-on to send data
to a NoSQL Database:

NOSQL<TAB>Connection ID<TAB>Connection Name<TAB>Status<TAB>Database Type<TAB>Protocol Type<TAB>Host Name<TAB>Authentication Type<TAB>Request Timeout<TAB>Store and Forward status<TAB>Store and Forward folder path<TAB>Store And Forward file size<TAB>Store And Forward requests size<TAB>Overwrite requests<TAB>Packed requests<TAB>Max. number of forwarded requests<TAB>Time zone<TAB>Date-time format<TAB>Autoaccept certificates<TAB>Certificate retrieval interval<TAB>

Parameter Description

NOSQL The type of the line, predefined keyword.

Connection ID Unique identifier within the task file (used for matching
the statements in the corresponding subscription file).

Connection Name The name of the connection visible in the Configurator

Status The status of the connection: Active or Inactive

Protocol Type TCP,  HTTP  or  HTTPS;  MONGODB  or  MONGODB
+SSL

Host Name The  server  address,  or  IP.  A  '/'  character  is
compulsory at the end

Authentication Type Anonymous, Username and Password,  or  Certificate
(only  for  secure  connections).  The  parameters  that
follow may differ based on selection.

Request Timeout Value in seconds of the time to wait for a request to be
aborted. 0 means waiting until it completes

Store and Forward status Whether or not Store and Forward is active: Active or
Inactive

Store and Forward folder path The path of the folder where the file will be created in.

Store And Forward file size Maximum amount of space used for the file

Store And Forward requests size Maximum number of requests stored in the file

Overwrite requests Whether  or  not  to  overwrite  older  requests  if  the
storage gets full: ON of OFF
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Packed requests Currently reserved and disabled for NoSQL

Max. number of forwarded requests How many requests to pack together in one

Time zone UTC or Local

Date-time format The format of the time and date items

Autoaccept certificates TRUE or FALSE

Certificate retrieval interval Value  in  seconds  of  the  interval  after  which  the
application will  validate the server  certificate again at
action execution

Example: 

NOSQL NoSQL_01 NoSQL_DB_01 Active MongoDB MONGODB_SSL 192.168.150.85:27017/ Certificate PKI_SECURITY\NoSQL_Client\UserAccessControl\UserCertificates\mongodb.pem 0 Active C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc FALSE 60
NOSQL NoSQL_02 NoSQL_DB_02 Active CouchDB HTTP 127.0.0.1:5984/ Anonymous 0 Active C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc TRUE 60

Task File - Example:

#
# NoSQL - configuration
#
NOSQL_TIMESTAMPFORMAT mm/dd/YYYY HH:MM:SS pp
NOSQL_TIMEFORMAT utc
#
NOSQL_PROXY NoProxy
#
NOSQL_REQ_PROC 10000 Parallel
#
NOSQL NoSQL_01 NoSQL_DB_01 Active MongoDB MONGODB_SSL 192.168.150.85:27017/ Certificate PKI_SECURITY\NoSQL_Client\UserAccessControl\UserCertificates\mongodb.pem 0 Active C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc FALSE 60
#
NOSQL NoSQL_02 NoSQL_DB_02 Active CouchDB HTTP 127.0.0.1:5984/ Anonymous 0 Active C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON FALSE 100 utc TRUE 60

Subscription Configuration File

The Data Destination - NoSQL Database generates multiple line types: 

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines:

The following line types are common lines and will be used to configure different functionalities:

Line Type Description
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Subscription Defines the update rate with which the current  action
will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data
has changed.

The trigger  data includes  all  other  items  which  have
changed at the same time (were reported in the same
data change callback from the OPC  server).  An item
data change consists of a different value or  quality of
the respective item compared to the previous one.

Timer This  line  defines  a  trigger  which  is  fired  at  specific
time and date or at specific intervals.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation.

The subscription file is divided into two sections:

The global area:

The global area extends from the first subscription line to the first  trigger  line (e.g:  ITEM,
TIMER lines). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line.

Subscription ID It  is  used  to  identify  the  subscription  and  must  be
unique.

UPDATERATE Predefined keyword. 
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Update rate value Defines the update rate with which the current  action
will be executed.

ACTIVE Predefined keyword. 

Active value Active value which can be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Examples:

SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_300<TAB>UPDATERATE<TAB>300<TAB>ACTIVE<TAB>TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. One example of this is the conditional execution of a SQL statement
in the Database add-on. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication  errors.  Various  actions  can  be  executed
depending on the quality of items.
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The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the
transaction have the quality Good.

Always The trigger actions are executed always,  ignoring the
quality of the items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if the quality of at
least one item in the transaction has changed.

OneBadQuality The trigger actions are executed if exactly one item in
the transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM Local Items.Scalars.Always_Trigger_ Local Items.Scalars.Always_Trigger I2

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created
by  concatenating  the  Server  Item  ID  and  the
Subscription  ID  with  the  underscore  character  in
between them).
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Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite
application  address  namespace.  This  could  be  a
server connection item ID or a local item ID.

Subscription ID Subscription  identifier  (defined  above,  see
Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM<TAB>increment.I1_Subscription_300<TAB>increment.I1<TAB>Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Timer Line

This trigger is fired at a specified time and date or at specific  intervals. The associated actions
are executed on a specific  schedule or  periodically during the run time of  the local  dataFEED
OPC Suite application. 

The format of the Timer Line is:

TIMER<TAB>Timer ID<TAB>INTERVAL<TAB>Rate in milliseconds

or

TIMER<TAB>Timer ID<TAB>SCHEDULE<TAB>Schedule range<TAB>First execution<TAB>Rate<TAB>Last execution[<TAB>List Of Days]

The interval timer contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword.

Timer ID Unique timer identifier.

INTERVAL Denotes an interval timer trigger, predefined keyword.

Interval value Defines the interval in milliseconds at which the timer
will trigger the associated action(s).
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The timer schedule contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword

Timer ID Unique timer identifier.

SCHEDULE Denotes  a  scheduled  timer  trigger,  predefined
keyword.

Schedule range Defines  the  range  of  the  schedule  (see  below  the
table).

First execution Defines  the time the timer  should begin firing events
(see below the table).

Rate Defines the rate at which the timer  should trigger  the
associated action(s).

Last execution Defines  the  time  the  timer  should  stop  firing  events
(see below the table).

List Of Days Should  be  used  only  with  the  Week  and  Month
schedule.  It  must  contain  the  days  on  which  the
execution is desired. If the list of  days  is  not  present,
the obtained functionality is the same as by using the
day marker in every day of the week/month.

The timer's Schedule range may have one of the following values:

MINUTE

HOUR

DAY

WEEK - List of days: 1d = Monday, 2d = Tuesday, …, 7d = Sunday.

MONTH -  List  of  days:  1d =  First  day  of  month,  2d  =  Second  day  of  month,  …,  30d  =
Thirtieth day of month, 31d = Thirty-first day of the month.

The First execution defines the time the timer should begin firing events.

Example:

1d13h10m15s

Note: If parts of the execution time are 0, they do not have to be in the string, e.g. 1d0h10m0s =
1d10m

The timer Rate defines the event firing rate. An empty timer Rate means a single execution.
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Last Execution: The last execution time of the schedule. Could be empty.

List of Days: Shall be used only with the Week and Month schedule. It should contain the days
on which execution is desired. If the list is  not specified the same functionality can be achieved
by using the day marker in the first and last execution time. 

Note: If the List of Days and the day marker in first and last execution time are used in the same
timer trigger the two setting types should match the marked days!

Examples:

# Following timer fires events every 250 milliseconds (4 times a second):
TIMER<TAB><TAB>INTERVAL<TAB>250
# Following timer fires events every 20 seconds of a minute starting at second 10 (eg. 10, 30, 50):
TIMER<TAB><TAB>SCHEDULE<TAB>MINUTE<TAB>10s<TAB>20s
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00
# (e.g. 6:30, 10:30, 14:30, 18:30).
TIMER<TAB><TAB>SCHEDULE<TAB>DAY<TAB>6h30m<TAB>4h<TAB>20h
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00, Monday to
# Friday (e.g. 6:30, 10:30, 14:30, 18:30 of each day).
TIMER<TAB><TAB>SCHEDULE<TAB>WEEK<TAB>6h30m<TAB>4h<TAB>20h<TAB>1d2d3d4d5d
# Following timer fires events every 4 hours starting at 6:30, ending at 22:45 (e.g. 6:30, 10:30, 14:30, 
# 18:30, 22:30), on the 1th, 2th, 10th, 20th of every month.
TIMER<TAB><TAB>SCHEDULE<TAB>MONTH<TAB>6h30m<TAB>4h<TAB>22h45m<TAB>1d2d10d20d
# Following timer fires events every 1 hours, 3 minutes and 3 seconds starting at 00:00:01, ending at
# 23:59:59 (e.g. 00:00:01, 01:03:04, 02:06:07 etc), on the 3rd, 6th, 9th, 12th, 15,th, 18th and 21st of every month.
TIMER<TAB>Timer_02<TAB>SCHEDULE<TAB>MONTH<TAB>1s<TAB>1h3m3s<TAB>23h59m59s<TAB>3d6d9d12d15d18d21d

Note:  Make  sure  that  only  used  subscription  definitions  are  present  in  the  configuration  file
(resource-related point of view).

Specific Lines:

The  following  line  types  are  REST  Server  specific  and  will  be  used  to  configure  different
functionalities:

Line Type Description

NOSQL_REQ Defines a NoSQL Database action statement.

The format of the NOSQL_REQ line is the following:

CouchDb:

NOSQL_REQ<TAB>Condition ID<TAB>Connection ID<TAB>Action Name<TAB>Action Status<TAB>Database Name<TAB>Document Name<TAB>HTTP method<TAB>Header<TAB>Body<TAB>Content Type<TAB>Trigger

MongoDb:

NOSQL_REQ<TAB>Condition  ID<TAB>Connection  ID<TAB>Action  Name<TAB>Action
Status<TAB>Database  Name<TAB>Document  Name<TAB>Body<TAB>Content
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Type<TAB>Trigger

Examples:

CouchDb: 

NOSQL_REQ NoSQL_02 Action_02 Active aaaa POST {}
{"clasic": [{"action": "insert_action_2","big_text": "Whenever a method

overrides another method, or a method implements a signature in an interface.
The @Override annotation assures you that you did in fact override something.
Without the annotation you  risk  a  misspelling  or  a  difference  in  parameter
types  and  number","id":  "#%-ItemItemID%OPC_1.increment.I8_%Current-%
#","timestamp":  "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value":
"#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local
Items.Arrays.i4_

MongoDb: 

NOSQL_REQ NoSQL_01 Action_01 Active demodb
democollection {"test_key":  "#%-ItemValue%OPC_1.increment.I1_%Current-%#"}

Local Items.Arrays.i1_

The NOSQL_REQ line contains the following configurable parameters:

Parameter Description

NOSQL_REQ The type of the line, predefined keyword.

Condition ID Condition  identifier  (defined  above,  see  Condition
Line).

Connection ID NoSQL connection ID

Action name The name of the action visible in the Configurator

Action Status Specifies  whether  or  not  the action will  be executed:
Active or Inactive

Database name The name of the database

Document name The name of the document

HTTP method POST  or  PUT  -  only  available  for  databases  with
REST interfaces

Header The  serialized  form  of  the  action  header  -  only
available for databases with REST interfaces

Body The serialized form of the action body

Content Type The HTTP content type of the body - only available for
databases with REST interfaces
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Trigger ID Associated trigger identifier (one of the above defined:
Item Trigger, Timer Trigger)

The action body parameter configures the text which will be sent to the NoSQL server when the
corresponding action is executed.

Example of NoSQL database configuration lines and the appropriate ITEM lines:

ITEM Local Items.Arrays.i1_ Local Items.Arrays.i1 I1[]
NOSQL_REQ NoSQL_01 Action_01 Active demodb democollection {"test_key": "#%-ItemValue%OPC_1.increment.I1_%Current-%#"} Local Items.Arrays.i1_

ITEM Local Items.Arrays.i4_ Local Items.Arrays.i4 I4[]
NOSQL_REQ NoSQL_02 Action_02 Active aaaa POST {} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Arrays.i4_

In order to offer a flexible configuration for NOSQL_REQ statements, placeholders can also be
used. Placeholders are syntactical entities that are replaced with  their  associated values  each
time the statement is evaluated during the run time of the local dataFEED OPC Suite application
(before the request is sent to the server).

Note:  The Condition ID  used  in  NOSQL_REQ  line  definition  must  be  defined  in  the  current
Subscription File; the default condition may also be used.

Note:  The  Connections  ID  used  in  a  NOSQL_REQ  line  definition  must  be  defined  in  the
associated Task File.

The  NOSQL_REQ  actions  will  be  executed  on  every  data  change  event,  however  their
execution will also depend on both the defined conditions and the type of the fired trigger. 

If the actions are associated with triggers of type Item, the respective actions are evaluated on
each item change, but are only executed if all of the following conditions are true:

The subscription item ID of the action has to be defined in the configuration.

A change occurs for the respective item.

The action condition is true.

The placeholders in the action can be replaced by their respective values (the changed data
source may invalidate the action).

If the actions  are associated with  triggers  of  type Timer,  the respective actions  are evaluated
and executed only if all of the following conditions are true: 

The subscription item ID of the action has to be defined in the configuration.

The action condition is true.

The placeholders in the action can be replaced by their respective values (the changed data
source may invalidate the action).

Subscription File - Example:

CONDITION AllGoodQuality
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#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
#
MODIFIER V
#
#
ITEM Local Items.Arrays.i1_ Local Items.Arrays.i1 I1[]
NOSQL_REQ NoSQL_01 Action_01 Active demodb democollection {"test_key": "#%-ItemValue%OPC_1.increment.I1_%Current-%#"} Local Items.Arrays.i1_
#
ITEM Local Items.Arrays.i4_ Local Items.Arrays.i4 I4[]
NOSQL_REQ NoSQL_02 Action_02 Active aaaa POST {} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Arrays.i4_
#
ITEM OPC_1.increment.I1_ OPC_1.increment.I1 I1
#
ITEM OPC_1.increment.I8_ OPC_1.increment.I8 I8

7.3.3.8 File

This section of the Softing dataFEED OPC Suite Online Help describes how to configure the file
data destination functionality of Softing dataFEED OPC Suite.

OPC2File

OPC to File stores OPC data from any Data Access or XML DA server in text files (.txt, .xml or
.html).  The  data  read  by  Softing  dataFEED  OPC  Suite  is  archived  in  files  via  simple  TEXT
statements.

The OPC2File has the following functionalities: 

Transfer of OPC data from any DA or XML DA server to a file.

Output of information to plain text files, xml or html files.

Comes with its own Web server diagnostic interface.

The OPC File add-on is the product name of the Softing’s file writer add-on for dataFEED OPC
Suite, therefore the add-on library will have the name OSF_AO_File.dll and will be present in the
installation folder.

The dataFEED OPC Suite OPC2File add-on can be configured using the configuration files (tab
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separated values) and the XML configuration elements. The respective configuration files can be
manually created and edited or they can be managed with the help of by dataFEED OPC Suite
Configurator.

Note:  This  add-on  retrieves  the  values  of  items  from  OPC  servers  originating  from  server
connections and writes them to a text file using standard streaming (currently the plain text, xml
and html  syntaxes  are supported).  For  each data change received the  file  task  performs  the
configured text statements.

The following item information can be serialized:

the item value

the item quality as integer or as readable string.

the item timestamp as date time with or without milliseconds

the data change timestamp as date time with or without milliseconds 

the internal subscription item ID

the item ID

All this information can be configured from the dataFEED OPC Suite Configurator, yet advanced
information carried for  each item  received  in  a  data  change  is  only  configurable  through  the
subscription file (manually editing this file):

the internal item value.

the internal item quality as integer or as readable string. 

the internal item timestamp with or without milliseconds.

the internal data change timestamp as date time with or without milliseconds

the internal item ID. 

Specific  details about how to create and handle the OPC2File  definitions  can be found on the
Configuration: Data Destination - File page.

A detailed configuration file format description can be found on the Configuration Files page.

Softing dataFEED OPC Suite V4.49
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7.3.3.8.1 Configuration

Main user interface

Configuration of  the  OPC2File  functionality  is  done  in  the  Data  Destination  -  File  main  user
interface.The main add-on UI page can be reached by choosing the File  option from  the Data
Destination section in the left side navigation panel.

The below image illustrates the main user interface of the File add-on:

For more details about the OPC2File functionalities see the File page.

The entire File add-on functionality can be activated or deactivated by selecting respectively
deselecting the Activate File checkbox.
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Note: If file definitions or file actions are defined and the add-on functionality is deactivated, this
definitions  will  not  be deleted from  the configuration files  (task and subscription files).  Instead
they are marked as deactivated - prefixed with the deactivated mark: #! - which lines are ignored
by the local dataFEED OPC Suite application. 

By default  the OPC2File  functionality is  disabled and it  must  be first  enabled by selecting the
Activate File check-box at the top of the Data Destination - File main UI page in order to use it.
When this add-on is enabled the File Wizard will be shown.

The Data Destination - File main view consists of:

The Activate File checkbox which allows enabling / disabling this add-on.

A tree displaying the file definitions and file actions related to them.

An action editor which offers support in editing the selected file action.  

File definition handling

From the Data Destination - File main user interface, certain operations can be performed using
the buttons on the right, the keyboard shortcuts or the corresponding context menu actions:

Change  the  properties  of  the  selected  file  definition  using  the  Properties  button   ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu.

Change the properties of the selected file action using the Properties  button , pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new  file  definition selecting the Files  root  element  and using the  Add  button  ,
pressing the keyboard shortcut CTRL+A or selecting the Add action from the root  element
context menu.

Add a new  action for  the selected file  definition using  the  Add  button  ,  pressing  the
keyboard shortcut CTRL+A or selecting the Add action from the file definition context menu.

Remove the selected file definition /  file  action using the Delete  button ,  pressing the
DELETE / DEL keyboard key or selecting the Delete action from the context menu.

Modify the trigger type for the selected file action selecting the Modify  Trigger  Type  action
from the context menu.

Modify the trigger settings for the selected file  action selecting the Modify Trigger  Settings
action from the context menu. If the trigger type is Datachange this context menu action is
disabled.  For  more information see  the  Item  Trigger  wizard  or  the  Timer  Trigger  wizard
page.

Specify the global alias values  for  the entire  configuration using the Configure global  alias

and initial values button  or pressing the keyboard shortcut CTRL+D.
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The Files root node's context menu can be seen below:

The File Definition context menu can be seen below:

The File Action context menu can be seen below:

Each action can be activated or deactivated separately using Toggle Active State on/off  option.
Inactive actions are grayed out in the tree view.

For  file  action  definitions  in  the  File  tree  the  trigger  type,  the  update  rate  and  the  execution
condition can be defined. These values can be edited by clicking in the corresponding cell.

Action editor handling

The File Action Editor offers the possibility to edit a selected file action by inserting text lines and
placeholders.  Unlike the Database Action Editor,  the File  Action  Editor  supports  the  Tab  and
New Line characters.

For  example,  the  following  statement  writes  the  text  to  the  file,  replacing  the  placeholders
accordingly: 

TXT: The value of <<I1> / <ItemID>> was changed to <<I1> / <ItemValue>> at <<I1> / <ItemTimestampMS>> 
XML: <value ItemID="<<I1> / <ItemID>>" ItemValue="<<I1> / <ItemValue>>" ItemTimestamp="<<I1> / <ItemTimestampMS>>" 
TSV: <<I1> / <ItemID>>#%-TAB-%#<<I1> / <ItemValue>>#%-TAB-%#<<I1> / <ItemTimestampMS>>#%-CLRF-%#

Note: This add-on offers the possibility to include a header file and a footer file at the beginning
and  end  of  the  output  files.  The  full  paths  to  these  two  files  must  be  specified  or  the
corresponding text must be provided.

Note:  Configuration  files  are  encoded  in  UTF-8,  thus  providing  full  support  of  Unicode
characters.
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Time Format

When  the  File  root  node  is  selected,  invoking  the  properties  action  by  any  means  (button,
context  menu or  keyboard shortcut)  displays  a dialog that  allows  the user  to  modify  the  time
format  setting.  The  General  Time  Properties  dialog  can  be  opened  by  using  the  Properties

button , by pressing the keyboard shortcut  CTRL+P or  by selecting the Properties  action
from the context menu.

Note: The General Time Properties dialog will not open unless the File root node is selected.

Time format specifies the format in which the timestamps will be converted. Also, Date format,
but for the date part of the timestamp values.

The default value for the date/time format  is  "mm/dd/YYYY HH:MM:SS.FFF pp"  as  seen in  the
screenshot above.

Note:  At least  one of  the formats  need to  be specified.  If  both Time format  and Date format
values are empty, an error message will be displayed to the user  and this  dialog will  not  pass
validation.

Time Zone,  handles  the source localization time:  UTC  (Universal  Time  Coordinated)  or  local
time (local time localization). The default time zone is UTC.

7.3.3.8.2 File Wizard

With the File Wizard you can create new file definitions and modify the existing ones:

Obtain general information about the File Wizard @ File Wizard - Welcome
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Select the data file and decide whether to use multiple files or not @ File Wizard -  Data
File

Define the file header @ File Wizard - File Header

Define the file footer @ File Wizard - File Footer

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Welcome wizard page describes the basic steps for completing the file definition:

define file's name and path 

define the file's output rate 

define the file's header 

define the file's footer 
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Continue to the next wizard page by pressing the Next button, or quit the wizard by clicking the
Cancel button.

File Wizard - Data File >>>  

The Data File wizard page allows you to provide the file path and name for the output data file as
well as specify whether multiple data files should be used or not.

Data File

The path and name of the file can be typed in the provided text  box.  The data file  can also be
selected by clicking the browse button located to the right of the File text box.

If  the typed path does  not  exist,  it  will  be automatically created by  the  dataFEED  OPC  Suite
Configurator.  If  an  existing  file  is  chosen  with  the  help  of  the  browse  button,  a  confirmation
message will be shown asking whether to overwrite the file or not.

The file will be overwritten on each restart of the application if the "Overwrite existing file" check
box is enabled. By default the option is inactive and the new data is appended to an existing file
or a new file is being created.

The write buffer is flushed to the specified file every time when its  size is  bigger  than 4Kb.  By
checking the "Commit write buffer to file every 10 seconds" the write buffer is flushed every 10
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seconds independent of its size.

Attention: Make sure that the location path is valid and that you have writing rights on it. 

Note:  The  path  and  the  file  name  are  mandatory;  the  wizard  cannot  be  continued  without
providing this data.

Multiple Data Files

The Activate Multiple  Data Files  section allows  choosing how  often new  data files  should  be
created:

hourly - one output file is created each hour.

daily - one output file is created each day.

weekly - one output file is created each week.

There is  another  setting,  called "Extended file  timestamp  format",  which  makes  the  Runtime
append the _YYYYMMDDHHMMSS timestamp format to the file name, instead of the standard -
YYYYMMDD-HH format. The last one is appended when the check box is unchecked.

This functionality can be activated or deactivated by checking / unchecking the Activate Multiple
Data Files  checkbox.  When this  feature  is  not  active,  the  entire  local  dataFEED  OPC  Suite
application output is written to a single file.

Note: Make sure the operating system supports large files when this option is not active or when
the created output is large enough.

Note: Make sure that there is enough free space available on the target drive to write the output
files. If  there is  not  enough free space the OPC2File  functionality will  not  add any data to  the
corresponding file (when the drive is full).

To proceed with the wizard and continue to define the file's header press the Next button. To go
to  the  previous  wizard  pages  use  the  Back  button.  Exit  the  wizard  by  pressing  the  Cancel
button. 

<<< File Wizard - Welcome File Wizard - File Header >>>

The File Header wizard page allows defining the optional file header. The file header is inserted
in each output file created by this add-on. The header may be an existing file but it may also be
manually typed in.
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By  default  this  option  is  disabled  but  it  can  be  enabled  by  marking  the  Add  File  Header
checkbox. 

When enabled, the header can be defined in two ways:

select an existing file and use the file contents as the file header.

manually type the file header in the provided text area.

From File

When the File option is selected, the path and file name pointing to an external file can be typed
into the corresponding text box. The file can also be selected by clicking the browse button to the
right of the file input box.

Note: If this option is selected, it is  mandatory to provide a valid path and file name wherefrom
the header will be imported. It is  not possible to continue the wizard without  properly providing/
selecting this file.

Manually

When this option is selected, it is possible to add a file header by manually typing the text in the
provided text area. 
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Note: If this option is selected, it is mandatory to provide the header otherwise the wizard cannot
continue.

To proceed forward and define the file  footer  use the Next  button,  to  go back and modify the
Data File options use the Back button. Exit the wizard using the Cancel button.

<<< File Wizard - Data File File Wizard - File Footer >>>

The File Footer wizard page allows defining the optional file footer. The file footer  is  inserted in
each output  file  created by this  add-on.  The footer  may be an existing file  but  it  may also  be
manually typed in.

By default this option is disabled but it can be enabled by marking the Add File Footer checkbox. 

When enabled, the footer can be defined in two ways:

select an existing file and use the file contents as the file footer.

manually type the file footer in the provided text area.
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From File

When the File option is selected, the path and file name pointing to an external file can be typed
into the corresponding text box. The file can also be selected by clicking the browse button to the
right of the file input box.

Note: If this option is selected, it is  mandatory to provide a valid path and file name wherefrom
the footer will be imported.  It  is  not  possible  to  continue the wizard without  properly providing/
selecting this file.

Manually

When this option is selected, it is  possible to add a file footer by manually typing the text in the
provided text area. 

Note: If this option is selected, it is mandatory to provide the footer otherwise the wizard cannot
continue.

To complete the File Wizard use the Finish button, to go back and modify the file header use the
Back button. Exit the wizard using the Cancel button.

<<< File Wizard - File Header

7.3.3.8.3 File Action Wizard

With the File Action Wizard you can create a new File Action definition or modify an existing
one:

Obtain general information about the File Action Wizard @ File Action Wizard - Welcome

Define the text output for the actual file action @ File Action Wizard - Output Data

Choose the file action trigger type @ File Action Wizard - Trigger Type

Pick the item trigger @ File Action Wizard - Trigger Item

Select the timer trigger @ File Action Wizard - Timer Selection

Define the timer identity @ File Action Wizard - Timer Identity
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Choose the timer type @ File Action Wizard - Timer Type

Adjust schedule timer settings @ File Action Wizard - Schedule Timer Settings

Set the timer interval @ File Action Wizard - Interval Timer Settings

Select the variable trigger @ File Action Wizard - Variable Trigger Selection

Configure  the  execution  condition  and  the  update  rate  @  File  Action  Wizard  -  Action
Settings

Note: A File Action Wizard flow will not include all the pages listed above. A specific  branch will
be followed during the wizard according to the selections performed in some of the pages.

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the basic steps for completing the file action definition:

specify the text statement of the current action using text and placeholders.

define the trigger settings of the current action. 

specify the subscription update rate and the execution condition of the current action. 
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Proceed to the next wizard page pressing the Next button, exit the wizard pressing the Cancel
button.

File Action Wizard - Output Data >>>  

This wizard page allows defining the text for the current  action using the action editor.  Certain
operations can be performed using the buttons on the right,  the context  sensitive menu or  the
keyboard shortcuts:

Insert  a  data  value  placeholder  using  the  Insert  Data  Value  Placeholder  button  ,
 pressing the keyboard shortcut:  CTRL+I  or  selecting  the  Insert  Data  Value  Placeholder
action from the context menu.  

Modify an existing data value placeholder  using the Modify  Data Value Placeholder  button

,  pressing  the  keyboard  shortcut:  CTRL+M  or  selecting  the  Edit  Data  Value
Placeholder action from the context menu.

Cut, copy, paste or delete text with or without placeholders selecting the Cut, Copy,  Paste
or Delete actions from the context  menu or  using the keyboard shortcuts  associated with
these actions CTRL+X, CTRL+C, CTRL+V respectively the DELETE / DEL keyboard key.
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An example of the context sensitive menu is shown below:

Note:  The  Cut,  Copy  and  Paste  actions  use  the  Windows  Clipboard  for  data  transfer  thus
allowing data to be transferred to/from other applications  (e.g.  the textual  representation of  the
action editor content can be used in external applications and text from external application can
be used in the action editor).

Attention: Please keep in mind that placeholders copied to clipboard (through the Copy  or Cut
commands) will  only be pasted back as  placeholders  if  the clipboard has  not  been tampered
with, otherwise the placeholders will be pasted as plain text.

Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.
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To proceed forward and define the trigger type use the Next button, to go back to  the previous
wizard page use the Back button. Exit the wizard using the Cancel button.

<<< File Action Wizard - Welcome File Action Wizard - Trigger Type >>>

The Trigger  Type wizard page provides  the possibility  to  select  the trigger  type for  the  actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Data Change - This trigger is fired when a data change occurred in at least one of the items
used in any of the consumer add-ons.

Variable  Trigger  -  This  trigger  is  fired  when  the  variable  trigger  condition  is  satisfied,  in
relation with the specified data items.

To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.
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Depending on the selected Trigger Type the next wizard page will be:

File Action Wizard - Trigger Item - if the selected trigger type is Item Trigger,

File Action Wizard - Timer Selection - if the selected trigger type is Timer Trigger,

File Action Wizard - Action Settings - if the selected trigger type is Data Change (unlike the
above options, no other parameters need to be configured here),

File Action Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

The description of the File Action Wizard will continue with the wizard pages for configuring an
Item Trigger.

<<< File Action Wizard - Output Data File Action Wizard - Trigger Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item.

This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.
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Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.
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Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

To proceed with the wizard and continue to define the action settings use the Next button. To go
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back to  the previous  wizard page use the Back  button,  or  exit  the wizard and discard all  the
changes by clicking the Cancel button.

<<< File Action Wizard - Trigger Type File Action Wizard - Action Settings >>>

The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.

The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.
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Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:

Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.

A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new  one.  The first  page of  this  sub-wizard is  File
Action Wizard - Timer Identity.

To proceed with the File Action Wizard and define the action settings press the Next button. To
return to the previous wizard page use the Back button, or exit the wizard by clicking the Cancel
button.

The wizard will  continue  straight  to  the  Action  Settings  page  as  an  already  defined  timer  is
selected.

<<< File Action Wizard - Trigger Type File Action Wizard - Action Settings >>>

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.



Softing dataFEED OPC Suite V4.49 - User Manual

870 © Softing Industrial Automation GmbH

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire File Action Wizard by pressing the Cancel button.
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<<< File Action Wizard - Timer Selection File Action Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer

Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer fire events. The time interval can be configured on the File Action Wizard - Interval Timer
Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the File  Action Wizard -  Schedule Timer  Settings  wizard
page.
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Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard  page  use  the  Back  button,  or  exit  this  sub-wizard  (thereby  aborting  the  File
Action Wizard) by pressing the Cancel button.

The description of the File Action Wizard will  continue with  the wizard pages  for  configuring a
Schedule Timer.

<<< File Action Wizard - Timer Identity File  Action  Wizard  -  Schedule  Timer
Settings >>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.
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Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).

Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< File Action Wizard - Timer Type File Action Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< File Action Wizard - Timer Type File Action Wizard - Timer Selection >>>

The Action Settings  wizard page allows  defining the execution condition  and  the  subscription
update rate for the current file action.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 875

The wizard page is divided into two sections: Execution Condition and Update Rate.

Execution Condition

Each statement  has  an execution condition  which  is  evaluated  by  the  local  dataFEED  OPC
Suite  application.  The  action  is  only  performed  when  the  evaluation  is  successful.  If  the
evaluation fails then the statement is ignored.

The  execution  conditions  allow  reacting  to  server  communication  errors,  executing  special
statements or preventing the execution of other statements.

The execution condition can be selected  directly  from  the  drop  down  combo  box.  The  initial
value is the global alias one. Changing the global default execution condition can be done using

the Configure global alias and initial values button  or pressing the keyboard shortcut CTRL
+D.

Update Rate

The Update Rate specifies the execution rate of the current file action.

The update rate can be typed or selected from the spin box. The initial value is the global  alias
one. Changing the global default update rate can be done using the Configure global  alias  and

initial values button  or pressing the keyboard shortcut CTRL+D.
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Complete the File Action Wizard pressing the Finish button, review the past wizard pages using
the Back  button, or cancel the wizard thus  discarding all  the changes  by pressing the Cancel
button.

<<< File Action Wizard - Trigger Type

7.3.3.8.4 Data Value Placeholder Wizard

With the Data Value Placeholder Wizard you can create a placeholder from a configured data
source or from a valid wildcard:

Obtain a general description of the wizard @ Data Value Placeholder Wizard - Welcome

Select a placeholder item @ Data Value Placeholder Wizard - Data Item

Select the data value and source @ Data Value Placeholder Wizard - Data Value

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the individual steps for defining the placeholder:

Select  an item  from  the local  dataFEED  OPC  Suite  application namespace  or  provide  a
valid wildcard.

Choose the data value and the data source for the selected item.
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Continue to the next wizard page using the Next button or quit the wizard pressing the Cancel
button.

Data Value Placeholder Wizard - Data Item >>>

The Data Item wizard page allows selecting the placeholder item. The placeholder item can be:

Any item originating from a Server  Connection,  from  the Local  Items  or  from  the System
Items can be selected, choosing a tag from the Local Namespace. 

A valid wildcard can be manually created by typing its regular  expression in  the Data Item
edit box.
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Local Namespace Tree Handling

The Local  Namespace  tree offers  the possibility  to  explore the entire  namespace of  the local
dataFEED OPC Suite application in order to select a data item. After the selection is made, the
Data Item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.
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If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Attention:  The  Local  Namespace  root  node,  the  Local  Items  root  node  and  the  server
connection root nodes cannot be deleted. An item that is used in consumers or a system  item
cannot be deleted either.

Note:  The  copy/paste  actions  work  on  the  selected  tag/property  or  on  the  whole  selected
branch.  The  copy  action  is  not  available  for  the  Local  Namespace  root  or  for  the  server
connection  root  nodes;  the  paste  action  is  not  available  for  items  of  type  property  (as  they
cannot have any children).

The entire namespace of the local Softing dataFEED OPC Suite application is  exposed in  this
wizard page. The tree root node name is composed of the Local Namespace keyword followed
by the instance name. 
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Selected Data Item Handling

When an item from the Local Namespace is selected, the Data Item  edit box is populated with
the item ID.

Note: Only tag and property  items  are  allowed  to  be  used  in  placeholder.  If  a  node  item  is
selected, an error message dialog will appear when the Next button is pressed.

Note: The Data Item  edit box in the Selected Data Item  section of this wizard page is editable.
The text typed in this text area is considered as wildcard.

Regular expressions with special characters (asterisk, question mark, square brackets) can be
used in this field.

The asterisk wildcard ( * ) substitutes any sequence of characters of any length:

SID* - replaces any string of at least 3 characters that starts with SID

S*D – replaces a string of at least 2 characters that starts with S and ends with D

The question mark wildcard ( ? ) substitutes a single character:

SID? – replaces any string of 4 characters that starting with SID.

S?D – replaces any string of 3 characters that starts with S and ends with D.

The range wildcard (  [  ]  )  substitutes  any single  character  in  the range specified between the
square brackets:

S[A-Z]D – replaces any string of 3 characters that starts with S, ends with D and contains
any character in the range A to Z.

SID[0-9]  –  replaces  any  string  of  4  characters  that  starts  with  SID  and  ends  with  any
number in the range 0 to 9.

Proceed to the next page to set the item data value and source by using the Next button, return
to the previous  wizard page by using Back  button,  or  quit  the wizard by pressing the Cancel
button.

<<< Data Value Placeholder Wizard - Welcome Data  Value  Placeholder  Wizard  -
Data Value >>>
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The Data Value wizard page provides the possibility to set the properties of the placeholder:

Data Value - select the actual data value for the associated data item which will be replaced
during the run time of the local dataFEED OPC Suite application.

Data Source - select the source for data value which will be replaced during the run time of
the local dataFEED OPC Suite application.

Data Value

The following data value attributes may be used:

Attribute Description

Data Value The value of the data source server item.

Item Identified The ID of the data source server item.

Quality as Integer The data source server item quality as integer.

Quality as String The data source server item quality as string.

Timestamp  (without
milliseconds)

The data  source  server  item  timestamp  as  date  time  without
milliseconds.
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Timestamp  (with
milliseconds)

The data source server  item  timestamp as  date time including
milliseconds.

Timestamp  (milliseconds
part only)

The milliseconds part of the data source server item timestamp.

Internal  Timestamp  (without
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time without milliseconds.

Internal  Timestamp  (with
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time including milliseconds.

Internal  Timestamp
(milliseconds part only)

The milliseconds part of timestamp of  data change in  the local
dataFEED OPC Suite application.

Data Source

The following data sources can be selected:

Data Source Description

Current The value used is the current one. This means that if the item is
included in the transaction, the received value is used. If the item
is not included, the cached value is used.

Cache The cached value is always used, even if the item is present in
the incoming transaction.

Changed The item  must  be included in  the incoming transaction  as  the
current value will be used.

Attention: If the action trigger is set to Data Change and the corresponding action contains  at
least one placeholder having Changed as the Data Source, that specific  item must exist  in  the
incoming transaction in order for the action to be executed. When the item is not present in the
transaction, the action is invalidated.

Complete the wizard using the Finish  button,  go back to  the previous  wizard  page  using  the
Back button or discard any changes made in this wizard by pressing the Cancel button.

<<< Data Value Placeholder Wizard - Data Item
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7.3.3.8.5 Trigger Wizard

The Trigger Wizard allows modifying the trigger for the current action:

Obtain general information about the Trigger Wizard @ Trigger Wizard - Welcome

Pick a trigger type @ Trigger Wizard - Trigger Type

Select the trigger item @ Trigger Wizard - Trigger Item

Assign an existing timer trigger @ Trigger Wizard - Timer Selection

Name the newly created timer trigger @ Trigger Wizard - Timer Identity

Choose the timer type @ Trigger Wizard - Timer Type

Configure the corresponding timer schedule @ Trigger Wizard - Schedule Timer Settings

Define the timer interval @ Trigger Wizard - Interval Timer Settings

Select the variable trigger @ File Action Wizard - Variable Trigger Selection

Note: A Trigger Wizard flow will not include all the pages listed above. A specific  branch will be
followed during the wizard according to the selections performed in some of the pages.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The Welcome wizard page describes the main steps for defining a trigger:

Choosing a trigger type.

Configuring the respective trigger settings.
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To proceed with  the trigger  creation use the Next  button,  or  quit  the  wizard  by  pressing  the
Cancel button.

Trigger Wizard - Trigger Type >>>

The Trigger  Type  wizard page provides  the possibility  to  select  the trigger  type for  the actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Data Change - This trigger is fired when a data change occurred in at least one of the items
used in any of the consumer add-ons.

Variable  Trigger  -  This  trigger  is  fired  when  a  data  change  for  the  items  in  the  variable
conditions occurs. A data change means that the value or the quality of the item changed.

Attention: The trigger  only initiates  the file  action  execution.  The  action  will  be  subsequently
validated, however, and might not be executed after all.
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To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

Trigger Wizard - Trigger Item - if the selected trigger type is Item Trigger,

Trigger Wizard - Timer Selection - if the selected trigger type is Timer Trigger

Trigger Wizard - Variable Trigger - if the selected trigger type is Variable Trigger

If the selected action is Data Change  this  will  be the last  wizard page,  therefore the Next
button will become Finish.

The description of the Trigger Wizard will continue with the wizard pages for configuring an Item
Trigger.

<<< Trigger Wizard - Welcome Trigger Wizard - Trigger Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item.
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This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:
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Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

Complete the wizard using the  Finish  button or  return to  the previous  wizard  page  using  the
Back button. To exit the wizard and discard all the changes click the Cancel button.

<<< Trigger Wizard - Trigger Type

The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.
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The current page allows selecting a previously defined timer trigger and managing the timer list
by using using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:

Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.
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A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is Trigger
Wizard - Timer Identity.

Click the Finish  button to  finish the wizard,  or  use  the  Back  button  to  return  to  the  previous
wizard page. To exit the wizard click the Cancel button.

<<< Trigger Wizard - Trigger Item

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.
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If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire Trigger Wizard by pressing the Cancel button.

<<< Trigger Wizard - Timer Selection Trigger Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time interval  can be configured  on  the  Trigger  Wizard  -  Interval  Timer
Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the Trigger Wizard - Schedule Timer Settings wizard page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button, or  exit  this  sub-wizard (thereby aborting the Trigger
Wizard) by pressing the Cancel button.

The  description  of  the  Trigger  Wizard  will  continue  with  the  wizard  pages  for  configuring  a
Schedule Timer.

<<< Trigger Wizard - Timer Identity Trigger Wizard - Schedule Timer Settings >>>
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The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).
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Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button.

<<< Trigger Wizard - Timer Type Trigger Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Trigger Wizard - Timer Type Trigger Wizard - Timer Selection >>>

7.3.3.8.6 Item Trigger Wizard

The Item Trigger Wizard allows modifying the item trigger for the current action:

Obtain  general  information  about  the  Item  Trigger  Wizard  @  Item  Trigger  Wizard  -
Welcome

Configure the trigger item @ Item Trigger Wizard - Trigger Item

Softing dataFEED OPC Suite V4.49
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The Welcome page describes the basic steps for completing the Item Trigger definition.
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Proceed to the next page by pressing the Next button or exit the wizard by pressing the Cancel
button.

Item Trigger Wizard - Trigger Item >>>

On the Trigger Item wizard page you can configure the trigger item you want to use.
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This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:
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Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:
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Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

Complete the wizard using the  Finish  button or  return to  the previous  wizard  page  using  the
Back button. To exit the wizard and discard all the changes click the Cancel button.

<<< Item Trigger Wizard - Welcome

7.3.3.8.7 Timer Trigger Wizard

The Timer Trigger Wizard allows modifying the timer trigger for the current action:

Obtain general information about the Timer Trigger @ Timer Trigger Wizard - Welcome

Select an existing timer trigger @ Timer Trigger Wizard - Timer Selection

Name the newly created timer trigger @ Timer Trigger Wizard - Timer Identity

Choose the timer type @ Timer Trigger Wizard - Timer Type
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Configure the corresponding timer schedule @ Timer  Trigger  Wizard -  Schedule Timer
Settings

Define the timer interval @ Timer Trigger Wizard - Interval Timer Settings

Note: A Timer Trigger Wizard flow will not include all the pages listed above. A specific  branch
will be followed during the wizard according to the selections performed in some of the pages.

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the basic steps for completing the timer definition.

Continue to the next  wizard page by using the Next  button or  quit  the wizard by pressing the
Cancel button.
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Timer Trigger Wizard - Timer Selection >>>

The Timer Selection wizard page allows configuring the actual timer trigger.

The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:
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Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.

A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change an existing timer trigger or to add a new one. The first page of this sub-wizard is Trigger
Wizard - Timer Identity.

Click the Finish  button to  finish the wizard,  or  use  the  Back  button  to  return  to  the  previous
wizard page. To exit the wizard click the Cancel button.

<<< Timer Trigger Wizard - Welcome

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.
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Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 

When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

Continue to the next wizard page to choose the timer type by using the Next button, go back to
the previous wizard page to select another timer trigger by pressing the Back  button, or cancel
the entire Timer Trigger Wizard by pressing the Cancel button.

<<< Timer Trigger Wizard - Timer Selection Timer Trigger Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer  fire  events.  The time interval  can be configured  on  the  Timer  Trigger  Wizard  -  Interval
Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the Timer Trigger Wizard - Schedule Timer Settings wizard
page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button,  or  exit  this  sub-wizard (thereby aborting the  Timer
Trigger Wizard) by pressing the Cancel button.

The description of the Timer Trigger Wizard will continue with the wizard pages for  configuring
a Schedule Timer.

<<< Timer Trigger Wizard - Timer Identity Timer  Trigger  Wizard  -  Schedule  Timer
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Settings >>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the  Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.

Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).
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Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< Timer Trigger Wizard - Timer Type Timer Trigger Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Trigger Wizard - Timer Type Timer Trigger Wizard - Timer Selection >>>

7.3.3.8.8 Data Values Placeholder

Placeholders can be used when configuring various actions (SQL, TEXT and other statements).
These placeholders can be defined in the File Action Wizard,  Database Action Wizard,  File  or
Database main user interface and are saved in the Subscription file. A placeholder is determined
by the following attributes:

Data Item - an item (tag, property or node with value) originating from a Server Connection,
from the Local Items or from the System Items, or a valid wildcard.

Data Value - the actual data value for the associated data item which will be replaced during
the run time of the local dataFEED OPC Suite application.

Data Source - the source for the data value which will be replaced during the run time of the
local dataFEED OPC Suite application.

Placeholder in the user interface

Two types of placeholder editors are implemented in the Softing Configurator. Only one type of
action editor is  used in the File add-on, that is  the Text Action Editor. This placeholder editor is
found  in  File  Action  Wizard  -  Output  Data  wizard  page  and  also  in  the  Configuration:  Data
Destination -  File  main user  interface page of  the File  add-on;  the  corresponding  placeholder
form is: <<Short Data Value> / <Short Data Item>>:

<<R8> / <ItemID>>
<<R8> / <Value>>
<<R8> / <QualityString>>
<<R8> / <TimestampMS>>
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Placeholder in the subscription file

In the subscription file a placeholder has the following syntax:

#%-<Data Item>%<ItemID_SubscriptionID>%<DataSource>-%#

where:

Attribute Description

#%-  -%# Represents the beginning and the end of a placeholder definition

Data Item Represents the item data value.

% Separates the Data Value, Data Item and Data Source fields  in
the placeholder.

ItemID_SubscriptionID Represents the subscription item identifier.

Data source Represents the item data source.

Example:

#%-ItemValue%OPC_1.increment.R8_Subscription_222%Current-%#

Data value:

The following data value attributes  can be used (they are supported by both dataFEED  OPC
Suite Configurator and local dataFEED OPC Suite application):

Attribute Subscription  file
form

Description

Data Value ItemValue The value of the data source server item.

Item Identified ItemItemID The ID of the data source server item.

Quality as Integer ItemQuality The data source server item quality as integer.

Quality as String ItemQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

ItemTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

ItemTimestampMS The data source server item timestamp as date
time including milliseconds.

Timestamp ItemTimestampMS The milliseconds part of the data source server
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(milliseconds  part
only)

Part item timestamp.

Internal  Timestamp
(without milliseconds)

ItemTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

ItemTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Internal  Timestamp
(milliseconds  part
only)

ItemTimestampOC
TMSPart

The  milliseconds  part  of  the  data  change
timestamp  in  the  local  dataFEED  OPC  Suite
application.

The following data value attributes  can be used (only supported by the local  dataFEED  OPC
Suite application):

Attribute Subscription  file
form

Description

Item Subscription ID ItemSubscriptionID The subscription ID of the item 

Data Value DataValue The ID of the data source server item.

Data Quality as Integer DataQuality The data source server item quality as integer.

Data Quality as String DataQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

DataTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

DataTimestampMS The data source server item timestamp as date
time including milliseconds.

Internal  Timestamp
(without milliseconds)

DataTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

DataTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Data Item ID DataItemID The value of the data source server item.

Attention: There is a significant  difference between the Data Values  in  the tables  above.  The
values in the second table are taken directly from dataFEED OPC Suite internal server while the
values for the Data Values from the first table are taken directly from the server which holds the
real Item. dataFEED OPC Suite holds only a copy of that Item.
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Data Source or Item type:

One of the following Data Sources may be selected:

Item type Description

Current The item must be in the subscription item list. The value used is
the current  one,  which means  that  if  the  value  for  the  item  is
included in the current transaction, this value will be used. If the
value  is  not  included  in  the  incoming  transaction,  the  cached
value will be used.

Cache The item must be in the subscription item list. The value used is
the cached one,  even  if  that  item  is  included  in  the  incoming
transaction.

Changed The item must be in the subscription item list. The value used is
the  changed  one,  which  means  that  the  entire  action  will  be
invalidated if the item is not present in the incoming transaction.

Examples:

'#%-ItemTimestampOCTMSPart%OPC_1.increment.R8_Subscription_222%Current-%#'
'#%-ItemTimestampOCTMS%OPC_1.increment.R8_Subscription_222%Changed-%#'
'#%-ItemTimestampOCT%OPC_1.increment.R8_Subscription_222%Cache-%#'

Attention: If the Changed Data Source is used in an action and the corresponding action trigger
is a Data Change trigger, make sure that a transaction which contains data changes for all the
items used in the current action will be generated by the server; otherwise, the entire action will
be invalidated if an item has no associated data change in the incoming transaction.

Wildcards

A placeholder  can also contain  a  wildcard  at  the  position  of  ItemID_SubscriptionID,  which  is
matched  by  the  local  dataFEED  OPC  Suite  application  against  the  items  defined  in  the
subscription file:

#%-ItemValue%Wildcard_02%Current-%#
#%-ItemQualityString%Wildcard_02%Cache-%#
#%-ItemTimestamp%Wildcard_02%Changed-%#
#%-ItemItemID%Wildcard_02%Current-%# 

where Wildcard_02 is the wildcard ID of a wildcard previously defined in the subscription file.

Below you can find examples of possible placeholder definition forms. Please note that not all of
them are supported by the dataFEED OPC Suite Configurator:
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Placeholder Form Description

#%-ItemValue%<Subscription  Item  ID>%item
type-%#

The item value

#%-ItemQuality%<Subscription  Item  ID>%item
type-%#

The item quality as integer

#%-ItemTimestamp%<Subscription  Item  ID>%
item type-%#

The item timestamp as date time

#%-ItemTimestampMS%<Subscription Item  ID>
%item type-%#

The milliseconds part of the item timestamp

#%-ItemTimestampOCTMS%<Subscription Item
ID>%item type-%#

The timestamp of  data change in  the local
dataFEED  OPC  Suite  application
(milliseconds part)

#%-DataValue%<OCT  Item  ID>%item  type%%
data type-%#

The item value

#%-DataQuality%<OCT Item ID>%item type-%# The item quality as integer

#%-DataQualityString%<OCT  Item  ID>%item
type-%#

The item quality as readable string

#%-DataTimestamp%<OCT  Item  ID>%item
type-%#

The item timestamp as date time

#%-DataTimestampOCT%<OCT  Item  ID>%
item type-%#

The timestamp of  data change in  the local
dataFEED  OPC  Suite  application  as  date
time

#%-TAB-%# The tabulator character

#%-CRLF-%# Windows-specific  line  separator  (Carriage
return + Line feed)

#%-LF-%# Linux-specific line separator (Line feed)

#%-CR-%# Macintosh-specific  line separator  (Carriage
return)

Examples of wildcards used in File Actions can be found below:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality
CONDITION<TAB>Always<TAB>Always
CONDITION<TAB>ItemQualityChanged<TAB>ItemQualityChanged
#
SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_500<TAB>UPDATERATE<TAB>500<TAB>ACTIVE<TAB>TRUE
#
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ITEM<TAB>increment.I1_Subscription_500<TAB>increment.I1<TAB>Subscription_500
TEXT<TAB>AllGoodQuality<TAB>File_01<TAB>The value of #%-ItemItemID%increment.I1_Subscription_500%Current-%# is #%-ItemValue%increment.I1_Subscription_500%Current-%# and it was changed at #%-ItemValue%increment.I1_Subscription_500%Current-%#<TAB>increment.I1_Subscription_500
#
ITEM<TAB>increment.I2_<TAB>increment.I2<TAB>
#
ITEM<TAB>increment.I4_Subscription_500<TAB>increment.I4<TAB>Subscription_500
#
DATACHANGE
TEXT<TAB>Always<TAB>File_01<TAB>The value of #%-ItemItemID%increment.I4_Subscription_500%Current-%# is #%-ItemValue%increment.I4_Subscription_500%Current-%# and was changed at #%-ItemTimestampMS%increment.I4_Subscription_500%Current-%#<TAB>DATACHANGE
#
TIMER<TAB>Timer_02<TAB>INTERVAL<TAB>1000
TEXT<TAB>ItemQualityChanged<TAB>File_01<TAB>The value of #%-ItemItemID%increment.I2_%Current-%# is #%-ItemValue%increment.I2_%Current-%# and was changed at #%-ItemTimestamp%increment.I2_%Current-%#<TAB>Timer_02

7.3.3.8.9 Configuration Files

All the OPC2File configuration settings are stored in two separated files:

Tasks file - contains general descriptions of the File definitions.

Subscriptions file - which contains all the descriptions relating to the stored data:

what data will be stored.

what is the frequency of storing the data.

where and when will the data be stored.

Note: The path and file name of these configuration files are fixed and not configurable.

The task and subscription files are stored in the Tasks  folder under the instance path. For task
configuration  a  text  file  called  Tasks.txt  and  for  subscription  configuration  a  text  file  called
Subscriptions.txt will be created in  the Tasks  configuration folder.  Although these files  can be
manually edited, using the dataFEED OPC Suite Configurator is advisable.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the configuration is manually edited try loading the configuration in  the dataFEED  OPC  Suite
Configurator as all the configuration files are automatically validated at load-time and, if there are
any  mistakes,  an  error  message  will  be  displayed.  The  dialog  will  contain  an  appropriate
description and will point to the first invalid line of the local items configuration file.

Both  configurations  files  are  plain  text  files  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility)  and they have line-oriented structure.  The elements  of  a  line are tab-separated.
The format of one line is the following:

Line type<TAB>Line data

Task Configuration File

The following line types will be defined: 
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Line Type Description

File Describes the parameters needed to write to a file.

FileHeader Used to specify a free text that is  inserted immediately
after the startup of the application.

FileFooter Used to specify a free text that is  inserted immediately
before the closing of the application.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation. 

The FILE line

The FILE line allows defining all the parameters needed by the File add-on to write in a file:

FILE<TAB>File ID<TAB>Absolute File Path<TAB>File Options

Parameter Description

FILE The type of the line, predefined keyword.

File ID Unique  file  identifier  within  the  task  file  (used  for
matching the FILEHEADER,  FILEFOOTER  lines  and
the statements in the corresponding subscription file).

Absolute File Path Absolute file  path,  including drive letter,  path  and  file
name.

File Options File options used to specify how often data files are to
be created: every hour, every day etc.

Example: 

FILE<TAB>File_01<TAB>C:\Documents and settings\user\My Documents\opcfile1.txt<TAB>
FILE<TAB>File_02<TAB>C:\Documents and settings\user\My Documents\opcfile2.txt<TAB>OneFilePerHour<TAB>
FILE<TAB>File_03<TAB>C:\Documents and settings\user\My Documents\opcfile3.xml<TAB>OneFilePerDay<TAB>
FILE<TAB>File_04<TAB>C:\Documents and settings\user\My Documents\opcfile4.txt<TAB>OneFilePerWeek<TAB>

The File options can have one of the following values:

OneFilePerHour 

OneFilePerDay 

OneFilePerWeek 

If any of the above File  Options  is  specified,  the OPC2File  add-on will  generate a new  file  for
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each hour, day and week, respectively. The date and time of the file creation will be added to the
file name with the format: <Absolute file path>-YYMMDD-HH. If the file  specified in  the task file
already exists, the OPC2File add-on will append the new data to the file.

Note: If no File Options are specified, the file is created without the suffix -YYMMDD-HH.

Note: If the output files already exist, they will be overwritten. Backup or rename the output files

of the previous session if this data is still needed. 

The FILEHEADER line

The FILEHEADER line can be used to specify a text block that is to be inserted at the beginning
of each output file. The syntax of this line is the following: 

FILEHEADER<TAB>File ID<TAB>Absolute File Path 

Parameter Description

FILEHEADER The type of the line, predefined keyword.

File ID Unique  file  identifier  within  the  task  file  (used  for
matching  the  FILE  line  and  the  statements  in  the
corresponding subscription file).

Absolute path Absolute path to the file containing the header.

Example:

FILEHEADER<TAB>File_01<TAB>C:\Documents and settings\user\My Documents\headerfile.txt

Note: The File ID used must be previously defined in a FILE definition.

The FILEFOOTER line

The FILEFOOTER line can be used to specify a text block that is to be inserted at the end of
each output file. The syntax of this line is the following: 

FILEFOOTER<TAB>File ID<TAB>Absolute File Path 

Parameter Description

FILEFOOTER The type of the line, predefined keyword.
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File ID Unique  file  identifier  within  the  task  file  (used  for
matching  the  FILE  line  and  the  statements  in  the
corresponding subscription file).

Absolute path Absolute path to the file containing the footer.

Example:

FILEFOOTER File_01 C:\Documents and settings\user\My Documents\footerfile.txt

Note: The File ID used must be previously defined in a FILE definition.

Task File - Example:

#<TAB>File Add-on - configuration
FILE<TAB>File_01<TAB>C:\Documents and Settings\All Users\Documents\dataFEED OPC Suite\Configuration1\OPC2File_01.txt<TAB>OneFilePerHour
FILEHEADER<TAB>File_01<TAB>C:\Documents and Settings\All Users\Documents\dataFEED OPC Suite\Configuration1\File_01_Header.txt
FILEFOOTER<TAB>File_01<TAB>C:\Documents and Settings\All Users\Documents\dataFEED OPC Suite\Configuration1\File_01_Footer.txt

Subscription Configuration File

The Data Destination - File generates multiple line types: 

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines:

The following line types are common lines and will be used to configure different functionalities:

Line Type Description

Subscription Defines the update rate with which the current  action
will be executed.

Condition Defines the execution condition for the current action.

Wildcard Defines  a  regular  expression  which  is  matched
against the items defined in the subscription file.

Item This line defines a trigger which is fired if the item data
has changed.

The trigger  data includes  all  other  items  which  have
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changed at the same time (were reported in the same
data change callback from the OPC  server).  An item
data change consists of a different value or  quality of
the respective item compared to the previous one.

Timer This  line  defines  a  trigger  which  is  fired  at  specific
time and date or at specific intervals.

Datachange This  trigger  is  fired  each  time  an  item  data  change
occurs (for each incoming transaction).

At  most  one  Datachange  trigger  may  exist  per
subscription file.

If  an internal  action has  a  Datachange  trigger,  it  will
receive the  data  changes  of  all  subscriptions  of  the
local dataFEED OPC Suite application.  This  includes
dataFEED  OPC  Suite  internal  subscriptions  and
subscriptions created by the connected OPC clients.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation.

The subscription file is divided into two sections:

The global area:

The global  area extends  from  the first  subscription  file  line  to  the  first  trigger  line  (e.g:
ITEM, TIMER or DATACHANGE lines). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line.

Subscription ID It  is  used  to  identify  the  subscription  and  must  be
unique.
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UPDATERATE Predefined keyword. 

Update rate value Defines the update rate with which the current  action
will be executed.

ACTIVE Predefined keyword. 

Active value Active value which can be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Attention: From  a  resource-related  point  of  view  it  is  recommended  to  remove  the  unused
subscription definitions if the DATACHANGE trigged is to be used.

Examples:

SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_300<TAB>UPDATERATE<TAB>300<TAB>ACTIVE<TAB>TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. One example of this is the conditional execution of a SQL statement
in the Database add-on. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.
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Condition statement Single condition statement.

Conditions  can be used to  react  to  communication  errors.  Various  actions  can  be  executed
depending on the quality of items.

The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the
transaction have the quality Good.

Always The trigger actions are executed always,  ignoring the
quality of the items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if the quality of at
least one item in the transaction has changed.

OneBadQuality The trigger actions are executed if exactly one item in
the transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality

Wildcard Line

The Subscription Item ID, Item ID and Event Source strings can include wildcards (* .? and []) as
parts of the string. 

A wildcard must be previously defined in a Wildcard Line before it can be used in the Action. 

A wildcard line has the following format:

WILDCARD<TAB>Wildcard ID<TAB>Item type<TAB>Wildcard string

The wildcard line contains the following configurable parameters:

Parameter Description
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WILDCARD The type of the line, predefined keyword

Wildcard ID Unique wildcard identifier.

Item type The  item  type  can  be  used  to  specify  which  item
should be used. 

Wildcard string The regular expression.

The following item types are allowed:

Item type Description

Current The  item  must  be  in  the  subscription  item  list.  The
value used is the current one, which means that if the
value  for  the  item  is  included  in  the  current
transaction, this value will be used. If  the value is  not
included in the incoming transaction, the cached value
will be used.

Changed The  item  must  be  in  the  subscription  item  list.  The
value used is the changed one, which means that the
entire  action  will  be  invalidated  if  the  item  is  not
present in the incoming transaction.

Cache The  item  must  be  in  the  subscription  item  list.  The
value  used  is  the  cached  one,  even  if  that  item  is
included in the incoming transaction.

Note: The data value defined for wildcards in the wildcard lines overrides the functionality of the
data value defined in the item placeholders found in the subscription file.

The asterisk wildcard ( * ) substitutes any sequence of characters of any length:

SID* - replaces any string of at least 3 characters that starts with SID

S*D – replaces a string of at least 2 characters that starts with S and ends with D

The question mark wildcard ( ? ) substitutes a single character:

SID? – replaces any string of 4 characters that starts with SID.

S?D – replaces any string of 3 characters that starts with S and ends with D.

The range wildcard (  [  ]  )  substitutes  any single  character  in  the range specified between the
square brackets:

S[A-Z]D – replaces any string of 3 characters that starts with S, ends with D and contains
any character in the range A to Z.

SID[0-9]  –  replaces  any  string  of  4  characters  that  starts  with  SID  and  ends  with  any
number in the range 0 to 9.
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Note: The format of the range wildcard is the following: [rangeStart-rangeEnd]. Please note that
the delimiter is the hyphen-minus ( - ) character. 

Note:  If  the  percent  sign  (  %  )  is  to  be  included  in  a  statement,  note  that  %%  is  used  as
substitute for a single percent sign %. 

Example:

WILDCARD<TAB>All_Integer_Increments<TAB>Current<TAB>Increment.I*

Attention: The wildcard can only replace the items defined in the subscription file.

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM<TAB>Subscription Item ID<TAB>Server Item ID<TAB>Subscription ID

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created
by  concatenating  the  Server  Item  ID  and  the
Subscription  ID  with  the  underscore  character  in
between them).

Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite
application  address  namespace.  This  could  be  a
server connection item ID or a local item ID.

Subscription ID Subscription  identifier  (defined  above,  see
Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
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ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM<TAB>increment.I1_Subscription_300<TAB>increment.I1<TAB>Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Timer Line

This trigger is fired at a specified time and date or at specific  intervals. The associated actions
are executed on a specific  schedule or  periodically during the run time of  the local  dataFEED
OPC Suite application. 

The format of the Timer Line is:

TIMER<TAB>Timer ID<TAB>INTERVAL<TAB>Rate in milliseconds

or

TIMER<TAB>Timer ID<TAB>SCHEDULE<TAB>Schedule range<TAB>First execution<TAB>Rate<TAB>Last execution[<TAB>List Of Days]

The interval timer contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword.

Timer ID Unique timer identifier.

INTERVAL Denotes an interval timer trigger, predefined keyword.

Interval value Defines the interval in milliseconds at which the timer
will trigger the associated action(s).

The timer schedule contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword

Timer ID Unique timer identifier.

SCHEDULE Denotes  a  scheduled  timer  trigger,  predefined
keyword.
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Schedule range Defines  the  range  of  the  schedule  (see  below  the
table).

First execution Defines  the time the timer  should begin firing events
(see below the table).

Rate Defines the rate at which the timer  should trigger  the
associated action(s).

Last execution Defines  the  time  the  timer  should  stop  firing  events
(see below the table).

List Of Days Should  be  used  only  with  the  Week  and  Month
schedule.  It  must  contain  the  days  on  which  the
execution is desired. If the list of  days  is  not  present,
the obtained functionality is the same as by using the
day marker in every day of the week/month.

The timer's Schedule range may have one of the following values:

MINUTE

HOUR

DAY

WEEK - List of days: 1d = Monday, 2d = Tuesday, …, 7d = Sunday.

MONTH -  List  of  days:  1d =  First  day  of  month,  2d  =  Second  day  of  month,  …,  30d  =
Thirtieth day of month, 31d = Thirty-first day of the month.

The First execution defines the time the timer should begin firing events.

Example:

1d13h10m15s

Note: If parts of the execution time are 0, they do not have to be in the string, e.g. 1d0h10m0s =
1d10m

The timer Rate defines the event firing rate. An empty timer Rate means a single execution.

Last Execution: The last execution time of the schedule. Could be empty.

List of Days: Shall be used only with the Week and Month schedule. It should contain the days
on which execution is desired. If the list is  not specified the same functionality can be achieved
by using the day marker in the first and last execution time. 

Note: If the List of Days and the day marker in first and last execution time are used in the same
timer trigger the two setting types should match the marked days!

Examples:

# Following timer fires events every 250 milliseconds (4 times a second):
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TIMER<TAB><TAB>INTERVAL<TAB>250
# Following timer fires events every 20 seconds of a minute starting at second 10 (eg. 10, 30, 50):
TIMER<TAB><TAB>SCHEDULE<TAB>MINUTE<TAB>10s<TAB>20s
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00
# (e.g. 6:30, 10:30, 14:30, 18:30).
TIMER<TAB><TAB>SCHEDULE<TAB>DAY<TAB>6h30m<TAB>4h<TAB>20h
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00, Monday to
# Friday (e.g. 6:30, 10:30, 14:30, 18:30 of each day).
TIMER<TAB><TAB>SCHEDULE<TAB>WEEK<TAB>6h30m<TAB>4h<TAB>20h<TAB>1d2d3d4d5d
# Following timer fires events every 4 hours starting at 6:30, ending at 22:45 (e.g. 6:30, 10:30, 14:30, 
# 18:30, 22:30), on the 1th, 2th, 10th, 20th of every month.
TIMER<TAB><TAB>SCHEDULE<TAB>MONTH<TAB>6h30m<TAB>4h<TAB>22h45m<TAB>1d2d10d20d
# Following timer fires events every 1 hours, 3 minutes and 3 seconds starting at 00:00:01, ending at
# 23:59:59 (e.g. 00:00:01, 01:03:04, 02:06:07 etc), on the 3rd, 6th, 9th, 12th, 15,th, 18th and 21st of every month.
TIMER<TAB>Timer_02<TAB>SCHEDULE<TAB>MONTH<TAB>1s<TAB>1h3m3s<TAB>23h59m59s<TAB>3d6d9d12d15d18d21d

Datachange Line

This trigger is fired on every data change of an item, regardless of the subscription the incoming
transaction belongs to. The format of a Datachange line is the following:

DATACHANGE

Note: A single Datachange trigger may exist per subscription file.

The associated actions are executed if the value or the quality of one of the currently used data
processing or destination data items changes during the run time of  the local  dataFEED  OPC
Suite application.

Attention: The Datachange trigger will be fired for each configured subscription rate (when an
incoming transaction of at least one item arrives).

Note:  Make  sure  that  only  used  subscription  definitions  are  present  in  the  configuration  file
(resource-related point of view).

Specific Lines:

The  following  line  types  are  OPC2File  specific  and  will  be  used  to  configure  different
functionalities:

Line Type Description

TEXT Defines a free text statement.

The format of the TEXT line is the following:

TEXT<TAB>Condition ID<TAB>File ID<TAB>TEXT statement
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The TEXT line contains the following configurable parameters:

Parameter Description

TEXT The type of the line, predefined keyword.

Condition ID Condition  identifier  (defined  above,  see  Condition
Line).

File ID File definition identifier (defined above, see File Line).

TEXT statement A  free  text  statement  (can  be  XML,  tab-separated,
etc).

Trigger ID Associated trigger identifier (one of the above defined:
Item Trigger, Timer Trigger or Datachange Trigger)

The text statement parameter configures the text which will be inserted in the specified file when
the corresponding action is executed. It contains free text and data placeholders.

Example of TEXT configuration lines and the appropriate ITEM lines:

# Insert statement without condition (i.e. default condition considered) 
#
ITEM<TAB>increment.I1_<TAB>increment.I1<TAB> 
TEXT<TAB><TAB>File_TEXT<TAB>The value of #%-ItemItemID%increment.I1_%Current-%# changed to #%-ItemValue%increment.I1_%Current-%# 
TEXT<TAB><TAB>File_XML<TAB><value ItemID=”#%-ItemItemID%increment.I1_%Current-%#”>#%-ItemValue%increment.I1_%Current-%#</value> 
TEXT<TAB><TAB>File_TAB<TAB>#%-ItemItemID%increment.I1_%Current-%##%-TAB-%##%-ItemValue%increment.I1_%Current-%##%-TAB-%#
#
# Insert statement with condition AllGoodQuality (needs to be defined in the condition section) 
#
ITEM<TAB>increment.I1_<TAB>increment.I1<TAB> 
TEXT<TAB>AllGoodQuality<TAB>File_Text<TAB>The value of #%-ItemItemID%increment.I1_%Current-%# changed to #%-ItemValue%increment.I1_%Current-%#

When  executed,  these  statements  will  add  the  value  and  quality  of  the  subscription  item
"increment.I1"  from  an  empty  prefixed  server  connection  to  the  configured  file:  File_TEXT,
File_XML and File_TAB, respectively.

In  order  to  offer  a  flexible  configuration for  TEXT statements,  placeholders  can also be used.
The placeholders  are syntactical  entities  that  are  replaced  with  their  associated  values  each
time the statement is evaluated during the run time of the local dataFEED OPC Suite application
(before the text is written to the file).

Note: The Condition ID used in TEXT line definition must be defined in the current Subscription
File; the default condition may also be used.

Note: The File ID used in a TEXT line definition must be defined in the associated Task File.

The TEXT statements will be executed on every data change event, however their execution will
also depend on both the defined conditions and the type of the fired trigger. 
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If the statements are associated with triggers of type Datachange, the respective statements are
evaluated  on  every  data  change  and  are  only  executed  if  all  of  the  following  conditions  are
satisfied:

At least one item from the TEXT statement changes.

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

If  the  statements  are  associated  with  triggers  of  type  Item,  the  respective  statements  are
evaluated on each item change, but are only executed if all of the following conditions are true:

The subscription item ID of the statement has to be defined in the configuration. 

A change occurs for the respective item.

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

If  the  statements  are  associated  with  triggers  of  type  Timer,  the  respective  statements  are
evaluated and executed only if all of the following conditions are true: 

The subscription item ID of the statement has to be defined in the configuration. 

The action condition is true.

The placeholders in the statement can be replaced by their respective values (the changed
data source may invalidate the action).

As  a  general  rule,  if  a  statement  includes  placeholders  with  wildcards,  at  least  one  of  the
wildcards must match one of the items that changed. If a statement that  includes  items  which
are not in the data changed list should be executed, the values of these items are retrieved from
the cache.

Subscription File - Example:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality
CONDITION<TAB>Always<TAB>Always
CONDITION<TAB>ItemQualityChanged<TAB>ItemQualityChanged
#
SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_500<TAB>UPDATERATE<TAB>500<TAB>ACTIVE<TAB>TRUE
#
ITEM<TAB>increment.I1_Subscription_500<TAB>increment.I1<TAB>Subscription_500
TEXT<TAB>AllGoodQuality<TAB>File_01<TAB>The value of #%-ItemItemID%increment.I1_Subscription_500%Current-%# is #%-ItemValue%increment.I1_Subscription_500%Current-%# and it was changed at #%-ItemValue%increment.I1_Subscription_500%Current-%#<TAB>increment.I1_Subscription_500
#
ITEM<TAB>increment.I2_<TAB>increment.I2<TAB>
#
ITEM<TAB>increment.I4_Subscription_500<TAB>increment.I4<TAB>Subscription_500
#
DATACHANGE
TEXT<TAB>Always<TAB>File_01<TAB>The value of #%-ItemItemID%increment.I4_Subscription_500%Current-%# is #%-ItemValue%increment.I4_Subscription_500%Current-%# and was changed at #%-ItemTimestampMS%increment.I4_Subscription_500%Current-%#<TAB>DATACHANGE
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#
TIMER<TAB>Timer_02<TAB>INTERVAL<TAB>1000
TEXT<TAB>ItemQualityChanged<TAB>File_01<TAB>The value of #%-ItemItemID%increment.I2_%Current-%# is #%-ItemValue%increment.I2_%Current-%# and was changed at #%-ItemTimestamp%increment.I2_%Current-%#<TAB>Timer_02

7.3.3.9 Siemens MindSphere

This  section  of  the  Softing  dataFEED  OPC  Suite  online  help  explains  how  a  Siemens
MindSphere Client is  configured as data destination in  order  to  send data to  specific  Siemens
MindSphere servers using its proprietary interface.

For servers that have their own proprietary interfaces, the communication is  done through that
API (in this case the MindConnect library), and the operation used cannot be configured.

Softing dataFEED OPC Suite V4.49
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7.3.3.9.1 Configuration

In order to configure connections to Siemens MindSphere expand the Data Destination section
in  the  left  panel  and  then  select  the  Siemens  MindSphere  icon.  The  Siemens  MindSphere
connection overview will be displayed.
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Add a Siemens MindSphere connection

A new  Siemens  MindSphere connection can be defined by using the Add   button  or  the
menu command "Add Siemens  MindSphere  Connection"  in  the  context  menu.  The  Siemens
MindSphere connection wizard will show up. The Ctrl+A keyboard shortcut has the same effect.

Modify an existing Siemens MindSphere connection

An existing connection to a Siemens MindSphere can be modified. To do so,  select  the line in

the connection overview that contains the connection to be modified. Then the Properties  
 button or the "Properties" command from the context menu can be used to open the Siemens
MindSphere connection wizard.

Add an action definition to an existing Siemens MindSphere connection

Adding a new action to a selected server connection is accomplished by pressing the Add 
button or the "Add Siemens MindSphere Server Action" context menu item. Also, the Ctrl+A key
combination  is  available  for  this  operation.  The  Siemens  MindSphere  Action  wizard  will  be
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opened where you can go through different wizard pages to specify action details. 

Modify the action settings of an existing Siemens MindSphere connection

To modify an existing action, select one from the list  and by double clicking it,  or  pressing the

Properties  button, the Siemens MindSphere Action wizard will be opened, and you will  be
able to go through the same wizard pages as when the action was created.

Connection test

Click the Connection Test  button  to  check  the  availability  of  the  selected  server  or  the
correctness of the authentication and security settings. If the connection cannot be established
the error message and code returned by the network or the server will be shown in the dialog.

Remove a connection/action

Delete the  selected  server  connection  or  action  definition  by  using  the  Delete    button,
pressing the DEL / DELETE key on the keyboard or  selecting the appropriate  delete operation
from the context menu.

Note: If no connection is selected, the Add a Siemens MindSphere Connection and Properties
buttons are the only options enabled.

The Delete button  will remove the selected connection or action from the list.

A dialog will then prompt the user to confirm the deletion.

The following image shows an example of a context menu:

Action body

When an action is  selected,  the main view  page also shows  the action body,  with  containing
data items and their MindSphere data point mappings.

This lower part of  the main view  allows  thus  easier  access  for  the user  to  change the action
body  content  without  going  through  the  Siemens  MindSphere  Action  Wizard  pages.  More
information can be found on the specific help pages.
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A new Siemens MindSphere mapping data item can be defined by using the Add  button, or
the menu command "Add item to data point mapping" in the context menu. In order to define the
data  item,  the  Data  Value  Placeholder  Wizard  is  used.  After  a  new  item  item  is  added,  its
mapping MindSphere data point can be defined by editing the appropriate field in the table.

A Siemens MindSphere mapping data item can be modified by using the Properties  button,
or the menu command "Modify item to data point  mapping"  in  the context  menu.  The property
change of the selected data item is performed, with theus of the Data Value Placeholder Wizard.

An existing data item  and  its  MindSphere  data  point  mapping  can  be  removed  by  using  the

Delete   button, or the menu command "Delete" in the context menu.

Time Format and Connection Settings

When the Siemens  MindSphere  root  node is  selected,  invoking  the  properties  action  by  any
means  (button,  context  menu or  keyboard shortcut)  displays  a dialog  that  allows  the  user  to
modify  the  time  format  setting.  The  General  Properties  dialog  can  be  opened  by  using  the

Properties  button  ,  by  pressing  the  keyboard  shortcut  CTRL+P  or  by  selecting  the
Properties action from the context menu.

The Date  and Time  Format  section  handles  the  parameterization  of  the  source  localization
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time: UTC (Universal Time Coordinated) or local time (local time localization). The default  time
zone is UTC. 

Note: MindSphere does not allow  the customizing of  date time value formats.  Only ISO  8601
format is supported; e.g.: 2018-10-22T06:53:11Z

The Connection Settings section allows for the customization of proxy settings. The user can
either  import  system  proxy  settings  automatically  (Import  System  Proxy  button),  or  specify
manually the host, port and authentication settings.

These settings  will  be applied to  all  connections  in  the  plugin,  and  the  following  parts  of  the
functionality will be affected: test connection, getting the server certificate and action execution.
This means that if the network, on which the dataFEED is configured, is behind a proxy server
and dataFEED is not configured with a proxy, like in the image above, the mentioned pieces of
functionality will fail.  In  order  for  them  to work correctly,  the user  needs  to  specify the type of
proxy, the host name of the server, a port number and user credentials, if necessary.

Also, a MindSphere-specific setting, Domain can be set.

The  Connection  Requests  Processing  section  contains  settings  for  the  internal  request
queue used by dataFEED to manage requests. The maximum  queue size and execution type
can be specied.  The default  queue size is  10000 (minimum  is  100,  maximum  is  60000)  and
execution type is parallel (checkbox unchecked). The user can change these values by entering
different numbers for the queue size and by enabling sequential execution using the checkbox.
When the queue starts filling up, memory consumption of  the application grows  and when the
application  is  able  to  consume  requests  from  the  queue  quickly,  memory  consumption
decreases.

The queue is  used to  hold requests  which are still  waiting for  execution because actions  are
executed  faster  than  the  destination  server  can  handle.  In  some  cases,  proxy  servers  may
cause communication lags through the network, which may also slow down server replies, thus
leading to the queue filling up with pending requests.

Special system items are available for the user  to  keep track of  the number  of  sent  requests,
failed requests, pending requests in the queue, number of stored requests in case the Store and
Forward mechanism is enabled, and dropped requests,  in  case server  certificates  are invalid,
rejected  or  for  some  reason  the  server  cannot  accept  the  sent  content.  System  items  are
available per action and also totals are calculated per connections.

7.3.3.9.2 Connection Wizard

With the Connection Wizard you can create a new connection definition or modify an existing
one:

Define Siemens  MindSphere  Connection  settings  @  Connection  Wizard  -  Connection
Settings

Define  settings  related  to  communication  with  server  @  Connection  Wizard  -
Communication Settings
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Define additional  settings  for  the  server  connection  @  Connection  Wizard  -  Extended
Settings

Define  store  and  forward  settings  on  connection  @  Connection  Wizard  -  Store  and
Forward Settings

Define forward method settings on connection @ Connection Wizard - Forward Settings

Note: A wizard flow  will  not  include all  the  pages  listed  above.  Depending  on  the  selections
performed in some of the pages, different flow paths will be followed.

Softing dataFEED OPC Suite V4.49
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This page allows specifying connection settings such as  a unique connection name and state
for identifying the connection.
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Connection Name

A unique identifier  for  the current  connection.  In  case  the  provided  name  is  already  used  by
another connection, the user is not allowed to proceed to the next wizard page, until they provide
a different name.

Connection State

This flag specifies if the current connection will be activated or not.

Connection Information

The tenant ID and MindSphere certiticate information is needed for the agent representation on
the MindSphere side.  Such an agent  is  defined as  the client  that  publishes  data  to  the  cloud
solution.

An agent  is  the primary actor  within  the  MindSphere  environment.  Every  action  is  directly  or
indirectly  related  with  an  agent.  As  an  example  an  agent  uploads  data,  retrieves  its  events,
changes its configuration etc. The very first step to use MindSphere APIs is to create an agent.

For  more information about  the Siemens  MindSphere API and services,  the user  is  asked  to
refer  to  detailed  description  available  at  the  address:  https://developer.mindsphere.io/apis/
index.html.

The user is not allowed to proceed to the next wizard page until a MindSphere certificate file  is
not provided in .pem format. At the completion of the connection wizard, the provided certificate
file  is  copied  to  dataFEED  configuration  location  where  the  MindSphere  connection  specific
authentication  information  is  stored.  When  the  configuration  of  an  existing  MindSphere
connection is edited, the MindSphere certificate field will display the existing certificate file  from
the dataFEED configuration.

Connection Wizard - Communication Settings >>>

This  page  allows  to  specify  communication  settings  such  host  name,  port  number  and
authentication settings.
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Server URI

In this section it is possible to specify the host name and the port number.

Authentication Settings

In this section the user can specify the Configuration Id of the connection, copied from the Agent
configuration in MindSphere, and two different security profiles: Shared Secret or  RSA 3072.  A
security profile  defines  the method through which the agent  will  provide  its  credentials  to  the
Siemens MindSphere server.

When the agent is created, an Initial Access Token is generated (IAT). This IAT is a JSON Web
Token that holds various information about the agent. This token needs to be downloaded from
the agent to the connection and provided during the onboarding step.

Note: The IAT can only be used one time for new onboarding. Once the MindSphere server has
received  the  request  to  onboard,  the  IAT  is  no  longer  valid.  Instead  the  server  will  send
dataFEED a registration information package,  which contains  tokens  for  further  requests,  and
which is stored by DF in the local storage of the configuration. If the user offboard the agent on
the MindSphere server dashboard, they need to copy the newly generated IAT to dataFEED and
onboard again, otherwise no subsequent requests can be made.

The agent communicates its credentials based on one of the following security profiles:
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Shared  Secret:  Symmetric  Cryptography  (a  password  that  is  known  by  both  agent  and
MindSphere).

For agents with this security profile, MindSphere generates a secret for the agent and stores it in
its persistent storage. This secret is returned to the agent in the onboarding response during the
onboarding step.

RSA:  Asymmetric  Cryptography  (public,  private  key  pair  where  MindSphere  only  knows  the
public key and the agent holds the private key).

Agents  with  this  security  profile  first  send  their  public  key  to  MindSphere  when  onboarding.
MindSphere stores the public key in its persistent storage.

For more information about  the MindSphere Agent  Management  Service,  the user  is  asked to
refer  to  detailed  description  available  at  the  address:  https://developer.mindsphere.io/apis/
connectivity-agentmanagement/api-agentmanagement-overview.html.

The  user  is  not  allowed  to  proceed  to  the  next  wizard  page  until  a  MindSphere  IAT  is  not
provided  in  the  Initial  Access  Token  field.  At  the  completion  of  the  connection  wizard,  the
provided  IAT  is  copied  into  a  file  from  the  dataFEED  configuration  location  where  the
MindSphere connection specific  authentication information is stored. When the configuration of
an  existing  MindSphere  connection  is  edited,  the  MindSphere  Initial  Access  Token  field  will
display the content of the existing IAT file from the dataFEED configuration.

 Test Connection

Finally, the Connection Test button can be used to check if the configured information leads to a
successful  connection  with  the  server.  If  the  test  is  successful  actions  will  be  executed
successfully  (if  configured  correctly  themselves),  otherwise  the  user  needs  to  tweak  these
settings or check the server availability and configuration.
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A successful connection test looks like above.
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In any case, after pressing the button, a dialog will be displayed either  prompting the user  that
the connection is successful, or showing error information, like in the image above.

<<< Connection Wizard - Connection Settings Connection  Wizard  -  Extended
Settings >>>

This page allows to specify the extended connection settings such as time and date format and
request timeout.

Date and Time Format

This section handles the time zone settings.

The  Time  Zone  setting  allowed  in  this  section  handles  the  source  localization  time:  UTC
(Universal  Time Coordinated)  or  local  time  (local  time  localization).  The  default  time  zone  is
UTC.

When the Time Zone option is not selected the default value is used. If this is modified, it applies
to all actions of the currently selected Siemens MindSphere connection.
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Request Timeout

This value, expressed in seconds, is used when a request takes a long time to complete. If the
user specifies a non-zero value, it means that dataFEED OPC Suite will wait for that amount of
time before aborting the request. If the value is zero,  then no aborting will  be done,  dataFEED
OPC Suite will wait for the request to complete successfully or with some kind of error.

Default is 300, specified by the MindConnect library.

<<< Connection Wizard - Communication Settings Connection  Wizard  -  Store  and
Forward Settings >>>

This page allows to specify the local storage settings in case that the server is unavailable.

This functionality can be turned on and off by using the Store And Forward checkbox. If it is  off
(default),  it  instructs  dataFEED  OPC  Suite  to  drop  any  requests  that  are  executed  after  the
internal request queue is filled. If it is on, the application will store the requests lining up after the
queue fills up.

The options that can be configured on this page and which change the mechanism's  behavior
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are the following:

Folder

The path where the storage file should be located. If the path does not point to an existing folder
then the corresponding path will be created by the dataFEED OPC Suite Configurator when the
Next button is pressed, and user confirms.

The file is created at the run time of the local dataFEED OPC Suite application. If the file exists it
will  be overwritten.  The name of  the connection will  be the name of  the file  as  well,  with  .bin
extension.

Maximum file size

Maximum  file  size is  used to  limit  the space  used  on  the  hard  drive.  Minimum  is  1  MB  and
maximum is 500 MB.

When the file capacity is reached requests will be dropped.  This  behavior  is  influenced by the
Overwrite requests option described below.

Maximum number of stored requests

Maximum  number  of  requests  stored  used  to  limit  the  requests  stored  in  the  file.  Default  is
20000.

Note:  Requests  are  dropped  starting  either  when  the  file  size  limit  or  the  requests  limit  is
reached first.

Overwrite requests

Whether  to  overwrite  previously stored requests  when the above specified number  has  been
reached. 

If the checkbox is not checked then no more data changes  will  be stored when the maximum
number of requests has  been reached (this  allows  access  to  the first  stored requests).  If  the
checkbox  is  checked  the  oldest  request  will  be  overwritten  with  the  newest  one  when  the
maximum  number  of  requests  has  been  reached  (this  allows  access  to  the  latest  stored
requests).

<<< Connection Wizard - Extended Settings Connection Wizard - Forward Settings  >>>
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This  page  allows  to  specify  server  access  optimization  settings,  i.e.  publishing  interval,  and
aspects of packing multiple requests into a single request with larger data payload.

Forwarding Method

The  "Publishing  interval"  defines  the  time  interval  at  which  data  is  sent  to  the  Siemens
MindSphere server. The default value is 10000 milliseconds (10 seconds).

The publishing interval is always applied, whether or not the packaging mechanism is activated.
This is to not flood the servers  with  small  requests  sent  very fast  at  very small  action update
rates.

In the Forwarding Method group you can choose between the following options:

If "Original Requests" is selected, the stored data changes will be forwarded in requests of
the same type and size, in which they originally occurred.

If "Packed Requests" is selected, the maximum size of packed requests also needs  to  be
specified. This is the recommended option. This option can be selected in order to specify a
certain bigger number of data changes to be forwarded in  a  single  request.  Note that  with
this forwarding method, a faster data forwarding can be achieved,  but  the original,  smaller
requests are lost and normally a special handling on the server side would be needed.

The "Maximum size of packed requests" value defines  the maximum  allowed size of  a
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packed request's data payload. The default value is 10000 KB (approximately 10 MB). This is the
maximum size of the final MindConnect library payload that is actually sent to the server, not the
size of  the packed request  on  dataFEED  side.  The  maximum  package  size  is  much  lower,
because of the extra payload information and transformations the MindConnect library adds and
performs on the passed data.

Packaging is done on an action level. Request sizes may differ depending on the type of data in
the items of the action. A separate queue exists for each connection.

Note:  The  maximum  package  size  specified  on  the  Configurator  will  only  contain  half  that
amount of data gathered from data changes and action payload. MCL adds additional  parts  for
its  own specific  payload format,  which may take up  more  bytes,  and  the  final  and  total  size
needs to be less than or equal to the maximum size (see limitations).

The packaging process works as described below (when enabled):

1. At each action execution, requests are created and put into the queue

2. While there is another request in the queue, which was  generated by the same action,  and
the current request size fits  into the maximum package size, the current request is packed into
that request, then deleted

3. The request into which we are packing gathers request data until the maximum allowed size
is reached

4.  When maximum  size  is  reached,  a  newly  generated  request  for  the  same  action  will  be
added as a new entry into the queue

5. This will be the next request into which subsequent ones will be packed, if the size allows

6. In parallel, the packed requests closest to the exiting end of the queue are being sent  to  the
MCL for processing and publishing to the server

7. When the queue fill up and there is no request into which the new ones can be packed, then
new requests are dropped, so data is lost (if no Store and Forward mechanism is enabled)

8.  As  soon  as  a  package  is  sent  out  and  removed  from  the  queue,  there  is  possibility  of
packaging again

In some cases, when action updates rates are very high (50ms), it can happen that the servers
cannot accept data as fast, even with packaging. If the internal  queues  and storing files  fill  up,
then new requests may be dropped. A good balance between the action update rates, maximum
package size and publishing intervals needs to be found by the user.

The user  can turn on the Store  and  Forward  mechanism  in  such  cases,  which  means  that
requests that don't fit into the queue will first  go into  separate files  on the disk per  action,  and
when a new open position in the queue is created, requests will be retrieved until a large enough
package can be created (but not larger than the maximum size).
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<<< Connection Wizard - Store and Forward Settings

7.3.3.9.3 Action Wizard

With the Siemens  MindSphere Action Wizard you can create a new  Siemens  MindSphere
Action definition or modify an existing one:

Obtain  general  information about  the Siemens  MindSphere  Action  Wizard  @  Siemens
MindSphere Action Wizard - Configuring Siemens MindSphere Action

Choose the action trigger type @ Siemens MindSphere Action Wizard - Trigger Type

Pick the item trigger @ Siemens MindSphere Action Wizard - Trigger Item

Select the timer trigger @ Siemens MindSphere Action Wizard - Timer Selection

Define the timer identity @ Siemens MindSphere Action Wizard - Timer Identity

Choose the timer type @ Siemens MindSphere Action Wizard - Timer Type

Adjust schedule timer settings @ Siemens MindSphere Action Wizard - Schedule Timer
Settings

Set the timer interval @ Siemens MindSphere Action Wizard - Interval Timer Settings

Configure the execution condition and  the  update  rate  @  Siemens  MindSphere  Action
Wizard - Action Settings

Define the body for  the current  action @ Siemens  MindSphere  Action  Wizard  -  Action
Definition

Note: A wizard flow  will  not  include all  the  pages  listed  above.  Depending  on  the  selections
performed in some of the pages, different flow paths will be followed.

Softing dataFEED OPC Suite V4.49
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The first wizard page provides the first set of action properties to complete.
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MindSphere actions need to be configured similarly to other addon actions.

First page:

Action Name

A unique identifier for the current action. In case the provided name is already used by another
action, the user is not allowed to proceed to the next wizard page, until they provide a different
name.

Action State

This flag specifies whether or not the current connection will be executed.

Action Configurations

Host name

Configuration Id - the Configuration Id of the connection of the action

Note: These two values  are not  configurable.  They are only shown for  information purposes.



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 943

Both are taken from the connection settings of the current action.

Siemens MindSphere Action Wizard - Trigger Type >>>  

The Trigger  Type wizard page provides  the possibility  to  select  the trigger  type for  the  actual
action. The following trigger types are available:

Item Trigger - This trigger is fired when a data change for the selected item occurred. A data
change means that the value or the quality of the item changed.

Timer Trigger - This trigger is fired at a specified time or interval.

Variable  Trigger  -  This  trigger  is  fired  when  a  data  change  for  the  items  in  the  variable
conditions occurs. A data change means that the value or the quality of the item changed.

To proceed with the wizard and continue to define the selected type of trigger (or to advance to
the last wizard page when the Data Change trigger type is selected) use the Next button, to go
back to the previous wizard page use the Back  button,  or  discard the wizard by pressing the
Cancel button.

Depending on the selected Trigger Type the next wizard page will be:

Siemens  MindSphere  Action  Wizard  -  Trigger  Item  -  if  the  selected  trigger  type  is  Item
Trigger,
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Siemens MindSphere Action Wizard - Timer Selection - if the selected trigger type is Timer
Trigger

Siemens  MindSphere  Action  Wizard  -  Variable  Trigger  -  if  the  selected  trigger  type  is
Variable Trigger

<<< Siemens MindSphere Action Wizard - Configuring Siemens MindSphere Action
Siemens MindSphere Action Wizard - Trigger Item >>>

The Trigger Item wizard page is shown if the selected trigger type is Item Trigger. Here you can
configure the actual trigger item.

This wizard page contains two separate sections:

Trigger  Items  section,  which  allows  selecting  an  item  trigger  or  managing  the  Local
Namespace tree.

Selected Trigger Item section, which shows the item ID of the selected trigger item and also
allows typing an item ID, thereby selecting this item in the above list.

Trigger Items section

The entire namespace of the current configuration is shown as a namespace tree. The name of
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the root node is composed by appending the instance name to the Local Namespace keyword.
The first level of the namespace contains:

A node for each server connection, named by the server connection items prefix.

A node for System Items.

A node for Local Items.

The local  namespace tree offers  the possibility  to  explore  the  entire  namespace  of  the  local
dataFEED OPC Suite application in order to select a  trigger  item.  After  the selection is  made,
the Trigger item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.

If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.
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Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Selected Trigger Item section

The  edit  box  in  this  section  is  populated  with  the  item  ID  after  an  item  from  the  Local
Namespace tree is selected.

You can also manually type the ID  of  the item  in  the Trigger  item  edit  box and thus  have the
above tree automatically select a valid server item.

Note: If the item ID is typed and the specified item exists in the Local Namespace, it will be used
as  the  trigger  item.  The  item  will  only  be  created  if  it  could  not  be  localized  in  the  Local
Namespace. In that case the newly created item will be used as the trigger item.

Note: If the item corresponding to the typed item ID could not be created, an error message will
be displayed requesting the input of a new, valid item.

Attention: If  the item  corresponding to  the typed  item  ID  is  valid  and  resides  under  a  static
server connection, the respective item will be created in the filter file definition.

<<< Siemens MindSphere Action Wizard - Trigger Type Siemens  MindSphere  Action
Wizard - Action Settings >>>
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The Timer Selection wizard page is shown only if the selected trigger type is Timer Trigger. Here
you can configure the actual timer trigger.

The current page allows selecting a previously defined timer trigger and managing the timer list
by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected timer by using the Properties  button ,  pressing
the keyboard shortcut CTRL+P or selecting the Properties action from the context menu.

Add a new timer by using the Add timer trigger button , pressing the keyboard shortcut
CTRL+A or selecting the Add action from the context menu.

Delete the selected timer  trigger  by  using  the  Delete  selected  timer  trigger  button  ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Note: If a timer trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:
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Note: Information about the selected timer is shown in the  Selected Timer  Trigger  area at  the
bottom of the page.

A sub-wizard that  allows  adding or  modifying  timer  triggers  can  be  launched  by  selecting  to
change  an  existing  timer  trigger  or  to  add  a  new  one.  The  first  page  of  this  sub-wizard  is
Siemens MindSphere Action Wizard - Timer Identity.

To proceed with the Siemens MindSphere Action Wizard  and define the action settings  press
the Next button. To return to the previous wizard page use the Back button, or exit the wizard by
clicking the Cancel button.

The wizard will  continue  straight  to  the  Action  Settings  page  as  an  already  defined  timer  is
selected.

<<< Siemens MindSphere Action Wizard - Trigger Type Siemens  MindSphere  Action
Wizard - Action Settings >>>

The Timer Identity wizard page provides the possibility to assign a name and a comment to the
timer trigger.

Note:  When  adding  a  new  timer  trigger,  the  timer  name  will  be  automatically  generated
according to the format: Timer_number, where the number part is an auto-incremented integer. 
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When editing an existing timer, the timer's defined name and comment  will  be filled in  the two
edit boxes allowing you to modify these attributes.

Attention: The name of  the Timer  Trigger  must  be unique among all  triggers  and  cannot  be
empty.

If the newly added timer trigger has the same name as an existing trigger, an error message box
will be displayed and a new trigger name must be provided:

The Comment field of the Timer Identity  wizard page is  optional;  a  Timer  Trigger  can also be
added without any comment.

<<< Siemens MindSphere Action Wizard - Timer Selection Siemens  MindSphere  Action
Wizard - Timer Type >>>

This wizard page allows choosing the type of the timer trigger. The following types of timer are
available:

Interval Timer

Schedule Timer
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Interval Timer

The Interval Timer type allows defining a specific  interval of time (in  milliseconds)  between the
timer fire events. The time interval can be configured on the Siemens MindSphere Action Wizard
- Interval Timer Settings wizard page.

Schedule Timer

The Schedule Timer type allows  defining a specific  date and time when the timer  should fire.
The schedule can be configured on the Siemens MindSphere Action Wizard -  Schedule Timer
Settings wizard page.

Note: The Timer Type of an existing Timer Trigger cannot be changed.

To continue defining the specific  timer properties press the Next button,  to  return to  the Timer
Identity  wizard page use the Back  button,  or  exit  this  sub-wizard (thereby aborting the Action
Wizard) by pressing the Cancel button.

The  description  of  the  Action  Wizard  will  continue  with  the  wizard  pages  for  configuring  a
Schedule Timer.
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<<< Siemens MindSphere Action Wizard - Timer Identity Siemens  MindSphere  Action
Wizard - Schedule Timer Settings >>>

The Schedule Timer  Settings  wizard page is  a  more complex page compared to  the Interval
Timer Settings wizard page and allows defining the corresponding schedule for the execution of
the trigger action:

The page has four sections which identify the schedule: 

Time  Range:  Provides  the  possibility  to  choose  one  of  the  following  schedule  ranges:
month, week, day, hour  or  minute.  When the month  or  the week  ranges  are selected the
panel below the selection is populated with the month and week days, respectively.

Execution Rate: Sets the execution rate of the current action in the previously-defined Time
Range (e.g. every X day(s), every Y hour(s), every Z minute(s), every T second(s)).

Begin Time: Sets the time the current action should begin execution.

End Time: Sets the time the current action should stop execution.

According to the Time Range the Begin Time and the End Time fields will allow typing:

Seconds (SS) if the Time range is Minute.

Minutes and seconds (MM:SS) if the Time range is Hour.
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Hours,  minutes  and  seconds  (HH:MM:SS)  if  the  Time  range  is  Day  or  greater  (Week,
Month).

Note: A short  review  of  the configured timer  schedule is  shown at  the bottom  of  this  wizard
page.

If the defined schedule is not  valid,  an error  message dialog will  appear  naming the error  that
occurred.

Continue to the Timer Selection wizard page using the Next button, return to the previous wizard
page using the Back button or exit the wizard pressing the Cancel button. 

<<< Siemens MindSphere Action Wizard - Timer Type Siemens  MindSphere  Action
Wizard - Timer Selection >>>

The Interval Timer Settings wizard page allows configuring the time interval at which the current
action should be (periodically) executed.
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The time interval value is measured in milliseconds and ensures that the action will be triggered
at the time interval defined in the spin-box.

Continue to the Timer Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Siemens MindSphere Action Wizard - Timer Type Siemens  MindSphere  Action
Wizard - Timer Selection >>>

The Action Settings  wizard page allows  defining the execution condition  and  the  subscription
update rate for the current action.
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The wizard page is divided into two sections: Execution Condition and Update Rate.

Execution Condition

Each statement  has  an execution condition  which  is  evaluated  by  the  local  dataFEED  OPC
Suite  application.  The  action  is  only  performed  when  the  evaluation  is  successful.  If  the
evaluation fails then the statement is ignored.

The  execution  conditions  allow  reacting  to  server  communication  errors,  executing  special
statements or preventing the execution of other statements.

The execution condition can be selected  directly  from  the  drop  down  combo  box.  The  initial
value is the global alias one. Changing the global default execution condition can be done using

the Configure global alias and initial values button  or pressing the keyboard shortcut CTRL
+D.

Update Rate

The Update Rate specifies the execution rate of the current action.

The update rate can be typed or selected from the spin box. The initial value is the global  alias
one. Changing the global default update rate can be done using the Configure global  alias  and

initial values button  or pressing the keyboard shortcut CTRL+D.
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Complete the NoSQL Action Wizard pressing the Finish  button,  review  the past  wizard pages
using the Back  button,  or  cancel  the wizard thus  discarding all  the  changes  by  pressing  the
Cancel button.

<<< Siemens MindSphere Action Wizard - Trigger Type Siemens  MindSphere  Action
Wizard - Action Body >>>

On this page item to data point mappings can be provided for the current action.

The most important part of the wizard flow is the action mappings editor page. This is where the
actual content of the action request is composed.

The user can drag and drop items from the tree view  above and then access  all  the available
options from a context-menu as well, in the Action Parameter section:
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By using the Properties  button, the item can be modified.

By using the Add  button, the user will be prompted with the item selection wizard.

Note:  Currently,  after  adding  a  new  line  and  selecting  an  item,  the  Data  Point  Id  from
MindSphere needs to be copied manually and pasted in the MindSphere Data Point  column in
the table.

Note: Due to  restrictions  in  the  MindSphere  architecture,  it  is  currently  forbidden  to  use  the
same Data Point Id in different mappings for the same action. Also, it is advised to use only data
point  Ids  from  the  same  MindSphere  Aspect  in  the  same  action.  Many  confusing  usage
scenarios and untraceable data flow from an item in an action on dataFEED side into a variable
in an aspect on the MindSphere side is avoided this way.

For data to be successfully sent and to be visible on the MindSphere Fleet Manager dashboard it
is important that the data point to variable mappings on the MindSphere side are correct. That is
the first step a user  needs  to  make sure is  done correctly.  Once MindSphere validates  those
mappings,  the dataFEED  side can be configured.  The user  needs  to  copy the data  point  Ids
from the MindSphere configuration page of an agent, after the mappings  have been created to
variables.

dataFEED performs no validation of data point Id correctness or of data type matching between
data points and item types; this needs to be cross-verified with the MindSphere aspect. Also, no
data  conversion  is  done  between  unmatching  data  types.  The  user  will  not  be  notified  by
dataFEED that data types don't match. It will only be visible on the MindSphere side:  data sent
from  such  a  mapping  will  not  appear.  MindSphere  does  not  send  feedback  about  incorrect
configurations, only success codes about data sending operations.

Note: At the moment arrays cannot be used in mappings. MindSphere does not support multiple
values for a data point with the same timestamp, as array values are sent from data sources in
dataFEED.

dataFeed performs  action mapping validations  on this  dialog like having  all  fields  or  columns
completed.  An action mapping  line  is  invalidated  and  marked  with  a  light  pink  background  if
either the item or the data point Id is missing. The wizard is not closed if invalid rows exist.

The item in an existing mapping can be changed by using the context menu, by drag-and-drop
or by double clicking on that row.

The data point Id column is editable in a row, by double clicking it. A new value can be entered
either by copy and paste, or by hand.

In case of invalid entries, dataFEED will notify the user and show the reason why the values are
invalid.

<<< Siemens MindSphere Action Wizard - Action Settings  
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7.3.3.9.4 Data Value Placeholder Wizard

With the Data Value Placeholder Wizard you can create a placeholder from a configured data
source:

Obtain a general description of the wizard @ Data Value Placeholder Wizard - Welcome

Select a placeholder item @ Data Value Placeholder Wizard - Data Item

Select the data value and source @ Data Value Placeholder Wizard - Data Value

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the individual steps for defining the placeholder:

Select  an item  from  the local  dataFEED  OPC  Suite  application namespace  or  provide  a
valid wildcard.

Choose the data value and the data source for the selected item.
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Continue to the next wizard page using the Next button or quit the wizard pressing the Cancel
button.

Data Value Placeholder Wizard - Data Item >>>

The Data Item wizard page allows selecting the placeholder item. The placeholder item can be:

Any item originating from a Server  Connection,  from  the Local  Items  or  from  the System
Items can be selected, choosing a tag from the Local Namespace. 
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Local Namespace Tree Handling

The Local  Namespace  tree offers  the possibility  to  explore the entire  namespace of  the local
dataFEED OPC Suite application in order to select a data item. After the selection is made, the
Data Item edit box is populated with the selected item ID.

The entire namespace of the local dataFEED OPC Suite application can be managed through
this  wizard page by performing certain  operations  using the buttons  on  the  right,  the  context
sensitive menu or the keyboard shortcuts:

Open  the  item  properties  dialog  using  the  Properties  of  the  selected  item  button  ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu. Depending on the type of the selected item, a special Item Properties dialog opens:

If the selected item is under Local Items the Modify Local Item dialog is opened.

If the selected item  is  under  a  dynamic  server  connection the Modify Dynamic
Server Item dialog is opened.

If the selected item is under a static server connection the Modify Static  Server
Item dialog is opened.

Add a new  item  using  the  Add  a  new item   button,  pressing  the  keyboard  shortcut
CTRL+A or selecting the Add action from the context menu. Depending on the type of  the
selected node, a special Add Item dialog opens:

If the selected node is under Local Items the Add Local Item dialog is opened.
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If  the selected  node  is  under  a  dynamic  server  connection  the  Add  Dynamic
Server Item dialog is opened.

If  the selected node is  under  a  static  server  connection the Add  Static  Server
Item dialog is opened.

Copy the selected item to clipboard by selecting the Copy action from the context menu.

Paste  the  previously  copied  item  from  clipboard  by  selecting  the  Paste  action  from  the
context  menu.  Items  originating  from  the  Local  Items  cannot  be  pasted  under  server
connections, and vice-versa; an error message will be displayed in both cases. If an item is
pasted in a static (filtered) server connection and the item does not exist  on the server  an
error message is displayed.

Connect  to  the server  and refresh the data items  by using  the  Refresh  data  items  
button, pressing the keyboard shortcut CTRL+R or selecting the Connect and Refresh Data
action  from  the  context  menu.  The  namespace  of  the  selected  server  connection  is
recreated;  if  manually added items  not  referenced in  the actual  configuration  exist,  those
items are deleted from the namespace.

Delete the selected item and all of its child items by using the Delete data items button 
,  pressing the DELETE /  DEL key or  selecting the Delete action from  the context  menu.
Items  which are included in  any Data Processing /  Data  Destination  add-ons  will  not  be
deleted but an error message will be displayed instead.

An example of the context menu can be seen below:

Attention:  The  Local  Namespace  root  node,  the  Local  Items  root  node  and  the  server
connection root nodes cannot be deleted. An item that is used in consumers or a system  item
cannot be deleted either.

Note:  The  copy/paste  actions  work  on  the  selected  tag/property  or  on  the  whole  selected
branch.  The  copy  action  is  not  available  for  the  Local  Namespace  root  or  for  the  server
connection  root  nodes;  the  paste  action  is  not  available  for  items  of  type  property  (as  they
cannot have any children).

The entire namespace of the local Softing dataFEED OPC Suite application is  exposed in  this
wizard page. The tree root node name is composed of the Local Namespace keyword followed
by the instance name. 
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Selected Data Item Handling

When an item from the Local Namespace is selected, the Data Item  edit box is populated with
the item ID.

Note: Only tag and property  items  are  allowed  to  be  used  in  placeholder.  If  a  node  item  is
selected, an error message dialog will appear when the Next button is pressed.

Regular expressions with special characters (asterisk, question mark, square brackets) are not
supported by this module.

Proceed to the next page to set the item data value and source by using the Next button, return
to the previous  wizard page by using Back  button,  or  quit  the wizard by pressing the Cancel
button.

<<< Data Value Placeholder Wizard - Welcome Data  Value  Placeholder  Wizard  -
Data Value >>>

The Data Value wizard page provides the possibility to set the properties of the placeholder:

Data Value - select the actual data value for the associated data item which will be replaced
during the run time of the local dataFEED OPC Suite application.

Data Source - select the source for data value which will be replaced during the run time of
the local dataFEED OPC Suite application.
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Data Value

The following data value attributes may be used:

Attribute Description

Data Value The value of the data source server item.

Item Identified The ID of the data source server item.

Quality as Integer The data source server item quality as integer.

Quality as String The data source server item quality as string.

Timestamp  (without
milliseconds)

The data  source  server  item  timestamp  as  date  time  without
milliseconds.

Timestamp  (with
milliseconds)

The data source server  item  timestamp as  date time including
milliseconds.

Timestamp  (milliseconds
part only)

The milliseconds part of the data source server item timestamp.

Internal  Timestamp  (without
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time without milliseconds.
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Internal  Timestamp  (with
milliseconds)

The  timestamp  of  data  change  in  the  local  dataFEED  OPC
Suite application as date time including milliseconds.

Internal  Timestamp
(milliseconds part only)

The milliseconds part of timestamp of  data change in  the local
dataFEED OPC Suite application.

Data Source

The following data sources can be selected:

Data Source Description

Current The value used is the current one. This means that if the item is
included in the transaction, the received value is used. If the item
is not included, the cached value is used.

Cache The cached value is always used, even if the item is present in
the incoming transaction.

Changed The item  must  be included in  the incoming transaction  as  the
current value will be used.

Attention: If the action trigger is set to Data Change and the corresponding action contains  at
least one placeholder having Changed as the Data Source, that specific  item must exist  in  the
incoming transaction in order for the action to be executed. When the item is not present in the
transaction, the action is invalidated.

Complete the wizard using the Finish  button,  go back to  the previous  wizard  page  using  the
Back button or discard any changes made in this wizard by pressing the Cancel button.

<<< Data Value Placeholder Wizard - Data Item

7.3.3.9.5 Data Values Placeholder

Placeholders  can be used when configuring various  actions  (SQL,  TEXT,  NOSQL_REQ  and
other  statements).  These  placeholders  can  be  defined  in  the  Action  Wizard,  the  main  user
interface and are saved in  the Subscription file.  A placeholder  is  determined  by  the  following
attributes:

Data Item - an item (tag, property or node with value) originating from a Server Connection,
from the Local Items or from the System Items.

Data Value - the actual data value for the associated data item which will be replaced during
the run time of the local dataFEED OPC Suite application.
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Data Source - the source for the data value which will be replaced during the run time of the
local dataFEED OPC Suite application.

Placeholder in the user interface

Two types of placeholder editors are implemented in the Softing Configurator. Only one type of
action editor is used in the NoSQL add-on, that is the Text Action Editor. This placeholder editor
is found in NoSQL Action wizard page and also in the Configuration: Data Destination - Siemens
MindSphere Server main user interface page of the File add-on; the corresponding placeholder
form is: <<Short Data Value> / <Short Data Item>>:

<<R8> / <ItemID>>
<<R8> / <Value>>
<<R8> / <QualityString>>
<<R8> / <TimestampMS>>

Placeholder in the subscription file

In the subscription file a placeholder has the following syntax:

#%-<Data Item>%<ItemID_SubscriptionID>%<DataSource>-%#

where:

Attribute Description

#%-  -%# Represents the beginning and the end of a placeholder definition

Data Item Represents the item data value.

% Separates the Data Value, Data Item and Data Source fields  in
the placeholder.

ItemID_SubscriptionID Represents the subscription item identifier.

Data source Represents the item data source.
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Example:

#%-ItemValue%OPC_1.increment.R8_Subscription_222%Current-%#

Data value:

The following data value attributes  can be used (they are supported by both dataFEED  OPC
Suite Configurator and local dataFEED OPC Suite application):

Attribute Subscription  file
form

Description

Data Value ItemValue The value of the data source server item.

Item Identified ItemItemID The ID of the data source server item.

Quality as Integer ItemQuality The data source server item quality as integer.

Quality as String ItemQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

ItemTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

ItemTimestampMS The data source server item timestamp as date
time including milliseconds.

Timestamp
(milliseconds  part
only)

ItemTimestampMS
Part

The milliseconds part of the data source server
item timestamp.

Internal  Timestamp
(without milliseconds)

ItemTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

ItemTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Internal  Timestamp
(milliseconds  part
only)

ItemTimestampOC
TMSPart

The  milliseconds  part  of  the  data  change
timestamp  in  the  local  dataFEED  OPC  Suite
application.

The following data value attributes  can be used (only supported by the local  dataFEED  OPC
Suite application):

Attribute Subscription  file
form

Description

Item Subscription ID ItemSubscriptionID The subscription ID of the item 
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Data Value DataValue The ID of the data source server item.

Data Quality as Integer DataQuality The data source server item quality as integer.

Data Quality as String DataQualityString The data source server item quality as string.

Timestamp  (without
milliseconds)

DataTimestamp The data source server item timestamp as date
time without milliseconds.

Timestamp  (with
milliseconds)

DataTimestampMS The data source server item timestamp as date
time including milliseconds.

Internal  Timestamp
(without milliseconds)

DataTimestampOC
T

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
without milliseconds.

Internal  Timestamp
(with milliseconds)

DataTimestampOC
TMS

The  timestamp  of  data  change  in  the  local
dataFEED  OPC  Suite  application as  date  time
including milliseconds.

Data Item ID DataItemID The value of the data source server item.

Attention: There is a significant  difference between the Data Values  in  the tables  above.  The
values in the second table are taken directly from dataFEED OPC Suite internal server while the
values for the Data Values from the first table are taken directly from the server which holds the
real Item. dataFEED OPC Suite holds only a copy of that Item.

Data Source or Item type:

One of the following Data Sources may be selected:

Item type Description

Current The item must be in the subscription item list. The value used is
the current  one,  which means  that  if  the  value  for  the  item  is
included in the current transaction, this value will be used. If the
value  is  not  included  in  the  incoming  transaction,  the  cached
value will be used.

Cache The item must be in the subscription item list. The value used is
the cached one,  even  if  that  item  is  included  in  the  incoming
transaction.

Changed The item must be in the subscription item list. The value used is
the  changed  one,  which  means  that  the  entire  action  will  be
invalidated if the item is not present in the incoming transaction.

Examples:

'#%-ItemTimestampOCTMSPart%OPC_1.increment.R8_Subscription_222%Current-%#'
'#%-ItemTimestampOCTMS%OPC_1.increment.R8_Subscription_222%Changed-%#'
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'#%-ItemTimestampOCT%OPC_1.increment.R8_Subscription_222%Cache-%#'

Attention: If the Changed Data Source is used in an action and the corresponding action trigger
is a Data Change trigger, make sure that a transaction which contains data changes for all the
items used in the current action will be generated by the server; otherwise, the entire action will
be invalidated if an item has no associated data change in the incoming transaction.

7.3.3.9.6 Configuration Files

All the Siemens MindSphere configuration settings are stored in two separated files:

Tasks file - contains general descriptions of the File definitions.

Subscriptions file - which contains all the descriptions related to the stored data:

what data will be stored.

what is the frequency of storing the data.

where and when will the data be stored.

Note: The path and file name of these configuration files are fixed and not configurable.

The task and subscription files are stored in the Tasks  folder under the instance path. For task
configuration  a  text  file  called  Tasks.txt  and  for  subscription  configuration  a  text  file  called
Subscriptions.txt will be created in  the Tasks  configuration folder.  Although these files  can be
manually edited, using the dataFEED OPC Suite Configurator is advisable.

Note: The recommendation is to use only the dataFEED OPC Suite Configurator to edit  these
files. This ensures that all the definitions will be valid.

If the configuration is manually edited try loading the configuration in  the dataFEED  OPC  Suite
Configurator as all the configuration files are automatically validated at load-time and, if there are
any  mistakes,  an  error  message  will  be  displayed.  The  dialog  will  contain  an  appropriate
description and will point to the first invalid line of the local items configuration file.

Both  configurations  files  are  plain  text  files  encoded  in  UTF-8  (thus  providing  full  UNICODE
compatibility)  and they have line-oriented structure.  The elements  of  a  line are tab-separated.
The format of one line is the following:

Line type<TAB>Line data

Task Configuration File

The following line types will be defined: 

Line Type Description
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MSPH_PROXY Parameters defined for a proxy connection

MSPH_REQ_PROC Parameters  used  for  the  internal  queue  and
processing settings

MSPH Describes the parameters of a server connection.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation. 

The MSPH_TIMESTAMPFORMAT line

The MSPH_TIMESTAMPFORMAT line allows defining parameters needed by the NoSQL add-on
to format time and date values, globally:

MSPH_TIMESTAMPFORMAT<TAB>Format

Example: 

MSPH_TIMESTAMPFORMAT mm/dd/YYYY HH:MM:SS pp

The MSPH_TIMEFORMAT line

The MSPH_TIMEFORMAT line allows defining the time zone, globally (utc or local):

MSPH_TIMEFORMAT<TAB>Value

Examples: 

MSPH_TIMEFORMAT utc
MSPH_TIMEFORMAT local

The MSPH_PROXY line

The MSPH_PROXY line allows defining all the parameters needed by a proxy connection:

MSPH_PROXY<TAB>Proxy Type<TAB>Host/IP<TAB>Port<TAB>Authentication Type<TAB>User Crendentials

Examples: 

MSPH_PROXY HttpProxy 192.168.150.171 3128 UsingProxyAuth admin C122ED818D7C5B6304
MPSH_PROXY HttpProxy 192.168.150.171 3128 NotUsingProxyAuth
MSPH_PROXY NoProxy

The MSPH_REQ_PROC line

The MSPH_REQ_PROC line allows defining all the parameters needed by the internal request
queue, globally:
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MSPH_REQ_PROC<TAB>Maximum queue size per connection<TAB>Execution type

Maximum queue size refers  to  the number  of  allowed request  the internal  request  queue can
hold for one connection. Each connection queue will be able to hold that number of requests.

Execution type specifies whether or not the execution of requests should be parallel (currently 6
at a time, because of Qt limitations) or sequential (one at a time).

Examples: 

MSPH_REQ_PROC 10000 Parallel
MSPH_REQ_PROC 100 Sequential

The MSPH line

The MSPH line allows defining all the parameters needed by the MSPH add-on to send data to a 
Siemens MindSphere Database:

MSPH<TAB>Connection ID<TAB>Connection Name<TAB>Status<TAB>Database Type<TAB>Protocol Type<TAB>Host Name<TAB>Authentication Type<TAB>Request Timeout<TAB>Store and Forward status<TAB>Store and Forward folder path<TAB>Store And Forward file size<TAB>Store And Forward requests size<TAB>Overwrite requests<TAB>Packed requests<TAB>Max. number of forwarded requests<TAB>Time zone<TAB>Date-time format<TAB>Autoaccept certificates<TAB>Certificate retrieval interval<TAB>

Parameter Description

MSPH The type of the line, predefined keyword.

Connection ID Unique identifier within the task file (used for matching
the statements in the corresponding subscription file).

Connection Name The name of the connection visible in the Configurator

Status The status of the connection: Active or Inactive

Protocol Type TCP,  HTTP  or  HTTPS;  MONGODB  or  MONGODB
+SSL

Host Name The  server  address,  or  IP.  A  '/'  character  is
compulsory at the end

Authentication Type Anonymous, Username and Password,  or  Certificate
(only  for  secure  connections).  The  parameters  that
follow may differ based on selection.

Request Timeout Value in seconds of the time to wait for a request to be
aborted. 0 means waiting until it completes

Store and Forward status Whether or not Store and Forward is active: Active or
Inactive

Store and Forward folder path The path of the folder where the file will be created in.

Store And Forward file size Maximum amount of space used for the file
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Store And Forward requests size Maximum number of requests stored in the file

Overwrite requests Whether  or  not  to  overwrite  older  requests  if  the
storage gets full: ON or OFF

Packed requests Currently reserved and disabled for NoSQL

Max. number of forwarded requests How many requests to pack together in one

Time zone UTC or Local

Date-time format The format of the time and date items

Autoaccept certificates TRUE or FALSE

Certificate retrieval interval Value  in  seconds  of  the  interval  after  which  the
application will  validate the server  certificate again at
action execution

Example: 

MSPH MSPH_01 Connection_01 Active softing1 https://southgate.eu1.mindsphere.io 443 SHARED_SECRET 1534427168720 8 Inactive C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON TRUE 10000 10000 utc TRUE 60

Task File - Example:

#
# MINDSPHERE - configuration
#
MSPH_TIMEFORMAT utc
MSPH_PROXY Http 192.168.150.171 3128 UsingProxyAuth siar 2AA269CEEFDF88C86F2CE9B8D05971BB07
#
MSPH_REQ_PROC 10000 Sequential
#
MSPH MSPH_01 Connection_01 Active softing1 https://southgate.eu1.mindsphere.io 443 SHARED_SECRET 1534427168720 8 Inactive C:\Users\Public\Documents\dataFEED OPC Suite\Configuration1 100 20000 ON TRUE 10000 10000 utc TRUE 60

Subscription Configuration File

The Data Destination - Siemens MindSphere generates multiple line types: 

common lines which are specific  to all the consumer add-ons: condition lines, subscription
lines and item lines;

specific lines: modifier lines and copy lines.

Common Lines:

The following line types are common lines and will be used to configure different functionalities:

Line Type Description
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Subscription Defines the update rate with which the current  action
will be executed.

Condition Defines the execution condition for the current action.

Item This line defines a trigger which is fired if the item data
has changed.

The trigger  data includes  all  other  items  which  have
changed at the same time (were reported in the same
data change callback from the OPC  server).  An item
data change consists of a different value or  quality of
the respective item compared to the previous one.

Timer This  line  defines  a  trigger  which  is  fired  at  specific
time and date or at specific intervals.

Commented Lines (#) Any  line  that  starts  with  the  "#"  character  is
considered  a  comment  line  which  is  ignored  during
evaluation.

The subscription file is divided into two sections:

The global area:

The global area extends from the first subscription line to the first  trigger  line (e.g:  ITEM,
TIMER lines). 

This area contains definitions valid for the entire subscription file. 

The local area:

The local area covers all the actions between two trigger lines in the subscription file.

The lines in this area are only executed if the parent trigger fires.

Subscription Line

A subscription line has the following format:

SUBSCRIPTION<TAB>Subscription ID<TAB>UPDATERATE<TAB>Update rate value<TAB>ACTIVE<TAB>Active value

The subscription line contains the following configurable parameters:

Parameter Description

SUBSCRIPTION The type of the line.

Subscription ID It  is  used  to  identify  the  subscription  and  must  be
unique.

UPDATERATE Predefined keyword. 
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Update rate value Defines the update rate with which the current  action
will be executed.

ACTIVE Predefined keyword. 

Active value Active value which can be TRUE or FALSE.

The subscription lines  always  contain  the global  subscription line as  well  as  all  subscriptions
which are used at least once in consumer actions. The global subscription is represented by the
subscription line with  the empty Subscription ID.  The default  update  rate  value  for  the  global
subscription is 1000 milliseconds.

The value of the update rate is saved in milliseconds. This value may not be set to 0 inside the
dataFEED OPC Suite Configurator but it can be manually set by editing the subscription file with
an external  text  editor.  An  update  rate  value  of  0  means  as  fast  as  possible  but  this  is  not
recommended from a resource-related point of view.

Setting a subscription to be active or inactive is an advanced feature which cannot be configured
from  within  the dataFEED  OPC  Suite  Configurator.  By  default  the  active  value  for  each  and
every subscription is set to TRUE (meaning that all subscriptions are active since creation). If a
subscription's active value is set to FALSE then the data changes of the items configured to be
part of that subscription will be ignored.

Examples:

SUBSCRIPTION<TAB><TAB>UPDATERATE<TAB>1000<TAB>ACTIVE<TAB>TRUE
SUBSCRIPTION<TAB>Subscription_300<TAB>UPDATERATE<TAB>300<TAB>ACTIVE<TAB>TRUE

Condition Line

A condition line defines whether an action below an item trigger will be executed or not (when the
item  trigger  is  fired).  This  can  be  used  in  other  configuration  lines  as  well  to  condition  the
execution of an item action. One example of this is the conditional execution of a SQL statement
in the Database add-on. A condition line has the following format:

CONDITION<TAB>Condition ID<TAB>Condition Statement

The condition line contains the following configurable parameters:

Parameter Description

CONDITION The type of the line, predefined keyword.

Condition ID Unique condition identifier.

Condition statement Single condition statement.

Conditions  can be used to  react  to  communication  errors.  Various  actions  can  be  executed
depending on the quality of items.
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The following condition statements are supported: 

Condition Description

AllGoodQuality The trigger actions are executed only if all items in the
transaction have the quality Good.

Always The trigger actions are executed always,  ignoring the
quality of the items in the incoming transaction.

ItemQualityChanged The trigger actions are executed only if the quality of at
least one item in the transaction has changed.

OneBadQuality The trigger actions are executed if exactly one item in
the transaction has the quality Bad.

The condition lines always contain the global condition line as  well  as  all  conditions  which are
used at least once in consumer actions. The global condition is represented by the condition line
with  the empty Condition ID.  The default  condition statement  value for  the  global  condition  is
Always. As a general rule all the condition lines need to be declared in the global section of the
subscription file. If no condition is defined the Always condition is applied as default. 

Examples:

CONDITION<TAB><TAB>Always
CONDITION<TAB>AllGoodQuality<TAB>AllGoodQuality

Item Line

An item line is used to add an item to a subscription. The associated actions are executed each
time the value or the quality of the specified data items changes during the run time of the local
dataFEED OPC Suite application.

An item line has the following format:

ITEM Local Items.Scalars.Always_Trigger_ Local Items.Scalars.Always_Trigger I2

The item line contains the following configurable parameters:

Parameter Description

ITEM The type of the line, predefined keyword.

Subscription Item ID Unique  subscription  item  identifier  (implicitly  created
by  concatenating  the  Server  Item  ID  and  the
Subscription  ID  with  the  underscore  character  in
between them).
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Server Item ID Item  identifier  within  the  local  dataFEED  OPC  Suite
application  address  namespace.  This  could  be  a
server connection item ID or a local item ID.

Subscription ID Subscription  identifier  (defined  above,  see
Subscription Line).

This trigger is fired if the item data or quality has changed (also referred to as data change). The
trigger data includes all other items which were included in  the data change (items  which had
their data change reported in the same transaction).

Note:  A  single  line  consisting  of  the  Server  Item  ID  and  Subscription  ID  is  added  to  the
subscription file for an item used several times with the same update rate in any consumer add-
ons. This optimizes the local dataFEED OPC Suite application throughput.

Example:

ITEM<TAB>increment.I1_Subscription_300<TAB>increment.I1<TAB>Subscription_300

Note: The subscription item ID can be empty. In this case, however, only the Server Item ID can
be used to identify the item.

Timer Line

This trigger is fired at a specified time and date or at specific  intervals. The associated actions
are executed on a specific  schedule or  periodically during the run time of  the local  dataFEED
OPC Suite application. 

The format of the Timer Line is:

TIMER<TAB>Timer ID<TAB>INTERVAL<TAB>Rate in milliseconds

or

TIMER<TAB>Timer ID<TAB>SCHEDULE<TAB>Schedule range<TAB>First execution<TAB>Rate<TAB>Last execution[<TAB>List Of Days]

The interval timer contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword.

Timer ID Unique timer identifier.

INTERVAL Denotes an interval timer trigger, predefined keyword.

Interval value Defines the interval in milliseconds at which the timer
will trigger the associated action(s).
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The timer schedule contains the following configurable parameters:

Parameter Description

TIMER The type of the line, predefined keyword

Timer ID Unique timer identifier.

SCHEDULE Denotes  a  scheduled  timer  trigger,  predefined
keyword.

Schedule range Defines  the  range  of  the  schedule  (see  below  the
table).

First execution Defines  the time the timer  should begin firing events
(see below the table).

Rate Defines the rate at which the timer  should trigger  the
associated action(s).

Last execution Defines  the  time  the  timer  should  stop  firing  events
(see below the table).

List Of Days Should  be  used  only  with  the  Week  and  Month
schedule.  It  must  contain  the  days  on  which  the
execution is desired. If the list of  days  is  not  present,
the obtained functionality is the same as by using the
day marker in every day of the week/month.

The timer's Schedule range may have one of the following values:

MINUTE

HOUR

DAY

WEEK - List of days: 1d = Monday, 2d = Tuesday, …, 7d = Sunday.

MONTH -  List  of  days:  1d =  First  day  of  month,  2d  =  Second  day  of  month,  …,  30d  =
Thirtieth day of month, 31d = Thirty-first day of the month.

The First execution defines the time the timer should begin firing events.

Example:

1d13h10m15s

Note: If parts of the execution time are 0, they do not have to be in the string, e.g. 1d0h10m0s =
1d10m

The timer Rate defines the event firing rate. An empty timer Rate means a single execution.
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Last Execution: The last execution time of the schedule. Could be empty.

List of Days: Shall be used only with the Week and Month schedule. It should contain the days
on which execution is desired. If the list is  not specified the same functionality can be achieved
by using the day marker in the first and last execution time. 

Note: If the List of Days and the day marker in first and last execution time are used in the same
timer trigger the two setting types should match the marked days!

Examples:

# Following timer fires events every 250 milliseconds (4 times a second):
TIMER<TAB><TAB>INTERVAL<TAB>250
# Following timer fires events every 20 seconds of a minute starting at second 10 (eg. 10, 30, 50):
TIMER<TAB><TAB>SCHEDULE<TAB>MINUTE<TAB>10s<TAB>20s
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00
# (e.g. 6:30, 10:30, 14:30, 18:30).
TIMER<TAB><TAB>SCHEDULE<TAB>DAY<TAB>6h30m<TAB>4h<TAB>20h
# Following timer fires events every 4 hours of a day starting at 6:30, ending at 20:00, Monday to
# Friday (e.g. 6:30, 10:30, 14:30, 18:30 of each day).
TIMER<TAB><TAB>SCHEDULE<TAB>WEEK<TAB>6h30m<TAB>4h<TAB>20h<TAB>1d2d3d4d5d
# Following timer fires events every 4 hours starting at 6:30, ending at 22:45 (e.g. 6:30, 10:30, 14:30, 
# 18:30, 22:30), on the 1th, 2th, 10th, 20th of every month.
TIMER<TAB><TAB>SCHEDULE<TAB>MONTH<TAB>6h30m<TAB>4h<TAB>22h45m<TAB>1d2d10d20d
# Following timer fires events every 1 hours, 3 minutes and 3 seconds starting at 00:00:01, ending at
# 23:59:59 (e.g. 00:00:01, 01:03:04, 02:06:07 etc), on the 3rd, 6th, 9th, 12th, 15,th, 18th and 21st of every month.
TIMER<TAB>Timer_02<TAB>SCHEDULE<TAB>MONTH<TAB>1s<TAB>1h3m3s<TAB>23h59m59s<TAB>3d6d9d12d15d18d21d

Note:  Make  sure  that  only  used  subscription  definitions  are  present  in  the  configuration  file
(resource-related point of view).

Specific Lines:

The  following  line  types  are  REST  Server  specific  and  will  be  used  to  configure  different
functionalities:

Line Type Description

MSPH_REQ Defines a NoSQL Database action statement.

The format of the MSPH_REQ line is the following:

CouchDb:

MSPH_REQ<TAB>Condition ID<TAB>Connection ID<TAB>Action Name<TAB>Action Status<TAB>Database Name<TAB>Document Name<TAB>HTTP method<TAB>Header<TAB>Body<TAB>Content Type<TAB>Trigger

MongoDb:

MSPH_REQ<TAB>Condition  ID<TAB>Connection  ID<TAB>Action  Name<TAB>Action
Status<TAB>Database  Name<TAB>Document  Name<TAB>Body<TAB>Content
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Type<TAB>Trigger

Examples:

CouchDb: 

MSPH_REQ NoSQL_02 Action_02 Active aaaa POST {}
{"clasic": [{"action": "insert_action_2","big_text": "Whenever a method

overrides another method, or a method implements a signature in an interface.
The @Override annotation assures you that you did in fact override something.
Without the annotation you  risk  a  misspelling  or  a  difference  in  parameter
types  and  number","id":  "#%-ItemItemID%OPC_1.increment.I8_%Current-%
#","timestamp":  "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value":
"#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local
Items.Arrays.i4_

MongoDb: 

MSPH_REQ NoSQL_01 Action_01 Active demodb
democollection {"test_key":  "#%-ItemValue%OPC_1.increment.I1_%Current-%#"}

Local Items.Arrays.i1_

The MSPH_REQ line contains the following configurable parameters:

Parameter Description

MSPH_REQ The type of the line, predefined keyword.

Condition ID Condition  identifier  (defined  above,  see  Condition
Line).

Connection ID NoSQL connection ID

Action name The name of the action visible in the Configurator

Action Status Specifies  whether  or  not  the action will  be executed:
Active or Inactive

Database name The name of the database

Document name The name of the document

HTTP method POST  or  PUT  -  only  available  for  databases  with
REST interfaces

Header The  serialized  form  of  the  action  header  -  only
available for databases with REST interfaces

Body The serialized form of the action body

Content Type The HTTP content type of the body - only available for
databases with REST interfaces
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Trigger ID Associated trigger identifier (one of the above defined:
Item Trigger, Timer Trigger)

The action body parameter configures the text which will be sent to the NoSQL server when the
corresponding action is executed.

Example of NoSQL database configuration lines and the appropriate ITEM lines:

ITEM Local Items.Arrays.i1_ Local Items.Arrays.i1 I1[]
MSPH_REQ NoSQL_01 Action_01 Active demodb democollection {"test_key": "#%-ItemValue%OPC_1.increment.I1_%Current-%#"} Local Items.Arrays.i1_

ITEM Local Items.Arrays.i4_ Local Items.Arrays.i4 I4[]
MSPH_REQ NoSQL_02 Action_02 Active aaaa POST {} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Arrays.i4_

In order to offer  a  flexible  configuration for  MSPH_REQ  statements,  placeholders  can also be
used. Placeholders are syntactical entities that are replaced with  their  associated values  each
time the statement is evaluated during the run time of the local dataFEED OPC Suite application
(before the request is sent to the server).

Note:  The  Condition  ID  used  in  MSPH_REQ  line  definition  must  be  defined  in  the  current
Subscription File; the default condition may also be used.

Note:  The  Connections  ID  used  in  a  MSPH_REQ  line  definition  must  be  defined  in  the
associated Task File.

The MSPH_REQ actions will be executed on every data change event, however their execution
will also depend on both the defined conditions and the type of the fired trigger. 

If the actions are associated with triggers of type Item, the respective actions are evaluated on
each item change, but are only executed if all of the following conditions are true:

The subscription item ID of the action has to be defined in the configuration.

A change occurs for the respective item.

The action condition is true.

The placeholders in the action can be replaced by their respective values (the changed data
source may invalidate the action).

If the actions  are associated with  triggers  of  type Timer,  the respective actions  are evaluated
and executed only if all of the following conditions are true: 

The subscription item ID of the action has to be defined in the configuration.

The action condition is true.

The placeholders in the action can be replaced by their respective values (the changed data
source may invalidate the action).

Subscription File - Example:

CONDITION AllGoodQuality



Chapter 7 - Configuration

© Softing Industrial Automation GmbH 979

#
SUBSCRIPTION UPDATERATE 1000 ACTIVE TRUE
#
MODIFIER V
#
#
ITEM Local Items.Arrays.i1_ Local Items.Arrays.i1 I1[]
MSPH_REQ NoSQL_01 Action_01 Active demodb democollection {"test_key": "#%-ItemValue%OPC_1.increment.I1_%Current-%#"} Local Items.Arrays.i1_
#
ITEM Local Items.Arrays.i4_ Local Items.Arrays.i4 I4[]
MSPH_REQ NoSQL_02 Action_02 Active aaaa POST {} {"clasic": [{"action": "insert_action_2","big_text": "Whenever a method overrides another method, or a method implements a signature in an interface. The @Override annotation assures you that you did in fact override something. Without the annotation you risk a misspelling or a difference in parameter types and number","id": "#%-ItemItemID%OPC_1.increment.I8_%Current-%#","timestamp": "#%-ItemTimestampMS%OPC_1.increment.I8_%Current-%#","value": "#%-ItemValue%OPC_1.increment.I8_%Current-%#"}]} application/json Local Items.Arrays.i4_
#
ITEM OPC_1.increment.I1_ OPC_1.increment.I1 I1
#
ITEM OPC_1.increment.I8_ OPC_1.increment.I8 I8

7.3.3.9.7 Limitations

The  Siemens  Mind  Connect  Library  (MCL  v3.0.0.0),  which  is  used  by  dataFEED  to
communicate  and  send  data  to  MindSphere  has  known  limitations,  which  force  the  current
workflow in dataFEED  to be as  it  is.  Also the MindSphere server  has  its  own inner  workings,
which are not totally compatible with dataFEED.

Users  are advised to  read  the  MindSphere  documentation  for  more  information  and  what  to
expect.

Such known issues are:

1. Not validating the current registration info - The library is  mainly a  data sending library,
not so much a two-way communications library. In this sense, the library doesn't always know
the  state  of  the  dataFEED  Connection  to  the  server.  After  onboarding  has  been  done
successfully,  either  at  Test  Connection  or  during  Runtime  execution,  the  currently  saved
registration  info  is  not  validated  against  its  server-side  state,  meaning  that  no  request  is
issued by the library to check if the info is still valid. It is just checked to exist on the dataFEED
side. This results in a Test Connection operation always  saying that  the dataFEED  client  is
connected or onboarded, regardless of the state of the corresponding Agent on the server to
which the Connection is  related.  This  can happen after  restoring a backed up configuration
which had onboarded previously and has registration information stored locally,  or  when the
Agent of the connection was onboarded but has offboarded on the MindSphere side.  Server
state is not checked at all by the library. Users are advised to either know which connection
is related to which agent on the server, or to newly onboard if not sure of this relationship.

2. MindSphere rejecting requests with future  timestamps  -  If  machines  on the client  side
have their clocks set to time in the future, MindSphere will reject the requests sent from such
machines. This is normal behavior, it is  impossible to send requests with future timestamps
to a server. Users are advised to synchronize  their machines to correct clocks. MindSphere
uses timestamps in its OAuth2 authentication mechanisms  to  validate certain  requests,  like
onboarding, taken from the sender machine.

3. MindSphere  deletes  existing  datapoint-variable  mappings  when  adding  a  new
mapping  -  The  current  MindSphere  logic  does  this,  so  beware  when  creating  lots  of
mappings in several different operations or attempts. Users are advised to create the whole
set  of  mappings  in  one  operation  to  not  lose  a  previously created  list.  MindSphere
notifies the user when a new mapping is added in a different  attempt,  but  the user  can only
accept or decline.
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4. Time series values sent with equal timestamps will only store the last value arrived -
When  sending  Time  Series  values,  the  server  requires  values  to  have  a  timestamp.  If
dataFEED  sends  values  to  data  points  of  the  same  Aspect  with  equal  timestamps,
MindSphere  will  only  show  the  lastly  sent  value,  the  most  recently  arrived  one,  and  the
previously stored ones  will  be overwritten by this  one.  This  can happen when users  create
actions with data points of the same Aspect and with the same update rates or subscriptions.
Users are advised to create actions in dataFEED in such a way that  data changes  of  items
will not have equal timestamps for data points of the same Aspect.

5. MindSphere server performance limitations - A MindSphere server, at the time of current
implementation,  are  limited  to  receiving  data  in  larger  time  intervals  instead  of  very  fast
occurring requests. More precisely,  MindSphere support  advises  not  sending small  payload
requests more frequently than 10 seconds, and if possible up to 10 megabytes large, instead
of  payloads  containing  small  amounts  of  data.  To  avoid  flooding  MindSphere  servers  and
restricted  by  Siemens,  users  are  advised  to  enable  the  Packed  Requests  feature  in
dataFEED, per connection, to be able to send more data in one request in the right pace for
MindSphere servers. This feature is not foolproof and may only prolong a request buildup on
the dataFEED side, if the sending rate is still larger than how fast MindSphere can take in the
data.  Please experiment  with  action execution and update rates,  payload  packing,  triggers,
item changes, number of connections  and actions  and the Store and Forward mechanism.
Note that the maximum size of a package only includes half that amount of actual dataFEED
datachange and action payload data. The rest, unfortunately impossible to precisely estimate
due to MCL limitations,  will  be added by the library before actually sending out  the request.
This includes certain payload structure elements,  a  different  formatting and other  metadata.
dataFEED only allows half of the maximum amount to be added to be on the safe side when
sending out a request, otherwise, if the library reports a too large payload, dataFEED cannot
decompose and recompose the payload to avoid such situations.  Data will  be lost  in  cases
when the payload exceeds the maximum.

6. Transactional  data sending into  Aspects (not  a  real  limitation)  -  Sending  Time  Series
data is transactional or atomic on an Aspect on the MindSphere side. On the dataFEED side
values  from  items  are  written  into  data  points  of  an  Agent,  which  are  mapped  on  the
MindSphere dashboard to variables of an Aspect.  When a write  request  reaches  the server
and it contains payload with data for only one or just some of the variables, the other variables
will have null values added, and a new "snapshot" of the Aspect will be created. Meaning that
all variables are given values (some null) regardless of the number of variables contained in a
payload, which brings data to them. This may result  in  unexpected results  if  the non-written
variables  are  queried  through  the  MindSphere  REST  endpoints.  dataFEED  does  not  use
those,  because it  only sends  data,  but  does  not  always  send data  for  each  variable  of  an
Aspect. An Action can be configured to  send just  one item  into  one data point,  but  this  will
result in an entry in MindSphere where all other variables have null values.

7.3.4 Settings

This section of the Softing dataFEED OPC Suite Online Help describes some global settings for
the local dataFEED OPC Suite application.
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  Softing dataFEED OPC Suite - Settings

Configure diagnostics trace outputs to file @ Configuration: Settings - Diagnostics

Enable the integrated web server @ Configuration: Settings - Web Server

Advanced configuration settings @ Configuration: Settings - Advanced

Discover  the currently  installed  licenses  and  the  license  items  used  @  Configuration:
Settings - Licenses

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.4.1 Diagnostic

This section allows defining the trace output to be written for each of the four trace groups. The
section allows:

choosing what traces to include in the logs

enabling or disabling file tracing



Softing dataFEED OPC Suite V4.49 - User Manual

982 © Softing Industrial Automation GmbH

choosing a name for the trace file

defining the maximum file size

setting the maximum number of trace file backups

For a more detailed description see the Configuration: Settings - Diagnostics page.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.4.1.1 Configuration

This  section describes  how  to  configure  the  diagnostics  output  of  the  local  dataFEED  OPC
Suite application.

Trace Levels

In the Trace Levels group box the different trace levels (the amount of data to be traced) can be
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defined for each of the four trace groups. The following trace groups are available:

Trace Group Description

Error Messages Trace group containing severe error  messages  which  could
occur during the run time of  the local  dataFEED  OPC  Suite
application.

Warning Messages Trace  group  with  additional  warning  messages  (non-critical
error messages).

Information Messages Trace group containing additional information messages.

Debug Messages Trace group with  additional  debug  messages  (changing  the
value of this group from Nothing will cause the trace files size
to increase dramatically over a short period).

The modules for each of the above trace groups can be selected from the drop down list.  The
drop-down  list  can  also  be  manually  edited  providing  a  way  for  typing  a  hexadecimal
representation of different combinations:

All: All trace messages will be logged (OPC, Server, Client, OCT).

Nothing: No trace messages will be logged for the selected group.

OPC: Trace messages from the OPC side will be logged.

Server: Trace messages from the server side will be logged.

Client: Trace messages from the client side will be logged.

OCT: Trace messages from Softing dataFEED OPC Suite will be logged.

Trace To File

In the bottom group box, you can enable the logging of trace data and specify the trace file you
want to use. 

To enable tracing to a file the Trace to File checkbox must be checked. 

If the checkbox is not checked, the section requesting input of  the name and size of  the trace
files will be disabled (grayed out).

Attribute Description

Base file name Name of the trace file.

Maximum file size [MB] Maximum size (in Megabytes) of each of the trace files.

Max. number of backup files The number of desired backup files.
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Note: When the local  dataFEED  OPC  Suite  application is  restarted the contents  of  the trace
files are backed up. The backup is only performed for the previous log files when a new session
of the local dataFEED OPC  Suite  application is  started and not  when the log files  reach their
maximum size during the application runtime.

If asked for the trace files in a support case, you can find them in the following folder:

%ALLUSERSPROFILE%\Softing\dataFEED OPC Suite\<ConfigurationName>\

Please note that this folder can vary depending on the Microsoft Windows operating system and
the language version used. 

The backed up trace files have the following names:

OSF_Runtime_backup#<number>A.log
OSF_Runtime_backup#<number>B.log

The actual trace files have the following names:

OSF_Runtime_currentA.log
OSF_Runtime_currentB.log

Note: The tracing mechanism is circular meaning that it writes data to two separate files. When
the first file reaches the Maximum file size the trace mechanism overwrites the second file and
so on.

Note: When the local dataFEED OPC Suite application starts it automatically renames the two
trace files from the previous session as the most recent backup files. If Number of backup files
is set to 0 then the trace files from the last session will not be backed up.

Attention: Please make sure that you have enough free space for the ongoing trace files  (e.g.
twice the Maximum File Size) plus additional space for  the backup files  (if  Number  of  backup
files is greater than 0).

7.3.4.2 Web Server

Softing  dataFEED  OPC  Suite  features  an  integrated  web  server,  which  also  allows  you  to
provide  your  own  web  pages  for  displaying  and  setting  values.  The  architecture  and
performance of the web server have been designed for small-scale visualizations.

The web pages of the local dataFEED OPC Suite application provide run time information about
the current licenses and license items, version information, diagnostics information and contact
data for requesting technical support  for  Softing dataFEED  OPC  Suite.  They are described in
detail under dataFEED OPC Suite Web Pages. 

More detailed information on the dataFEED OPC Suite  web server  configuration can be found
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on the Configuration: Settings - Web Server page. 

Attention: When the 72-hours  demonstration mode  expires,  the  local  dataFEED  OPC  Suite
application is generally stopped. As a result, the corresponding web pages will not be available
anymore, either.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.4.2.1 Configuration

In  this  configuration  section  the  integrated  web  server  for  the  local  dataFEED  OPC  Suite
application can be activated and configured.

Attention: If the integrated web server is deactivated, the data destination OPC XML-DA Client
functionality (the integrated OPC XML-DA server) will be deactivated as well.
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The  TCP/IP  port  number  used  for  the  data  destination  OPC  XML-DA  functionality  and  the
integrated web server is always the same.

Note: Each dataFEED OPC Suite configuration running on the same workstation must  use a
unique TCP/IP port number. This port number must not be used by other applications running on
the same PC.

If  a  new  configuration is  created,  a  unique port  number  is  automatically assigned  to  the  new
configuration. If the TCP/IP port number is manually changed, additional care must be taken that
the corresponding port number is not already used on the target machine.

The attributes for the integrated web server are described in the table below:

Attribute Description

Web pages root directory The directory where the web pages  are located on the local
host. The default value is the installation path. The path must
be updated if the web pages  are moved from  the installation
path.

TCP/IP port number The  web  server  and  OPC  XML-DA  server  TCP/IP  port
number.

Administrator password The password for the administrator login.

Operator password The password for the operator login.

The administrator and the operator users have the following default passwords:

User Password

Operator op

Administrator ad

The  passwords  can  be  changed  by  editing  the  Administrator  password  and/or  Operator
password edit boxes or through the web interface.

Note: If the administrator or operator password is  changed through the web interface and the
corresponding configuration is currently loaded in Softing dataFEED OPC  Suite,  the password
edit boxes will not be updated until the current configuration is reloaded.

In  the Monitoring Items  tree the user  can select  readable  items  that  are  added  in  the  web
server pages under Diagnostics / Process Values once the runtime configuration is restarted.

Both nodes and tag items can be selected but in the web server only the tags are shown.

7.3.4.3 Advanced

Advanced global settings which affect the entire local dataFEED OPC Suite application can be
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configured in this section.

There are two settings groups, which are displayed in the following group boxes:

Global Application Settings

Global DS-OPC and DS-Tunnel Settings

The following settings can be configured in the Global Application Settings  section:  the service
name,  the  Windows  class  name,  the  description,  the  application  locale,  whether  the  local
dataFEED OPC Suite application should expose the system  and the connection items  or  not,
and whether to force the demo mode if a license is installed or not.

The following settings can be configured in the Global DS-OPC and DS-Tunnel Settings section:
the minimum  client  update rate,  the tunnel  synchronization timeout  value,  whether  to  validate
items, to harmonize update rate and to optimize the throughput time or not.

A more detailed description can be found on the Configuration: Settings - Advanced page.

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

7.3.4.3.1 Configuration

This configuration section allows  configuring advanced global  settings  for  the local  dataFEED
OPC Suite application.
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Global Application Settings

The meanings  of  the Windows  service name,  Windows  class  name,  Description,  Application
Locale, Activate system items, Activate connection items  and Force demo mode configuration
fields are explained in the table below:

Attribute Description

Windows service name Service name used to register the local dataFEED OPC Suite
application  with  the  Windows  Service  Manager.  This  name
must be unique for all local dataFEED OPC Suite application
configurations running on the computer.

Windows class name Name  of  the  Windows  class  used  for  the  local  dataFEED
OPC Suite application. This name must be unique for all local
dataFEED  OPC  Suite  application  configurations  running  on
the computer.

Description Service description used to register the local dataFEED OPC
Suite application with the Windows Service Manager.

Application Locale This  option influences  the formatting  of  the  output  data  that
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the local dataFEED OPC Suite application writes to the file or
database.  This  setting  usually  affects  the  number  format
(decimal separators, etc), the date/time format,  the currency
format, etc.

Activate system items If this attribute is  checked,  system  items  will  be provided for
the server connections. A new node with specific items will be
created for  each server  connection.  The following items  are
provided:

_System.General.HeartBeat  (32-bit  Unsigned  Integer,
read-only)  -  This  item  increments  on  each  read  that  a
client performs on it (reads on other items  do not  trigger
the increment). The initial value is 0.

_System.General.SessionID  (32-bit  Unsigned  Integer,
read-only) - Contains a unique session identifier (random
number updated on each server start, kept for as long as
the server is running).

_System.General.LocalTime  (DateTime,  read-only)  -
Provides the operating system local current date time.

If  Store  And  Forward  is  also  activated  (see  the  Data
Processing - Store And Forward chapter  for  details)  you will
see three more items under the _System node (see the Store
And Forward Wizard -  Local  Storage page of  the Store And
Forward  Wizard  to  identify  the  below  mentioned  (bolded)
controls):

_System.Data_Processing.StoreAndForward.ExceededM
axSize (Boolean, read-only) - Returns true when the Max.
size  specified  for  the  local  storage  file  has  been
exceeded (but the Max. data changes  limit  has  not  been
reached).  The  warning  is  generated  but  the  Store  And
Forward plug-in continues to write  data values  to  the file
while the Max. data changes limit is not reached.

_System.Data_Processing.StoreAndForward.FileLoadPe
rcentage  (64-bit  Real,  read-only)  -  Provides  the  load
percentage  of  the  Store  And  Forward  buffer  (related  to
Max. data changes; the Max. size of the local file buffer is
not  relevant  as  the
_System.Data_Processing.StoreAndForward.ExceededM
axSize warning is generated when it is exceeded).

_System.Data_Processing.StoreAndForward.OverWritin
gStarted (Boolean, read-only) - This item returns whether
overwriting of  the stored item  values  began or  not.  This
item  is  always  false  unless  the  Overwrite  values
checkbox is checked.

_System.Data_Processing.StoreAndForward.StoredTran
sactions  (64-bit  Unsigned Integer,  read-only)  -  This  item
returns  the  number  of  stored  (and  not  forwarded  yet)
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transaction. Each time when a transaction is stored it will
be increased and when a transaction is forwarded to  the
connected OPC Client and the confirmation is received it
will be decreased.

Activate connection items When checked a new node named Data_Source will  appear
under  the  _System  node.  The  node  will  only  show  up  if  at
least  one  external  server  connection  exists  in  the  External
Tunnel Servers or External OPC Servers or at least one PLC
connection  is  defined.  The  Data_Source  node  has  a  child
node for each data source connection provided in  any of  the
above lists. For each defined data-source connection a set of
special  items  are  predefined  in  the  internal  address  space.
Based on data-source type a specific  group of  system  items
are created. All connections are grouped under a node based
on its data-source types..

Siemens,  Rockwell,  Modbus  or  Mitsubishi  data-source
type:

_System.Data_Source.<DataSource>.<ConnectionName>.
Connected  (Boolean,  read-only)  -  The  item  specifies  the
connection  establishment  between  dataFEED  OPC  Suite
and corresponding configured PLC.

_System.Data_Source.<DataSource>.<ConnectionName>.
Status  (32-bit  unsigned  integer,  read-only)  -  The  item
returns  the  connection  status  between  dataFEED  OPC
Suite and corresponding configured PLC.

_System.Data_Source.<DataSource>.<ConnectionName>.
ServerCycle  (32-bit  unsigned  integer,  read-only)  -  The
special  item  ServerCycle  shows  the  number  of  complete
passes of the server for a connection.

_System.Data_Source.<DataSource>.<ConnectionName>.
MaxInterval  (32-bit  integer,  read-only)  -  The  special  item
MaxInterval  is  used  to  access  the  measured  Maximum
Update  Interval  (in  milliseconds)  of  all  items  of  a
corresponding  connection.  This  value  refers  to  the  last
complete polling cycle.

_System.Data_Source.<DataSource>.<ConnectionName>.
ItemCount (32-bit unsigned integer, read-only) - The special
ItemCount  item  is  used  to  access  the  number  of  active
items  of  the corresponding connection.  This  value  is  also
indicated in the status window under the heading “Items.”

_System.Data_Source.<DataSource>.<ConnectionName>.
ErrorCount  (32-bit  unsigned  integer,  read-only)  -  The
special ErrorCount item is used to access the number of all
active, erroneous items of the applicable Access Path. If the
connection is in a “bad” state, all items have errors (i.e., the
ItemCount item corresponds to the ErrorCount item). 

_System.Data_Source.<DataSource>.<ConnectionName>.
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IpAddress  (String,  read-only)  -  The special  item  IpAddress
is  used to  access  the target  IP  address  of  the  applicable
Access Path.

_System.Data_Source.<DataSource>.<ConnectionName>.
PollingInterval  (32-bit  unsigned  integer,  read-only)  -  The
special item Poll Interval is  used to access  the current  poll
interval. The current poll interval is indicated in milliseconds.
A negative value indicates that polling was  disabled.  In  this
case, the last entered positive value remains on the display.

_System.Data_Source.<DataSource>.<ConnectionName>.
PLCStatus (32-bit unsigned integer, read-only) - The special
Item  PLCStatus  is  used  to  indicate  the  status  of  an  S7
CPU. With S7 connections and HPP switched on, it can be
registered (applicable only for Siemens connections).

_System.Data_Source.<DataSource>.<ConnectionName>.
BrowsingReady  (Boolean,  read-only)  -  The  special  Item
BrowsingReady  is  used  to  indicate  the  when  the  browse
operations are available of dataFEED OPC Suite. Basically
this  is  done  after  the  initialization  of  all  Rockwell  defined
connections (applicable only for Rockwell connections).

B&R data-source type:

_System.Data_Source.<DataSource>.<ConnectionName>.
Connected  (Boolean,  read-only)  -  The  item  specifies  the
connection  establishment  between  dataFEED  OPC  Suite
and corresponding configured B&R device.

_System.Data_Source.<DataSource>.<ConnectionName>.
DeviceIPAddress (String, read-only) - The item specifies the
IP address of the target station (IP  address  of  the PLC)  or
the DNS name of the target station is entered. 

_System.Data_Source.<DataSource>.<ConnectionName>.
PVIIPAddress (String, read-only) - The item specifies the IP
address of configured PVI Manager.

_System.Data_Source.<DataSource>.<ConnectionName>.
ItemCount (32-bit unsigned integer, read-only)  -The special
ItemCount  item  is  used  to  access  the  number  of  active
items  of  the corresponding connection.  This  value  is  also
indicated in the status window under the heading “Items.”

_System.Data_Source.<DataSource>.<ConnectionName>.
ErrorCount  (32-bit  unsigned  integer,  read-only)  -  The
special ErrorCount item is used to access the number of all
active, erroneous items of the applicable Access Path. If the
connection is in a “bad” state, all items have errors (i.e., the
ItemCount item corresponds to the ErrorCount item). 

OPCServer or Tunnel Server data-source type:

_System.Data_Source.<DataSource>.<ConnectionName>.
Connected (Boolean, read-only) - The Boolean value of this
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system item shows if there is currently a connection to  the
corresponding server or not.

_System.Data_Source.<DataSource>.<ConnectionName>.
ProvideItems  (Boolean,  read-only)  -  This  item  returns  the
Provide  Items  attribute  of  the  corresponding  server
connection as a string.

_System.Data_Source.<DataSource>.<ConnectionName>.
URL (String,  read-only)  -  This  item  returns  the  associated
connection URL of the corresponding server connection.

_System.Data_Source.<DataSource>.<ConnectionName>.
.ItemPrefix  (String,  read-only)  -  This  item  returns  the
configured  item  prefix  (i.e.  connection  name)  of  the
corresponding server connection. This item is only provided
if an item prefix / connection name has been configured. 

Local Items data-source type

_System.Data_Source.<DataSource>.<ConnectionName>.
LocalItemsWatchdog (32-bit  unsigned integer,  read-only)  -
A  client  that  acts  logically  as  the  OPC  server  has  to
cyclically write to the LocalItemsWatchdog. 

Force demo mode With this setting, you can force Softing dataFEED OPC Suite
to run in demo mode. This is very useful if you have licensed
individual features on a computer and want to test other tools
later.  When  a  feature  has  been  licensed,  the  demo
functionality is disabled for the other features.

Send initial value Each subscribed item on classical interfaces  (DA2.0,  DA3.0,
Tunnel  and  XML-DA)  is  internally  initialized  with  quality
BadWaitingForInitialValue  creating  its  internal  cache.  Inside
the  update-rate  interval  the  data  source  should  provide  the
initial  value  of  the  monitored  item  -  updating  the  internal
initialized cache with  the  value,  quality  and  timestamp  from
the  connected  data  source.  In  case  the  the  connection
establishment  is  needed  more  time  than  the  update-rate
interval  the  internal  cache  initialization  is  sent  to  the
connected client.

With  this  setting  disabled,  the  notification  of  the  connected
client with the internal initialization is interrupted. 

Attention:  Disabling  this  option  will  make  the  product  not
OPC Compliant - in case that the initial read is needed more
time than the update-rate interval  then the initial  data-change
is not sent to the connected client. 

Notify all changes Basically  for  a  monitored/subscribed  node  accordingly  with
the  OPC  specifications  there  should  be  send  at  least  one
data-change inside the update-rate interval  in  case of  value/
quality changed.
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This  settings  is  allowing  the  possibility  to  send  multiple
notification  in  inside  the  update  rate  for  a  monitored  item  -
each notification is sent in a dedicated call in case when OPC
Buffering is disabled.

The default value of these attribute is: "true".

Attention: Disabling this setting will have impact on the Store
and Forward  functionality  -  not  all  the  stored  values  will  be
sent  to  the  Forward  Client  in  case  when  Packed  Data
Changes is set as  Forwarding Method.

Enable OPC buffering The setting is  enabling the creation  of  a  buffer  containing  a
queue of data-changes for the same subscribed item.

This is is very important in context of using store and forward
mechanism  where in  the same transaction as  sent  multiple
data-changes for the same item at the forward time. 

Default value for this attribute is: "true".

Attention: Disabling this  setting will  will  have impact  on  the
Store and Forward functionality - not all the stored values will
be  sent  to  the  Forward  Client  in  case  when  Original
Transaction is set as  Forwarding Method.

Namespace Delimiter This  setting  allow  the  possibility  to  specify  the  namespace
delimiter  for  the address  space exposed  by  the   dataFEED
OPC Suite application. Basically the item  ID  for  all  the items
from  the  exposed  address  space  are  created  being
composed from multiple tokens delimited by this  namespace
delimiter.

Default value of the namespace delimiter is "."

This a  very advanced setting which should be changed only
by advanced users.

Attention:  This  setting  is  applied  for  all  import/export
operations. Importing an address space from a file which was
exported  from  a  configuration  using  a  different  namespace
delimiter then the actual used is generating a address  space
deferent then the expected one -  always  in  this  situation the
imported  address  space  will  be  in  flat  format,  the  entire
hierarchy being not preserved
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Global DS-OPC and DS-Tunnel Settings

The meanings of Minimal update rate, Tunnel sync. timeout, Validate items, Harmonize update
rate and Optimize throughput time are explained in the table below:

Attribute Description

Minimal update rate This  attribute can be used to  set  the  minimum  refresh  rate
granted to  an OPC  client.  This  reduces  the  communication
load generated by an OPC client for an OPC server.

Tunnel sync. timeout This property is specific to the Softing OPC Tunnel protocol. It
defines the maximum time which the client/server will wait for
a  request  acknowledgement  from  the  other  party  before
declaring the respective tunnel  connection  as  disconnected.
This  value  should  be  adjusted  to  suit  the  communication
medium.

Validate items Decides  whether  the  item  IDs  from  a  dynamic  server
connection  subscription  should  be  validated  or  not.  If  no
validation is performed all  item  IDs  from  the subscription file
will be accepted by the local dataFEED OPC Suite application
for  a  dynamic  source.  Leaving  out  validation  increases  the
item  adding  speed.  See  the  Tunnel  Server  Wizard  -  Filter
page  and  the  OPC  Server  Wizard  -  Filter  page  on  how  to
configure the server connection: dynamic or static.

Harmonize update rate Decides whether the groups with similar refresh rates should
be combined in  one group  for  the  server  connection.  If  this
attribute is checked, two groups with a refresh rate of e.g. 520
ms  and  490  ms  will  be  combined  in  one  with  500  ms,  for
instance.

Optimize throughput time This  feature  allows  data  throughput  through  the  local
dataFEED OPC Suite application to be as fast as possible. If
groups containing items from multiple server connections are
defined  in  an  OPC  client,  multiple  data  changes  can  be
transmitted in one update cycle.

Force interactive user This feature allows the classical DA/AE dataFEED OPC Suite
 interface  to  be  registered  under  the  Windows  "Interactive
User".  This  is  applicable  only  while  running  in  Application
Mode and OPC data destination is activated.

Note: By default, without activating this feature the dataFEED
OPC Suite is running under the "SoftingOPCUser."

Note: If  the dataFEED  OPC  Suite  is  running in  the  System
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Mode, this setting has no effect. The service is always running
under user "System".

Use Item Path This feature allows a special usage of the Item Path attribute
when accessing items via the classical OPC DA interfaces: if
this option is enabled, an external client can use the Item Path
when accessing an item to specify the connection name the
item is linked to. In this case the Item ID will  provide only the
remaining part of the fully qualified Item ID. Providing the fully
qualified  Item  ID  without  the  usage  of  the  Access  Path  is
supported in parallel.

The feature can be used by the following interfaces: OPC-DA,
Tunnel-DA and XML-DA.

It  can  be  used  with  any  item  in  the  address  space,
independent of the data source the item  is  retrieved through:
Controller  and  Devices  connections,  OPC  Server
connections,  Tunnel  Server  connections,  Local  Items  or
system items.

 

7.3.4.4 Licenses

Softing OPC products and their scalable features are licensed and managed following a uniform
concept.  The  scaling  is  done  via  product  features,  e.g.  number  of  devices,  number  of
connections or number of data items.

More details about the different licenses and the corresponding license activation can be found
in the Licensing of Softing dataFEED OPC Suite chapter.

A more detailed description of the currently installed licenses can be found on the Configuration:
Settings - Licenses page.

Softing dataFEED OPC Suite V4.49
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7.3.4.4.1 Configuration

The installed licenses and the license items currently used are exposed through the Settings  -
License  add-on.  Licenses  can be installed and activated with  the help of  the  external  Softing
License Manager.
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The  License  Information  group  box  provides  information  about  the  corresponding  product
license, the part number, version, expiration date, options and license type.

If  Show needed licenses  for  this  configuration  checkbox  is  checked  then  the  Actual  License
Items  group box will  also display the information about  needed  licenses,  besides  information
about the license items currently used.

Attention:  The  computation  of  the  actual  license  items  here  in  the  dataFEED  OPC  Suite
Configurator  only  considers  the  license  items  of  the  corresponding  configuration.  The  real
number of license items is verified by the local dataFEED OPC Suite application during run time
by computing the overall number of license items of all currently running local  dataFEED  OPC
Suite applications.

For  more details  regarding the different  licenses  see the License Model  of  Softing  dataFEED
OPC Suite chapter. 

7.3.5 General

This  section of  the Softing dataFEED  OPC  Suite  Online Help describes  some global  general
settings for the local dataFEED OPC Suite application.
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  Softing dataFEED OPC Suite - General

Maintain global initial and alias values for actions of the local application @ Configuration:
Global Initial and Alias Values

Add or modify Variable Trigger type triggers to actions @ Configuration: Variable Trigger

Softing dataFEED OPC Suite V4.49
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7.3.5.1 Global Initial and Alias Values

The Global Alias And Initial Values  dialog allows changing the global alias values and the initial
values for update rates, execution conditions and Exchange data values.

It  can  be  triggered  by  the  Configure  global  alias  and  initial  values  button   on  several
configuration pages of the Softing dataFEED OPC Suite Configurator:
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In the Global Alias And Initial Values dialog the following settings can be changed:

Global Alias Values: The alias values are special placeholders commonly used for all actions
in the Local Application. The dataFEED OPC Suite Configurator properties bearing these alias
values are marked with the Alias  keyword next to the value in the corresponding edit  control.
By changing the Global Alias Values in this window all the items bearing alias values will have
their corresponding values updated.

Global Initial Values: The initial values are practically the default values for all new actions and
triggers created within the dataFEED OPC Suite Configurator. The Global Initial Values  initially
point to the Global Alias Values. 

The following values can be changed for the global alias and global initial values:

Attribute Description

Update rate Specifies the update rate for the corresponding action.

The default value is 1000 milliseconds.

Execution condition Specifies the execution condition for the corresponding action.

The following execution conditions are currently defined:

Always:  Execute  the  corresponding  action  without  any
restrictions, each time the action's trigger is fired.

All Good Quality: Execute the corresponding action only if all the
items in the incoming transaction have their quality Good.
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Item Quality  Changed:  Execute the corresponding action only if
the  quality  of  at  least  one  of  the  data  items  in  the  incoming
transaction has changed.

One  Quality  Bad:  Execute  the  corresponding  action  only  if  at
least one of the items in the incoming transaction has the quality
Bad.

The default execution condition is Always.

Data value(s) This value is only used for Exchange actions. It defines the OPC data
values that should be transferred from  the associated source to  the
associated  destination  data  item  by  the  corresponding  Exchange
action. 

The following data values can be selected:

Data Value:  Only the current  data value is  transferred from  the
source to the destination data item.

Data Value and Quality:  The current  data value and the current
quality  are  transferred  from  the  source  to  the  destination  data
item.

Data Value, Quality and Timestamp: The current data value,  the
current  quality  and  the  current  timestamp  are  transferred  from
the source to the destination data item.

The default setting is Data Value, Quality and Timestamp.

Attention:  Sending  the  quality  and/or  timestamp  is  not  always
allowed by all the data destinations. A data destination can forbid  the
writing of the quality and/or timestamp for an item - in this situation the
specifier should be changed to a supported one.

7.3.5.2 Variable Trigger

This section of the Softing dataFEED OPC Suite Online Help describes general settings for the
Variable Trigger type for the local dataFEED OPC Suite application.

A variable trigger is a type of trigger, which is fired when a data change for the items used in the
variable trigger  condition occurs,  and conditions  defined in  the trigger  evaluate to  true.  A data
change means that the value or the quality of the item changed.

Conditions can be defined on the Condition Editor and Condition Expression Composer  wizard
pages, where items can be used the logical expressions to define a condition. Conditions can be
linked  with  logical  AND,  OR,  XOR  operators,  as  well  as  negated  with  the  NOT  operator.
Grouping of conditions is  also possible  for  a  more clear  definition and for  better  readability.  In
the Advanced Condition Editor wizard page the user has the possibility to freely refine and better
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customize the syntax of the condition that is currently being edited. A limited set of operators and
custom functions are supported, which are listed in the Condition Editor page.

The  application  has  a  built-in  expression  validator,  which  will  prompt  the  user  if  there  are
syntactic errors, meaning that the conditions are not correctly defined.  This  validator  works  on
every  wizard  page  mentioned  above,  and  also  validates  the  conditions  at  Runtime,  the  live
values of the items being substituted in that case. Validation is not passed until the condition is
not  correct  syntactically,  because otherwise a bad syntax would lead  to  the  action  not  being
executed at Runtime.

Attention: See known limitations in  the Condition Expression Composer  Wizard -  Expression
Composer page, Known Limitations section.

The following sections describe how to set up and compose variable triggers:

Create new  variable  triggers,  select  them  with  the Variable  Trigger  Wizard  @  Variable
Trigger Wizard

Refine the details in a selected variable trigger, use predefined operators and functions in
the Condition Expression Composer Wizard @ Condition Expression Composer Wizard

Softing dataFEED OPC Suite V4.49
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7.3.5.2.1 Variable Trigger Wizard

The Variable Trigger Wizard allows modifying the variable trigger for the current action:

Note: In the following sections example screenshots are given based on the OPC2File addon in
the Data Destination - File main user interface.

Obtain  general  information  about  the  variable  trigger  @  Variable  Trigger  Wizard  -
Welcome

Select an existing variable trigger @ Variable Trigger Wizard - Trigger Selection

Name the newly created variable trigger @ Variable Trigger Wizard - Trigger Identity

Edit the variable trigger condition @ Variable Trigger Wizard - Condition Editor

Advanced editor for the variable trigger condition @ Variable  Trigger  Wizard -  Advanced
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Condition Editor

Softing dataFEED OPC Suite V4.49
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The Welcome wizard page describes the basic steps for completing the variable definition.

Continue to the next  wizard page by using the Next  button or  quit  the wizard by pressing the
Cancel button.

Variable Trigger Wizard - Trigger Selection >>>

The Variable Trigger Selection wizard page is shown only if the selected trigger type is Variable
Trigger. Here you can configure the actual variable trigger.
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The current page allows selecting a previously defined variable trigger and managing the trigger
list by using the buttons on the right, the context sensitive menu or the keyboard shortcuts:

Change the properties of the selected variable trigger by using the Properties  button ,
pressing the keyboard shortcut CTRL+P or selecting the Properties  action from the context
menu.

Add a new variable trigger by using the Add new variable trigger  button ,  pressing the
keyboard shortcut CTRL+A or selecting the Add action from the context menu.

Delete the selected variable trigger by using the Delete selected variable trigger button ,
pressing the DELETE / DEL key or selecting the Delete action from the context menu.

Modify the timestamp format settings for all condition expressions in the entire configuration

using the Timestamp format settings for all condition expressions button  or  pressing
the keyboard shortcut CTRL+D.

Note: If a variable trigger has associated actions it cannot be deleted.

An example of the context sensitive menu can be seen below:
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Note: Information about the selected variable trigger is shown in  the  Selected Variable  Trigger
area at the bottom of the page.

Variable Condition Timestamp Settings

Time format specifies the format in which the timestamps will be converted. Also, Date format,
but for the date part of the timestamp values.

The default value for the date/time format is "YYYY-mm-dd HH:MM:SS" as sen in the screenshot
above.

Note:  At least  one of  the formats  need to  be specified.  If  both Time format  and Date format
values are empty, an error message will be displayed to the user  and this  dialog will  not  pass
validation.

Time Zone,  handles  the source localization time:  UTC  (Universal  Time  Coordinated)  or  local
time (local time localization). The default time zone is UTC.

These expressions may be used for the date and time format:

Expression Description

YYYY the year as four digit number

mm the month as number with a leading zero (01-12)

dd the day as number with a leading zero (01 to 31)

HH the hour with a leading zero (00 to 23, even with AM/PM display)
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MM the minute with a leading zero (00 to 59)

SS the whole second with a leading zero where applicable (00 to 59)

FFF the  fractional  part  of  the  second,  to  millisecond  precision,  including  trailing
zeroes where applicable (000 to 999)

A sub-wizard that allows adding or modifying variable triggers can be launched by selecting to
change an existing variable  trigger  or  to  add a new  one.  The first  page  of  this  sub-wizard  is
Variable Trigger Wizard - Trigger Identity.

Click the Finish  button to  finish the wizard,  or  use  the  Back  button  to  return  to  the  previous
wizard page. To exit the wizard click the Cancel button.

<<< Variable Trigger Wizard - Welcome

The Trigger Identity wizard page provides  the possibility  to  assign a name,  a  comment  and a
retriggering option to the variable trigger.
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Note: When adding a  new  variable  trigger,  the  trigger  name  will  be  automatically  generated
according  to  the  format:  Variable_number,  where  the  number  part  is  an  auto-incremented
integer.

When editing an existing variable trigger, the trigger's defined name and comment will be filled in
the two edit boxes allowing you to modify these attributes.

Attention: The name of the Variable Trigger must be unique among all triggers and cannot  be
empty.

If the newly added variable trigger has the same name as  an existing variable  trigger,  an error
message box will be displayed and a new trigger name must be provided:

The Comment field of the Variable Identity  wizard page is optional; a Variable Trigger  can also
be added without any comment.

Variable Trigger Retriggering

The following retriggering options can be selected:

Variable  Trigger
Retriggering

Description

Disabled The trigger is fired only at the first time when the variable trigger
condition  is  satisfied.  If  the  variable  trigger  condition  will  be
evaluated to  false for  a  period of  time,  the  trigger  will  be  fired
again, only for one time, when the condition will be satisfied.

Enabled, as fast as possible The trigger is fired every time when the variable trigger condition
is satisfied.

Enabled,  at  least  the
specified time interval apart

The trigger is fired when the variable trigger condition is satisfied
and at the time interval defined in the Value edit-box. 

The default Variable Trigger Retriggering option is Enabled, as fast as possible.

Continue to the next wizard page to  specify the trigger  condition by using the Next  button,  go
back to the previous wizard page to select another variable trigger by pressing the Back  button,
or cancel the entire Variable Trigger Wizard by pressing the Cancel button.
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<<< Variable Trigger Wizard - Variable Trigger Selection Variable  Trigger  Wizard  -
Variable Condition Editor >>>

The  Condition  Editor  wizard  page  allows  configuring  the  condition  expression  at  which  the
current action should be executed only if the condition expression is true.

The current  page allows  the creating  or  editing  of  the  variable  trigger  condition  by  using  the
buttons on the right, the context sensitive menu or the keyboard shortcuts: 

Insert a condition expression using the Insert Condition Expression button ,   pressing
the keyboard shortcut: CTRL+I or selecting the Insert Condition Expression action from the
context menu.  

Modify an existing condition expression using the Modify Condition Expression button ,
pressing  the  keyboard  shortcut:  CTRL+M or  selecting  the  Modify  Condition  Expression
action from the context menu.

Group two or more condition expressions using the Group Selected Condition button  .

Ungroup a group of the condition expressions using the Ungroup Selected Condition button
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 .

Cut, copy, paste or delete conditions. Cut, Copy, Paste or Delete actions from  the context
menu or  using the keyboard shortcuts  associated with  these actions  CTRL+X,  CTRL+C,
CTRL+V respectively the DELETE / DEL keyboard key.

An example of the context sensitive menu can be seen below:

Condition Operators

Boolean comparison:

booleanItem.value is true;

booleanItem.value is false;

Equal, greater, smaller, greater or equal, smaller or equal, not equal:

Item.value == 1 (equal to);

Item.value > 2;

Item.value >= 3;

Item.value < 4;

Item.value <= 5;

Item.value != 6 (not equal to);

Item1.value == Item2.value;

Item1.value > Item2.value;

Item1.value >= Item2.value;

Item1.value < Item2.value;

Item1.value <= Item2.value;

Item1.value != Item2.value;

Note: The following operators are custom functions supported by the expression validator.
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Check if the value of a numerical data point has increased/rising edge (with/without hysteresis,
from 0/other value):

LeadingEdge(numericItem.value, 5, 0) – leading edge from 5, no hysteresis;

LeadingEdge(numericItem.value, 2) – leading edge from any value, hysteresis of 2;

Check if the value of a numerical data point has decreased/falling edge (with/without hysteresis,
from 0/other value):

FallingEdge(numericItem.value, 0, 1) – falling edge from 0, hysteresis of 1;

FallingEdge(numericItem.value, 0) – falling edge from any value, no hysteresis;

Check if the value of a numerical data point has changed (with/without hysteresis, from 0/other
value):

Changed(numericItem.value, "F", 0, "H%", 10)

Changed(numericItem.value, "F", 0)

Changed(numericItem.value, "F", 10, "H", 5)

Checking if the timestamp or the value of a date/time variable is older than a specific value:

TimestampOlder("mm/dd/YYYY HH:MM:SS  pp",  "utc",  datetimeItem.value,  "d",  30,  "h",  1,
"m",  0,  "s",  0,  "x",  0)   –  if  the value of  the Item  is  older  than  "30  01:00:00",  converted  to
milliseconds;

Note:  Values  specified  as  0  value  are  not  to  be  taken  into  consideration  when  the  custom
function is evaluated at Runtime. In this case the value of the item needs to be a date time value
larger than 30 days and 1 hours expressed in milliseconds.

Negating a condition (not):

Not  (FallingEdge(numericItem.value,  0))  –  if  the  value  is  not  decreasing  (some  packing
process got jammed);

Not  (Item1.value ==  "Normal")  –  if  the value of  the Item1  is  not  equal  to  constant  string
"Normal"; in this case using a != operator yields better  performance,  the example is  given
just to show the syntax;

Create complex conditions between two or more data points: Boolean logic – AND/OR/XOR:

  (booleanItem.value == true)
  OR (numericItem.value > 10)

Attention: The conditions need to be written each on a separate line in  the Variable  Condition
Editor.

Grouping  of  conditions  should  be  easily  done  by  selecting  more  conditions  and  clicking  the
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Group Selected Condition button . 
Ungrouping a expression by selecting that  expression and by pressing the Ungroup  Selected

Condition button  .

  ((booleanItem.value == true)
    AND (numericItem.value > 10))
  OR ((booleanItem.value == true)
    AND (stringItem.value == "Normal"))

Attention: Editing a condition inside a group will not be possible. Ungrouping will be required.

Attention: Please keep in  mind that  conditions  copied to  clipboard (through the Copy  or  Cut
commands) will only be pasted back as conditions if the clipboard has not been tampered with,
otherwise the conditions will be pasted as plain text.

Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.

Continue  to  the  Trigger  Selection  wizard  page  by  pressing  the  Next  button,  edit  using  the
Variable  Trigger  Wizard  -  Variable  Advanced  Condition  Editor  page  by  pressing  Advanced,
return to the previous one by using the Back  button, or exit the wizard by pressing the Cancel
button. 

<<<Variable Trigger Wizard - Trigger Identity Variable  Trigger  Wizard  -  Variable
Trigger Selection >>>

The  Condition  Editor  wizard  page  allows  configuring  the  condition  expression  at  which  the
current action should be executed only if the condition expression is true.
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The current  page allows  the creating  or  editing  of  the  variable  trigger  condition  by  using  the
buttons on the right, the context sensitive menu or the keyboard shortcuts:

Insert  a  data  value  placeholder  using  the  Insert  Data  Value  Placeholder  button  ,  
pressing  the  keyboard  shortcut:  CTRL+I  or  selecting  the  Insert  Data  Value  Placeholder
action from the context menu.

Modify an existing data value placeholder  using the Modify  Data Value Placeholder  button

,  pressing  the  keyboard  shortcut:  CTRL+M  or  selecting  the  Edit  Data  Value
Placeholder action from the context menu.

Validate the condition using the Validate Condition  button  ,  that  allow  to  validate  the
condition according to the syntax specifications.

Cut, copy, paste or delete text with or without placeholders selecting the Cut,  Copy,  Paste
or Delete actions from the context  menu or  using the keyboard shortcuts  associated with
these actions CTRL+X, CTRL+C, CTRL+V respectively the DELETE / DEL keyboard key.

An example of the context sensitive menu can be seen below:
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For  more  information  about  condition  syntax  and  operators  check  Variable  Trigger  Wizard  -
Variable Condition Editor topic.

Note:  The  Cut,  Copy  and  Paste  actions  use  the  Windows  Clipboard  for  data  transfer  thus
allowing data to be transferred to/from other applications  (e.g.  the textual  representation of  the
action editor content can be used in external applications and text from external application can
be used in the action editor).

Attention: Please keep in mind that placeholders copied to clipboard (through the Copy  or Cut
commands) will  only be pasted back as  placeholders  if  the clipboard has  not  been tampered
with, otherwise the placeholders will be pasted as plain text.

Attention: The placeholders visible in the action editor are aliases used only for  displaying the
placeholders.  The real  placeholder  form  is  visible  in  the  subscription  file.  Example:  <<R8>  /
<Value>>  placeholder  from  the  action  editor  is  serialized  in  the  subscription  file  as:  #%-
ItemValue-%increment.R8_%Current-%#.  Do  not  manually  modify  the  subscription  file  by
inserting placeholders in the action editor template.

Continue to the Trigger Selection wizard page by pressing the Next button, return to the previous
one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Variable Trigger Wizard - Variable Condition Editor Variable  Trigger  Wizard  -
Variable Trigger Selection >>>

7.3.5.2.2 Condition Expression Composer Wizard

The Condition Expression Composer Wizard allows modifying the condition expressions  for
the current variable trigger:

Obtain general information about the condition expression composer wizard @ Condition
Expression Composer Wizard - Expression Overview 
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Edit  a  variable  condition  expression  for  the  actual  action  @  Condition  Expression
Composer Wizard - Expression Composer

Specify  the  parameters  for  the  Timestamp  Older  condition  operator  @  Condition
Expression Composer Wizard - Timestamp Older Settings

Specify the parameters for the Leading Edge condition operator @ Condition Expression
Composer Wizard - Leading Edge Settings

Specify the parameters for the Falling Edge  condition operator  @ Condition Expression
Composer Wizard - Falling Edge Settings

Specify  the  parameters  for  the  Changed  condition  operator  @  Condition  Expression
Composer Wizard - Changed Settings

Softing dataFEED OPC Suite V4.49
© 2019 Softing Industrial Automation GmbH

The  Welcome  wizard  page  describes  the  basic  steps  for  completing  the  variable  condition
expression.

Continue to the next  wizard page by using the Next  button or  quit  the wizard by pressing the
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Cancel button.

Condition Expression Composer Wizard - Expression Composer >>>

The Expression Composer  wizard page provides  the possibility  to  specify the condition items
and operator, the operator relating with  the previous  condition and negated current  condition if
needed.

Condition Composing Elements

Previous  Operator  -  allows  selecting  between  operators  OR  /  AND  /  XOR,  which  will  link
different conditions.

Negate Condition - allows the negation of the condition expression.

Condition Item  -  allows  selecting the first  parameter  of  the condition and  specifying  the  Data
Item, Data Value and Update Rate properties.

Condition Operator - allows the selecting between operations:

equal, greater, smaller, greater or equal, smaller or equal, not equal;
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TO (Timestamp Older), only for DATE data type condition items;

LE  (Leading  Edge),  FE  (Falling  Edge)  and  CHD  (Changed)  only  for  numeric  data  type
condition items;

Condition  Parameter  -  allows  the  selecting  the  second  condition  item  between  types  Static
Value or other Data Items.

Delete the selected condition expression by using the Delete the selected expression button

 or pressing the DELETE / DEL key.

For  more  information  about  condition  syntax  and  operators  check  Variable  Trigger  Wizard  -
Condition Editor topic.

Composing Conditions

This wizard page makes it possible to compose conditions very easily, by dragging and dropping
items from the left and right address space views, selecting operators from a pre-populated list,
and by correctly being able to specify static value for the right part of conditions.

The first element to be specified is the Previous Operator, which links the edited condition to any
existing  conditions  in  the  current  variable  trigger.  They  can  be  seen  in  the  Condition  Editor
wizard  page,  after  exiting  this  composer.  By  default  this  element  is  OR,  but  AND  or  XOR
(eXclusive OR) can be selected.

Second is  the negation operator,  which will  result  in  the opposite  of  the current  condition.  By
default it is not applied. Check the Negate Condition checkbox to enable it.

The Condition Item  tree view allows to specify the left part of the condition, which must always
be an item.  The  item  can  be  added  by  drag  and  drop,  or  by  manually  writing  out  its  whole
hierarchical name. Any of its  VQT elements  can be used in  the condition,  and an update rate
can also be specified. Array elements can also be used here, but only indexed elements, not the
whole  item,  whose  data  type  is  array.  Ex.:  Bool[0],  I4[3].  Indexing  is  possible  on  the  user
interface, when such an item is dragged.

Next, the condition operator needs to be selected, depending on the Condition Item's  data type.
Some operators will not be available for all data types.

According  to  the  selected  condition  item,  the  input  field  in  Condition  Parameter  is  going  to
change to allow and validate the entry of  values  of  that  specific  data type.  For  example,  if  the
data type of the condition item is float/double, the entry field will change so that decimal  values
can be entered. If it is boolean, then it will change into a dropdown box and will allow on True or
False values to be selected. The default  here is  Static  Value,  but  if  the user  switches  to  Item
Value, then the condition parameter can be an item from the address space. The right tree view
is going to become enabled and items  can be selected,  or  drag and dropped,  similarly to  the
condition item.

When a match is valid between the selected condition item  and condition parameter  item,  the
button in the middle can also be pressed to populate the lower section with the item information,
the condition thus becoming valid.

After pressing the Finish button, the validated condition will be added to the Condition Editor on a
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new line, separated by a new line from the existing conditions. If this is the first condition added,
the Previous Operator is going to be omitted.

Known Limitations

Attention: When using very large or very small UI4, I8, UI8, R4 or R8 values in conditions, which
are close or equal to  the maximums  or  minimums  of  these data types,  precision losses  may
occur.

Due to limitations in the representation of floating-point values in the condition evaluation library,
values that are close to the extremes of these types are going to lose precision.

When comparing large integer values of R4, R8, I8 and UI8 data types, especially with equality
(==) operator, conditions with such values may not evaluate correctly.

Such comparisons are done with an epsilon of 1e-15, by calculating the difference between the
two values  and comparing to  this  value.  If  the difference  is  smaller,  then  the  two  values  are
considered equal.

Continue to the next  wizard page by using the Next  button or  quit  the wizard by pressing the
Cancel button.

<<< Condition Expression Composer Wizard - Expression Overview

The Timestamp Older Settings wizard page allows configuring the Timestamp Older operator.
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Selected Condition Item Details - show details about selected condition item.

Timestamp Older Parameter Value - allows to specify the static value that is used at timestamp
comparison. This is a value that needs to be entered similarly to a date with all components, but
it is converted to milliseconds.

Not all elements need to be specified, those that are not desired have 0 as default value, which
does not change the final value expressed in milliseconds.

The maximum time value that can be entered is 49 days, 17 hours, 2 minutes, 47 seconds and
295 milliseconds (or 4294967295 milliseconds).

Note: The used timestamp format is the general format for variable trigger  conditions  and can
be modified in the Variable Condition Timestamp Settings dialog.

At  least  one component  needs  to  be specified,  otherwise  the  wizard  will  prompt  the  user  to
provide a value.

Parameters

timestamp format: this is the format in which the function will interpret the date-time value of
the item at parameter 3

time zone: either "utc" or "local" as text
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the item, whose value must be of date type date-time

5 pairs of parameters, which specify the different components of the time value with which the
item value will be compared

Continue  to  the  Condition  Editor  wizard  page  by  pressing  the  Finish  button,  return  to  the
previous one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Condition Expression Composer Wizard - Expression Composer

The Leading Edge Settings wizard page allows configuring the Leading Edge operator.

Selected Condition Item Details - show details about selected condition item.

Leading Edge Base Value - allows to specify a static value or an item value to actual condition

Leading Edge Hysteresis - allows to specify a static value or an item value to actual condition
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Both Base Value and Hysteresis are optional parameters.

Note: Leading Edge is the opposite of Falling Edge.

This custom function evaluates to true when the value of the item specified as first parameter is
larger than its previous value.

Moreover, the following additional conditioning may be used:

Base Value: the condition only evaluates  to  true if  the item's  previous  value exists,  and that
value equals the base value

Hysteresis: the condition evaluates to true, when the amount the item's value increases with is
larger than the previous value, with at least the amount of hysteresis expressed as number or
as a percentage

Examples:

leadingEdge(item) - item current value is greater than item previous value;

leadingEdge(item, "f", itemFrom) - current item value is greater than previous item  value and
previous item value was itemFrom value;

leadingEdge(item, "F", 123.456) - current item  value is  greater  than previous  item  value and
previous item value was 123.456;

leadingEdge(item, "h", itemHysteresis) - current item value is greater than previous item value
with at least itemHysteresis value;

leadingEdge(item, "H%", 12.34) - current item value is greater than previous item value with at
least 12.34 percent of previous item value;

leadingEdge(item,  "F",  itemFrom,  "H%",  5.4321098)  -  current  item  value is  greater  than  the
previous item value with at least 5.4321098 percent of previous item value and previous item
value was the itemFrom value;

Note: If  the Leading Edge Base  Value  or  Hysteresis  are  item  values  then  the  Update  Rate
parameter can be configured for every item.

An example of the item value selection can be seen below:
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Note: Information about the actual condition is  shown in  the  Condition Expression area at  the
bottom of this wizard page.

Continue  to  the  Condition  Editor  wizard  page  by  pressing  the  Finish  button,  return  to  the
previous one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Condition Expression Composer Wizard - Expression Composer

The Falling Edge Settings wizard page allows configuring the Falling Edge operator.
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Selected Condition Item Details - show details about selected condition item.

Falling Edge Base Value - allows to specify a static value or an item value to actual condition

Falling Edge Hysteresis - allows to specify a static value or an item value to actual condition

Both Base Value and Hysteresis are optional parameters.

Note: Falling Edge is the opposite of Leading Edge.

This custom function evaluates to true when the value of the item specified as first parameter is
lower than its previous value.

Moreover, the following additional conditioning may be used:

Base Value: the condition only evaluates  to  true if  the item's  previous  value exists,  and that
value equals the base value

Hysteresis: the condition evaluates to true, when the amount the item's value increases with is
lower than the previous value, with at least the amount of hysteresis expressed as number or
as a percentage
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The same examples apply here as well as for Leading Edge, but the condition is that the current
value of the item is lower than the previous.

Note:  If  the  Falling  Edge  Base  Value  or  Hysteresis  are  item  values  then  the  Update  Rate
parameter can be configured for every item.

An example of the item value selection can be seen below:

Note: Information about the actual condition is  shown in  the  Condition Expression area at  the
bottom of this wizard page.

Continue  to  the  Condition  Editor  wizard  page  by  pressing  the  Finish  button,  return  to  the
previous one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Condition Expression Composer Wizard - Expression Composer

The Changed Settings wizard page allows configuring the Changed operator.
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Selected Condition Item Details - show details about selected condition item.

Changed Base Value - allows to specify a static value or an item value to actual condition

Changed Hysteresis - allows to specify a static value or an item value to actual condition

Note:  If  the  Changed  Base  Value  or  Hysteresis  are  item  values  then  the  Update  Rate
parameter can be configured for every item.

This custom function evaluates to true when Leading Edge OR Falling Edge is true for the same
values.

An example of the item value selection can be seen below:
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Note: Information about the actual condition is  shown in  the  Condition Expression area at  the
bottom of this wizard page.

Continue  to  the  Condition  Editor  wizard  page  by  pressing  the  Finish  button,  return  to  the
previous one by using the Back button, or exit the wizard by pressing the Cancel button. 

<<< Condition Expression Composer Wizard - Expression Composer
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